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KnowledgeTree Overview

1 KnowledgeTree Overview
1.1  About this Help

The KnowledgeTree Administrator Manual describes the features and functionality
available in the KnowledgeTree document management system. It provides instructions
intended for use by administrators of your system.

This Help assumes that your system is fully installed and configured for use.

This version:
KnowledgeTree Commercial server: version 3.7

1.2 Users, Groups, Roles, and Units

KnowledgeTree organizes system users into users, groups, roles, and units:

Note: Only the KnowledgeTree administrator may add, edit, and delete users, groups, roles, and
units.

= Users
KnowledgeTree assigns permissions to Groups and to Roles, but not to individual users.
Thus, each user you add to KnowledgeTree must be added to a Group and/or to a Role,
before the user may be allowed even 'read' access to the content repository.

= Groups
The Groups you add to KnowledgeTree are defined by your business process, industry,
and organizational policies. Examples are: Management, Research, Finance, Development,
Marketing, Human Resources, etc.

Groups may also contain sub-groups.

Whether or not you use groups also depends on the number of users in the organization

- in a smaller organization for example, you may prefer to use roles, rather than adding
single users to different groups. Groups typically contain one or more users, and any user
may belong to one or more groups. Permissions are assigned to groups on specific
folders, and a group's permissions automatically filter through to group members in a
process called 'inheritance'.

= Roles
Roles (e.g. Editor, Auditor, Publisher etc) are used to assign specific permissions to
individual users or groups, typically to perform specific functions in the system. If you
have groups that would consist only of one user, rather use Roles to assign permissions
to the user. Groups may also be allocated to Roles on a per-directory basis. Roles are
particularly useful in Workflows.

= Units
Adding a Unit adds a folder to a specified location in the folder structure.
Note: Units are added in the Users and Groups section of the Administration module in
KnowledgeTree's web interface.
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The Unit concept is typically used to divide an organization's content repository into
separately accessed and managed areas that may model logical business units - different
departments or geographical locations for example.

Units are an optional tool that you may want to consider using in your KnowledgeTree

implementation in the following instances:

e to separate content in your document management system into disparate business
units (by department, or by region, or by another categorization as required in your
organization)

e to delegate administrative rights to another user besides the system administrator,
within the unit folder - the unit administrator will have administrator privileges only
within their unit, to override or allocate specific permissions within the unit folder

e to set the contents in the Unit folder as the default browse view - users will then go
straight to the Unit folder when logging in to KnowledgeTree and opening Browse
Documents

Note: You may configure this custom view by changing the following default settings in

Administration - System Configuration - General Settings (Tweaks): Browse to Unit

Folder (setting this value to True specifies a logged in user's Unit folder as their default folder view

in Browse Documents - the default 'False' displays the root folder).

= What is the difference between roles and groups?

KnowledgeTree permissions are assigned on folders, to groups and/or to roles. From a
permissions perspective, a group is a static collection of users - all users in a group have
the permissions assigned to their group, on all folders and files where the group has been
allocated permissions.

Roles allow you to assign permissions dynamically - you can assign one or more users or
groups to a role that has its own permissions set up, typically specific to tasks that need to
be performed by the role. Roles may be used in workflows, where specific users are required
to transition a workflow or perform other workflow tasks. Roles may also be used to apply
company-wide security policies in the document management system, or they can be used
to allocate a specific permissions set up to particular users on specific folders - a user may
have the 'Manager' role in one folder, and the 'Publisher' role in another folder.

Example

The following example describes how users may be practically assigned to Roles to perform
specific tasks. Let's say you want to assign most of the available folder permissions to a
group of users in the 'Accounting' group on the 'Accounts' folder, but you only want to give
the departmental manager the 'delete' permission and the 'manage security' permission on
the 'Accounts' folder.

In this case the departmental manager may be part of the Accounting group, but for
purposes of their role as a manager, this user is assigned the 'manager' role, and the role is
given an individual set of permissions that includes all the permissions of the group, plus the
additional permissions they require to perform their role.
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1.3 Version Control

KnowledgeTree's version control mechanisms ensure that content is changed in a controlled
and audited manner.

The table displays the available version control mechanisms in KnowledgeTree:

Check out Checking out a document locks the file and makes it read only. Other
users can view the file, but they cannot change it.

A file must be checked in to the repository to make it available to other
users for editing.

Check in The cancel check out function reverses the check-out action, restoring
the document to the state it was in before it was checked out. The
system administrator is allowed to force check in a document. This is
useful if a document is required urgently, and the user who checked out
the document is unavailable.

By default, new documents are given version number 0.1. Each time a
document is checked out, the version number increments by 0.1 if the
change is minor - version 0.9 becomes 0.10, for example. If you indicated
that the change is major, the version number increments by 1.0 - so,
from 1.0 to 2.0, for example.

Incremented
Versions

The Version History link in the Document info menu provides a history

Version Histo
i of version changes for the currently selected document.

1.4 The Permissions System

The files and folders stored in the KnowledgeTree content repository are secured through
Permissions.

Any user may only access content where they have the appropriate permissions on the do
cument or folder. This includes the ability to 'view' the folder or document in the folder
structure.

Since permissions are assigned per folder to Groups and Roles, and not to individual users,
users must belong to a group, or be assigned to a role, in order to obtain the permissions
assigned to the group or role on the folder.

= KnowledgeTree's default permission types
KnowledgeTree includes the following default permission types:

¢ Read - allows you to view a document and its metadata, in search results and the
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Browse view.

e Write - allows you to change a document's content and its metadata, to check out
and check-in a document, and to add new documents in the folder where you have
this permission.

e Add Folder - allows you to add new folders to a folder where you have this permission

e Manage Security - you may configure and edit security on the folder and on content
in the folder, including editing of permissions and roles.

e Delete - you may delete files and folders in a folder where you have this permission on
the parent. folder.

¢ Manage Workflow - allows you to change the Workflow settings on a document, such
as performing a transition.

e Folder Details - allows you to view the folder name, a transaction history, and other
details linked to the folder name
Note: To view content in the folder you will also require the 'read’ permission.

¢ Rename Folder - allows you to rename the folder.

Kn,nWIedgeTreBa o Your Company Logo Goes Here

Dashboard | Browse Documents |  Administration | Administrator - Priferences - About - Logout @&

browse » foldess (perm " S ———— saath =

= » View Permissions for:
Root Folder

*Desplay Details This page shows the permissions that ap

ig specific folder, Only the rales or groups which have permissions assigned are shown,

*Fedder trangactions Manage security: Edit permissions | View r

This folder defines its own permissions.

ved permissions for user

Raole or Group Read White Add lanage Dalate Manage Folder Renanme
e Folder securty wiarkdflow Details Folder

# Role: Authenticated Uisers -] @ @ @ & @ @ @

. Everyone -] = @ = = @ -] @

*Add a Folder 12 OWARE (-] 2 =] Q o = @ =

*Add a Shortcut Publisher ] =} -] @ & @ @ @
» Alloc ate Roles )

+ Bulk Download Reviewer -] @ - = & - e @

*Bulk Upload Creator -] @ @ = = @ ) @

*Impadt from Senar Location Fole: WorkSpaceQwner [ -] =] @ - - @ -] @

* Parmissions Group: System Administrators [ ~] -] ] ] [ -] ] ] -]

b Group: Management e © © o © o © ©
* Rename - . >

*Usage Infarmation Group: Sales -] -] @ = =] Q (] -]

Group: Auditors L] e -] @ @ @ e @

Figure: Viewing permissions on the root folder

How are permissions assigned?
Permissions are allocated by group, by role, and by folder.
Permission description

assigned on this
level ...

Folder Permissions |Permissions on a folder are automatically assigned to the folder
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creator and to the KnowledgeTree administrator. By default, any
permissions granted to a parent folder (the top level folder,
typically in the root folder) apply to all content in the folder
(subfolders and documents), and any changes to the permissions of
the top level folder are passed down to the folder content
(permissions inheritance).

Users with the appropriate permissions on the parent folder may
override the default inheritance of permissions within the folder in
order to allocate different permissions on subfolders. Permissions
inheritance may be reinstated at any time.

See also: Viewing / Editing Folder Permissions, Organizing Users into
Groups, Roles, and Units, Organizing Documents ..., Adding / Editing
/ Deleting Units.

Permissions may be assigned to one or more Roles (e.g. Editor,
Auditor, Manager) to allow groups or users assigned to these roles
to perform specific functions or tasks.

Role Permissions Note: Role permissions are useful in Workflows, which are typically
created for roles, rather than for groups.

See also: Organizing Users into Groups, Roles, and Units, Adding
Roles, and Assigning / Editing Roles

Permissions on a folder may be granted to groups, or to roles.
When granting permissions to groups, all users in the group are
Group Permissions | given the permissions of the group.

See Viewing / Editing Folder Permissions

See Also:
Security and Permissions / How Permissions are Allocated - an article on the KnowledgeTree
Wiki

1.4.1 Creating the Permissions Structure

When setting up a permissions structure for KnowledgeTree in your organization, consider
the following:

e whether users are imported from Active Directory, or from LDAP

e whether additional user groups will be added within KnowledgeTree, or whether all users
are imported from Active Directory/LDAP

e whether users are logging in remotely
e whether you are allowing anonymous users to log in

e whether users must be hidden from each other
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Note: In this case, metadata can be added to the fieldsets, instead of displaying client
information. Alternatively, configure options such as 'email separation by group'.

e the importance of security for the organization and its repository
Note: Government agencies are typically expected to be highly secure, and most
organizations own confidential documentation that needs to securely stored and
accessed in the document management system. In both cases, external users should
be identified and prevented from accessing restricted areas of the repository.

e the importance of permissions for the repository
Note: Permissions may be less important where the system is only used by internal users,
or where everyone requires access to all or most of the content in the repository.

e whether units and unit administrators are required
Note: Units are useful where the organization prefers to split the administrative role
(e.g. by department, or by geographical regions). Units are manually created within
KnowledgeTree. They're not supported in Active Directory or LDAP, so they cannot be
imported into KnowledgeTree.

e whether role-based permissions are required
Note: Roles are a KnowledgeTree concept that are used to allocate permissions
on a document or folder to an individual user. Typically, permissions are granted
to the group, and thus to all users in the group.

e whether dynamic permissions are required
Note: Dynamic permissions change, based on metadata.

15 Metadata

Metadata is 'information about information'. In the document management context, we can
say that metadata is 'information about content in the repository'.

Within KnowledgeTree, metadata comprises the information added to the system in the
document types, fieldsets, and fields that are used to categorize content in the repository.

= How do Document Types, Fieldsets, and Fields fit together?

Document types, fieldsets, and fields represent a hierarchical classification of metadata.
Document types are the highest-level categorization, and fields represent the smallest
unit of information:

Document type\
fieldset\
field

The document type of a document provides context for the document.

The number of document types you add to KnowledgeTree depends
entirely on your organization. Examples include: Invoice, Order Form,
Quotation, Requisition, Publication, Proposal, Specification, Presentation,
Leave Application, Survey, White Paper, Article, Brief, Offer to
Purchase, Mandate, and so on.

Document
Types
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Each fieldset contains one or more related fields, e.g. you may want to
add fields called client name, street address etc to a fieldset called
Fieldsets Client Details'.

Fieldsets may be either 'generic' (applying to all document types in the
system), or 'type-specific' (only used in a specific document type).

Fields are the lowest level of metadata in KnowledgeTree, and are used
. to capture information entered on document upload. For example, an

Fields . N . . : . . .

Invoice' may include the following field level information: client name,

street address, telephone number, email address.

Adding Metadata

Document types, fieldsets, and fields are configured through KnowledgeTree's web
interface, in Administration - Document Metadata and Workflow Configuration.

Adding this metadata structure involves the following tasks:

Step 1: For each planned document type, create the fieldsets, and add fields within
each fieldset

Step 2: Add the document types, and associate each document type with one or more
fieldsets

Example:

e Document Type: Invoice

e Associated fieldsets: Client Details; Invoice Details

Fields in the 'Client Details' fieldset: Name, Address, Telephone Number, Email
Address

Fields in the 'Invoice Details' fieldset: Invoice Number, Account Number, Purchase
Date, Sales Consultant; Description, Price, Quantity, Discount

Metadata and Content Retrieval

KnowledgeTree's Search function operates on the metadata layer, and its security and
access control function operates on the folder level. The folder structure is thus static
and consistent, while metadata is contextual.

Browsing the folder structure to locate documents and folders is time consuming, so
KnowledgeTree provides the ability to predefine efficient content retrieval mechanisms,
such as quicklinks, document links, shortcuts, views, and simple and advanced search.
The efficiency of these mechanisms in the system rely on the existence of useful,
contextual metadata.

The successful implementation of an electronic document management systemin an
organization requires careful planning of the metadata structure to ensure that the
process of harvesting metadata for search and retrieval purposes delivers useful
information that supports and enhances the most productive use of your system.

Understanding the role of metadata, and careful configuration of the document types,
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fieldsets, and fields, will help you to achieve this goal.

15.1 The Metadata Structure and the Folder Structure

Successfully implementing a paperless, electronic document management system requires
careful planning around how best to store documents so that they can easily be retrieved
from the system when required.

Right from the start, the project manager (or implementing person or team) should consider
the organization's business process and their document management and records retention
policies in order to set up a logical folder and file structure, and a metadata structure that
will be most useful for finding content later on.

= Metadata Structure
Documents comprise both content (information) and context (metadata, or 'information
about information'). KnowledgeTree's search functionality searches a document's content
and/or document metadata to return relevant results.

KnowledgeTree captures user-input metadata through document types, fieldsets, and
related fields. The system administrator creates this metadata structure by adding the
document types, and then planning and creating associated fieldsets. One or more
related fields are added to each fieldset, and then the fieldsets are associated with one,
more, or all document types in the system.

Field level metadata may include, for example: the name of the author, the date the
document was created, the last time the document was modified, the version number,
and the document type (e.g. Invoice). Groups of one or more related fields are added to
each fieldset - for example, you may want to create a fieldset called 'Customer Details’,
and add fields such as 'customer name', 'address', and 'contact number'.

Every fieldset may be associated with one or more document types; then, when adding
documents and selecting the document type, the user is presented with related fields to
fill out to capture the document metadata.

= File Structure
The design of your document management file structure provides a context for
documents stored in the system. For example, by adding an invoice to a folder called
'Invoices' in a higher level folder called 'Accounts’, the document file path may be
included in search criteria to find relevant documents.

Some organizations use a shallow folder structure and rely mostly on document metadata
to store, manage, and retrieve documents in KnowledgeTree. This structure has
implications for the security of your system because permissions are allocated at the
folder level and anyone who has permissions on a folder also has those permissions on all
content in the folder. Deepening the folder structure (i.e. root - folder - sub folder - sub
folder - document, instead of root - document, or root - folder - document) thus allows
greater control on content through the permissions system.

Other organizations employ a deeper folder structure and combine the use of metadata
and the logical file system to organize documents and folders in the system. This
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structure typically models the file structure used in your existing paper filing system,
creating a familiar environment for new users used to browsing a system to find specific
documents and folders, and helping to convey the concept of the document
management system as an electronic version of the paper-based filing system.

1.5.2 Storing Metadata

This section explains the relationship between the metadata structure and the folder
structure in KnowledgeTree, and how permissions are assigned within the overall structure.

Storing Metadata

Metadata may be stored by:
e document - e.g. 'Project Plan - Project Alpha'

folder - e.g. 'Project Plans'

unit - e.g. 'Engineering Department

fieldset - e.g. 'Project Department information'

field - e.g. a pick list with available project departments

Metadata is most effectively stored in a combination of folders and fieldsets:

When using ... Result

This structure may be too deep and complex. Users may
Folders, without fieldsets |struggle to browse the folder structure, and search is less
effective.

This structure prevents effective browsing, navigation, and
search because you cannot rely on users to properly
Fieldsets, without a folder |complete all metadata field entries.

structure
Additionally, without a folder structure, there is no way to
apply permissions.

Storing Metadata in the Folder Structure

Although the folder structure may be designed to map exactly to the metadata, such a
structure is hard to manage. This is because the lower levels of the folder structure (level 1
in the example) should be as static as possible.

In the following example, it's easier to change the structure at level 3 than at level 2, and
it's easier to change the structure at level 4 than at level 3. In this instance, each time a
new client is added, it is necessary to add a new Client[no] folder. By storing the client id
(e.g. 001) in the metadata layer of the Invoice folder, users can browse to the Invoice
folder, and rely on metadata after that.
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Example: The document type, document title, and the client number, which are all
metadata, are stored in the folder structure:

Level Folder hierarchy

1 Accounts Receivable

2 Invoice

3 2005

4 Client 001

Note: To ensure usability, the folder structure should not be deeper than 3-4 levels.

The following example shows three layers of metadata, which may be represented as

follows:

'Project Department>>Project Name>>Project Document'’

or...;
Project Department:
Project Name:
Project Document:

Human Resources
Recruitment
Applicant evaluation form

Each of these storage methods provide a specific structure:

This storage method ...

provides this structure ...

Storing all information in a folder
structure

>Human Resources
>>Recruitment
>>>Applicant evaluation forms

Placing all documents in a single
folder, and storing the metadata in
fieldsets and document types

Document type:
Pick list:
Pick list:

Human Resources
Recruitment (Projects)
Applicant evaluation form (Project

document types)

Creating e a hybrid of folder structure
and fieldsets/document ty pes

Folder structure:

Document type: Applicant evaluation form

>Human Resources
>>Recruitment

153

Metadata, Permissions, and the Folder structure

A single, secure, searchable organizational repository must have a system of permissions,
Permissions are applied on the folder structure, while the repository's Search function is

based on the metadata layer.

Without a folder structure, all the information about the documentation is in the metadata.
It is impossible to apply permissions to this structure, because all the content is effectively

in one folder - the root folder.

It is possible to apply a folder structure that is similar to the metadata structure - e.qg.
create a folder name of the same name as the document type: Invoice document type,
and Invoice folder. This allows permissions to be assigned on the Invoice folder, and it

allows searching of invoice related metadata.
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Creating Effective Document Types and Fieldsets

Adding document metadata creates a high-level storage structure for the KnowledgeTree
content repository.

Configuring the metadata layer involves adding your document types, fieldsets, and fields.

= How to create effective document types

Document types are the highest layer of the metadata structure, so an appropriate

grouping of documents at this level ensures that lower level groupings (fieldsets and
fields) are easier to structure. Start by ensuring that your document types fit your

business processes.

Providing descriptive, generally applicable names to document types minimizes the
number of document types that will be required in the system, thus limiting the number
of options on the document type pick list. When users need to scroll through an
excessive list of selectable document types, they're less likely to select a relevant
option, which reduces the effectiveness of your system metadata.

= How to create effective fieldsets

Each field in a fieldset is a data collection point for the fieldset. Collecting appropriate
and relevant information improves search results and avoids the requirement for users to
complete lengthy forms. KnowledgeTree allows you to configure the field type - options
include: 'lookup' (pick list), 'text', or 'tree'. Select the most appropriate option for the
type of information required in the field.

Consider the following:

Define the minimum number of fieldsets per document type, especially when users will
need to select options from a pick list.

Display the most important fieldsets at the top of a list, especially for 'required'
information.

Be aware of the limitations of conditional fieldsets. These are useful for limiting the
number of values available in pick lists, but they have two major disadvantages: they
are complex, and they are not supported in KnowledgeTree Tools for Windows.

Use tree structures only where appropriate.
Note: Tree structures do not work in KnowledgeTree Tools for Windows.

Use pick lists instead of text fields where possible. This allows you to pre-define
selectable metadata, which prevents inconsistencies arising due to incorrect and
incomplete text entries. Users may be less likely to properly complete text fields, and
pick lists are quicker to complete, provided that they don't contain too many options.

Limit the number of selectable options in a pick list to around 10 items - excessively
long pick lists are not user-friendly

Carefully select the fields that are a 'required' selection, and those that are 'optional'
selections - users are unlikely to complete all 'optional' fields, but they will also not
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want to complete too many 'required’ fields.
e Define a meaningful name for each field and fieldset.

e Provide clear definitions and instructions for the type of information required in each
field and fieldset, and include an example of the format. For example, let's say you
have a field called 'document id' - here you can provide the following description: This
number identifies the file according to the repository's standard naming convention e.g.
organizationegapc001'.

1.6 Introduction to KnowledgeTree Workflows

A document management system Workflow is a task and process management tool that
applies an automatic, predefined life-cycle to selected documents in the system.

How do I add and configure a worklow?

Workflows allow you to automate certain business processes. For example, an invoice is
created, distributed, then paid; a report may be created, reviewed, edited, and then
published.

Each workflow describes a series of tasks that must be performed on a document in the
workflow, and it specifies the user/s responsible for these tasks. At the end of each task,
the document is moved to the next stage in the workflow, and the workflow engine alerts
the responsible user for the start of the next task.

= Components of a KnowledgeTree Workflow

e Transition - defines the move from task to task in the Workflow. At the end of each
task, a document in a workflow 'transitions' to a new 'state'. For example, in an Invoice
Workflow, a transition called 'payment received' may move the document to the
workflow state called 'Paid'. Each state may have one or more transitions, depending
on the workflow topography.

e State - defines a position in the workflow between tasks. Workflows begin with
starting states, and are complete at an 'end state'. KnowledgeTree also allows you to
configure workflows that loop, in which, at the end of a particular state, the document
automatically moves back to the starting state.

e Action - defines document actions that may be disabled or enabled in certain workflow
states. For example, let's say you have defined a 'Publication' workflow that defines
the life cycle of a document from a starting state of 'Draft', through one or more
intermediate edit and review states, ending in the 'Published' state, and you want to
prevent the document from being checked out for further editing after it has reached
the 'Published' state, then you could disable 'check out' once the document reaches
the workflow state 'Published".

e Trigger - defines a condition that must be met before a workflow may transition to
another state. A trigger can also be a task that the system must perform when a
transition is made, such as moving the document to another folder.

13 KnowledgeTree 3.7 Administrator Manual 06 January 2010



KnowledgeTree Overview

Workflow Example:

Starting state: Invoice created
transition: Send to client

New State: Distributed
transition: Await payment

End state: Paid

Configuring Workflows

KnowledgeTree workflows are configurable to various levels of granularity. States and
Transitions may be arranged in any order, depending on the complexity of the workflow.

Workflows and Permissions

Permissions assigned through a Workflow override existing folder permissions - you may
assign additional permissions or remove a user's existing folder permissions. Workflows are
the only subtractive permissions tool in KnowledgeTree.

KnowledgeTree permissions are typically assigned to groups and roles, only on folders.
Within @ Workflow, permissions are assigned to users who are in a group or role that is part
of the workflow, on folders and on documents in the workflow.

Note: When configuring Workflows, it is important to remember that the permissions you set up in a
Workflow (security by state) can override the permissions you set up on your folder structure. This is

especially important where you have pre-configured a complex folder permissions system before
adding Workflows.

Kno-wledgeTree‘ o Your Company Logo Goes Here

Dashbeard | Browse Documents | Administration |

Administrator - Proferonces - About - Logout

aré adminisiration » docurmant metadata and wirkflow confiqura. . > wiarkflows

search -

= Administration Step 1: Basic Workflow Details

Woekflow Details
*Miscellanious
*Uzers and Groups This first step requires that you provide basic details sbout the warkflow: its name, e
+Security Management Workflow Name =
+Document Storage Each workflow must have a unique na
Document Metadata and Expost Household Remowval

Workflpw Conbguration

+Search and Indexing States
»System Configuration A% documents progriss thr rou 1 Tt diserib p ol 1 T v
rLicensa Administration Examples of states include ; of states, one per line, State names must be unique
*Repariing 0 Mote that the first state you list is the one in which documents will star the wolkilow - this can be changed later on

Inguicy

Guotation Ready
Quotation Delivered
Quotacion Accepred
Quotation Rejected
Removal Booked
Shipment Booked
Dotumentation Processsd
Bemoval in Progress

Figure: The Workflow configuration interface
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1.7 GUIDs and Indexing

KnowledgeTree Commercial includes a GUID (Globally Unique Identifier) plugin.

Note: This plugin is not available in KnowledgeTreeLive.

Warning!
This plugin is disabled by default, and is experimental. We recommend that you do not turn
on.

The plugin writes a GUID to each document to provide information about the document to
the KnowledgeTree Office Add-in. The GUID inserts a unique ID (a combination of the
content version ID and the document ID) inside the metadata layer in Microsoft Office
documents. KnowledgeTree Office Add-in retrieves the GUID from the KnowledgeTree server
to automatically detect the correct version of the document.

The GUID creates a copy of the current content version, which may be restored by the
KnowledgeTree administrator, working in Administrator Mode, from the document's Version
History page.

Note: Configure the GUID inserter through KnowledgeTree's web interface, in Administration -
System Configuration - General Settings. The GUID Inserter setting on this page defines whether to
backup the latest content version before inserting the GUID.
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Getting Started

This topic lists the tasks that are typically performed after installing KnowledgeTree.

Note: This task list assumes you have successfully installed KnowledgeTree. See the KnowledgeTree
Installation and Upgrade Guide for information on installing and upgrading KnowledgeTree.

Note: KnowledgeTreeLive account holders do not need to install or upgrade KnowledgeTree, and no
server infrastructure, server configuration or license installation is required to start using
KnowledgeTree. A KnowledgeTreelLive account provides you with on-demand access to the latest
version of KnowledgeTree Commercial. For more information about the KnowledgeTreeLive service,
see the KnowledgeTreeLive Quick Start Guide.

Perform the following tasks:
1. Change the default administrator password.

2.If you have installed KnowledgeTree Commercial, install your license (Trial or
Subscription) to activate KnowledgeTree's commercial features.
Note: This task is not applicable for KnowledgeTreeLive.

3. Check that Indexing is working - to do this, view the Document Indexer Statistics in
Administration - Search and Indexing. If you discover through this section that
indexing is not working, you can troubleshoot the indexer by checking the Indexing-
related reports and statistics in Administration - Search and Indexing.

Note: To start indexing, the Document Indexer retrieves the internal
server URL from the database - this value displays and is editable in
Administration - System Configuration - General Settings.

If indexing does not start, or stops working, you can also check

the value set for the internal server URL in General Settings.
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& Server Settings
Configuration settings for the server

Internal Server IP

The internal [P for the server, this is usually set to 127.0.0.1.
The default value is T27.000.7

default

Internal Server part

The internal port for the server.
The default value is &0

a0

External Server [P
The external IP for the server.
default

External Serer port
The external port for the serner,
a0

4.Enable emailing on the KnowledgeTree server, if this is not yet set up.
Note: This task is not applicable for KnowledgeTreelLive as email is pre-configured for
KnowledgeTreelLive accounts.

5. Read plugins from the file system, and enable the plugins you want to use.

6. Verify Document Storage - this ensures consistency between the database and the
repository.
Note: This task is not applicable for KnowledgeTreeLive.

7.Plan and add your organization's Unit folders, if applicable.

8. Plan and add your folder structure and your documents, using one or more of the
following methods:

e migrate documents (see the KnowledgeTree Installation and Upgrade Guide)
Note: See the KnowledgeTree Installation and Upgrade Guide for more information.

e import documents from a server location
e perform a bulk upload (zipped folder)

Note: See the best practice tips for bulk uploads, on the KnowledgeTree wiki

e use KnowledgeTree Hot Folders to import content and metadata
Note: See the KnowledgeTree Client Tools Guide for information
on installing and using KnowledgeTree Hot Folders.

18

KnowledgeTree 3.7 Administrator Manual 06 January 2010


http://www.knowledgetree.com/documentation
http://www.knowledgetree.com/documentation
http://wiki.knowledgetree.com/Best_practice_for_bulk_uploads
http://www.knowledgetree.com/documentation

e use the KnowledgeTree Drop Box to drag and drop folders and documents into
KnowledgeTree.
Note: See the KnowledgeTree Client Tools Guide for information
on installing and using KnowledgeTree Drop Box.

9. Plan and add the system metadata structure:
e add document types
e add fieldsets and add fields
e associate fieldsets with document types as required

9.Plan and add the workflows for your organization's business processes.

10.Perform administrative tasks, such as configuring views, adding or editing disclaimer
text, and adding or editing Quicklinks.

11.Plan and add your organization's users and groups:
e add groups, and define whether the groups have system administrator privileges and/or
Unit administrator privileges (as applicable)
o nd enable users

e add users to groups
e add roles, if required

Note: Users must be added to one or more groups; then, allocate folder permissions to the groups to
allow users in the groups to view and work with content, e.g. to give a user at least the ability to view
all folders, you need to add that user to a group that has at least the 'read' permission, and the 'folder
details' permission on the root folder, and also on any unit folders that you want to allow the user to
view in the system.

12.Plan and define the system's permissions structure

e add custom permissions, if required
e assign folder permissions

2.1  Starting KnowledgeTree
To start KnowledgeTree services see the Setup Wizard Guide.

Note: This topic is not applicable to KnowledgeTreelLive, which is always accessed via a web browser.

2.2 Logging On

This procedure logs the administrative user on to KnowledgeTree through the web
interface.

Prerequisites:

The following servers and services must be running:
e KnowledgeTree Server

Apache, MySQL

Document Indexer Service

OpenOffice Service
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e Scheduler Service

Note: All services must be running for Search and the conversion to PDF functionality to work.
Note: These pre-requisites for logon are not applicable to KnowledgeTreeLive, which is the hosted,
Saas version of KnowledgeTree Commercial on-premise.

Perform the following steps:

1.Use your web browser to navigate to the location (URL) of your KnowledgeTree server.
The KnowledgeTree Login page displays.

2. Enter your administrative login details in the Username and Password fields.
Note: First time users, use the default admin credentials:
e username: admin
e password: admin
Note: Your username and your password are case-sensitive. If you have forgotten your admin
login credentials, see Restoring the Default Admin Password.

3. Choose a language for the interface, if alternative languages are available for your
installation. The default is English (US).

4.Click Login to open KnowledgeTree at the dashboard.

KnowledgeTree

Flease enter your details below to login.

Username

|admin |

Password

Language

|English (United States) |

KrnowledgeTree Version 3.6.1.2009-05-28-000501
[Fremium, 1000 users)

Document Management Sothware

@ 2008, 2009 KnowledgeTree Inc.

Al rights reserved.
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2.3 Logging Off

To log off from KnowledgeTree through the web interface, click the Logout button on the
toolbar.

Administrator - Preferences - About - Lagout

2.4 Using Search

An important function of your electronic document management system is the ability to
efficiently and quickly find any documents and folders added by all KnowledgeTree users in
your organization, provided you have the required permissions to access the content you're
looking for.

KnowledgeTree provides a powerful search mechanism with various options for searching
the system and finding relevant content.

Note: The search procedures documented in this Manual are used for searches in KnowledgeTree's
web interface. For information on searches performed through the KnowledgeTree client tools, see
the KnowledgeTree Client Tools User Guide.

KnowledgeTree search allows you to ...
e run a quick (simple) search on content and metadata, or on metadata only

e set up advanced searches, comprising one or more sets of criteria that you can
configure through a user-friendly advanced search configuration page

e set up your own complex and detailed search expressions, using an onscreen search
criteria editor and KnowledgeTree's search grammar

e view the results of your most recent search
e save your searches for later re-use
e edit, delete, or share your saved searches with other system users

e define how your search results display by toggling the search results view on the search
drop down menu

Notes on search results:

e Includes documents and folders, and any shortcuts to documents and folders that match specified
search criteria

Excludes words containing less 4 characters, e.g. 'the’, 'for'

Results are permissions-based, and require at least the 'read' permission on returned items

Relies on data extracted during indexing

Excludes archived and/or deleted documents by default. To add this content, define the search
criteria accordingly (isdeleted, and isarchived)

The Search Portlet
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Access to search is provided through KnowledgeTree's web interface search portlet,
located at the top right of the page in all sections of the web interface. The search portlet
comprises a text entry field, a search button, and a drop down search menu.

- Preferences - About - Logout @
Enter =earch criteria search -

Advanced Search

Previous Search Results

| Ql.lil:k Search Options

itors d e thl’ Toagale search results format

= How to run a Quick Search
1.Log in to KnowledgeTree's web interface; then, enter search criteria in the Search bar,
either of the following:

a single letter, e.g. 'k’

a single letter, plus *' (e.g. d* finds content matching words starting with 'd")

a single word, or part of a word, e.g. 'templates' or 'temp’
Note: Content search results match exact phrases and highlight partial matches.
All database queries (metadata) match partially.

start and end of a word, with *' (e.g. d*k finds words starting with 'd' and ending
with 'k")

e use '?' to match a single character only

Note: The default quick search is on 'Content and Metadata' (matches metadata field values,
filename, full path, document ID, document content, and discussions). To limit your
search to Metadata only (matches metadata values), click the down arrow adjacent to
the search button to change the quick search option.

2.Press Enter, or click the search button; then, view search results.

= How to create an Advanced search
1.Open KnowledgeTree's web interface; then, on the search drop-down menu, select
Advanced Search.

2.0n the Advanced Search page, define a criteria group.
2.1.In the first drop-down, filter your search by ...

e Available Criteria
e Available Fieldsets
e Available Workflows
Note: The first criteria selection is a filtering mechanism that allows you to search
only by criteria, fieldsets, or workflows - having selected the high level search criteria,
the criteria relevant to the group selected displays in the second drop-down.
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2.2.Select criteria from the data available in the selected filter component, e.g.
'Available Workflows' displays all default and custom workflows in your system.

2.3.Define more search criteria, as applicable for the selected criteria filters, if any.
Note: In some cases, after you select a second level criteria filter, a third selectable
field may display, where you can further refine the selected criteria.

2.4.Do one of the following:
e To add more criteria to this criteria group, go back to step 2.1 in this procedure.
e To add another criteria group, click Add another set of criteria; then, go back
to step 2.1 in this procedure to define criteria for the group.
e To start searching on currently defined criteria now, click Search.

= How to run a past search
1.To view the results of your last search, select Previous Search Results on the
search drop-down menu.

= How to run a complex search
1.Open KnowledgeTree's web interface; then, in the search drop down menu, select
Advanced Search to open the Search Criteria Editor.

2.0n the Advanced Search page, click Search Criteria Editor.

3. Now build up a search expression using the following grammar:
expr ::=expr { AND | OR } expr
expr ::= NOT expr
expr ::= (expr)
exprii=expr{ <| <=| =| >| >=| CONTAINS |[STARTS WITH | ENDS WITH } value
expr ::= field BETWEEN value AND value
expr ::= field DOES [ NOT ] CONTAIN value
expr ::= field IS [ NOT ] LIKE value
value ::= "search text here"

Note: A field may be one of the following:

CheckedOut, CheckedOutBy, CheckedoutDelta, Created, CreatedBy, CreatedDelta, DiscussionText,
Documentld, DocumentText, DocumentType, Filename, Filesize, Folder, FullPath, GeneralText,
Integrationld, IsArchived, IsCheckedOut, IsDeleted, IsImmutable, Metadata, MimeType, Modified,
ModifiedBy, ModifiedDelta, Tag, Title, Workflow, WorkflowID, WorkflowState, WorkflowStateID

= How to save a search
1. Create a search.
2.0n the search results page, in the section headed You can save this search, define

a name for the search.
3. Click Save.

= How to run a saved search
1. Open Browse Documents.
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2.View the list of available saved searches in the Search menu at the bottom of the
page.

3. Click on a saved search to run the search.

4.View search results.

= How to manage existing saved searches
1. Open Browse Documents.
2. Locate the Search menu at the bottom of the page to view existing saved searches.
3.Click Manage Saved Search to open the Manage Saved Search Criteria page.
4.0n this page you can:
e edit or delete a saved search
e create a new search
e share a saved search (if this option is available)
e run a saved search

See Also:
e Search2 User Guide on the KnowledgeTree Wiki

e Search? Optimization on the KnowledgeTree Wiki

2.4.1 Advanced Search Queries

KnowledgeTree's Web interface Search Query Builder allows you to create powerful
search queries, or 'expressions', which are based on a predefined set of search query rules,
or search 'grammar’, and a predefined list of usable fields.

Administrator - Preferences - About - Logout

Dashboard |  Browse Documents | Administration |

Search Criteria Editor

The search criteria editor slows you to wilize the full pewer of the zearch engine by allowing you to peform more complicated seanches by using the free text critens format
The Advanced Search may alzo be uzed 10 perform seanches,
Advanced Quiry Gramrar
Title contains "scmeching” o Criteria may be buil up using the following grammar:
Metadata comtains "else” xpr = expr { AND | OR ) expr
expr = NOT expr
expr = (expd)

expr o= field | < | <= | = > | >= | CONTAINS [STARTS WITH | ENDS WITH } valus
expr = fighd BETWEEN value AND value

expr = field DOES [ NOT | CONTAIN value

expr = field 15 [ NOT | LIKE value

valug = “search text here”

Search  Parse  Feset | Clear
Fields

The following fields may be used in search crtena:
CheckedOut | CheckedOutBy , CheckedomDelta | Created | CreatedBy |, CreatedDelta , DiscussionText | Docurnentld

DocurneriText , DocumendType |, Filename | Filesize , Folder , FullPath , GeneralText |, IMegeationld ,
IsCheckedOut | Islnmutable | Metadata | MimeType | Modified | ModifisdBy , ModifiedDelta | Tag ,
Title , Workflow , WorkflowdD |, WorkflowState . WoskflowStatelD

The Search Query Editor

Search queries are defined in the Search Query Builder's text screen in KnowledgeTree's
Web interface, and are used to search the KnowledgeTree document repository via Web
Services. You may build optimized search queries containing a single grammar element (e.g.
expr {AND | OR} expr), or two or more grammar elements (e.g. NOT expr {AND | OR}

expr).
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In this example two grammar elements are combined to build a single search query:

e expr {AND | OR} expr
e NOT

Search Expressions

Use the following grammar to build search expressions:

expr ::=expr { AND | OR } expr
expr ::= NOT expr
expr ::= (expr)

expr::=field { <| <=| =| >| >=| CONTAINS |STARTS WITH | ENDS WITH } value

expr ::= field BETWEEN value AND value
expr ::= field DOES [ NOT ] CONTAIN value
expr ::= field IS [ NOT ] LIKE value

value ::="search text here"

A field may be one of the following:
CheckedOut
CheckedOutBy
CheckedoutDelta
Created
CreatedBy
CreatedDelta
DiscussionText
DocumentId
DocumentText
DocumentType
Filename
Filesize

Folder

FullPath
GeneralText
IntegrationlId
IsArchived
IsCheckedOut
IsDeleted
IsImmutable
Metadata
MimeType
Modified
ModifiedBy
ModifiedDelta
Tag

Title

Workflow
WorkflowID
WorkflowState
WorkflowStatelID

A 'field' may also refer to metadata using the following syntax: ["fieldset name"]["field

name"]

Note: 'Values' must be contained within double quotes, i.e.

n "
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Example Expressions
e Title contains "contract" and filesize <= "10000"

e Filename ends with ".doc" and (title starts with "ENG" OR filename starts with "ENG") OR
WorkflowState = "Draft"

e ["Invoice"]["InvoiceNo"] starts with ("ENG", "INV") is equivalent to: (["Invoice"]
["InvoiceNo"] starts with "ENG") or (["Invoice"]["InvoiceNo"] starts with "INV")

e DocumentText : "SECRET" is equivalent to: DocumentText contains "SECRET"

2.5 Changing the Default Admin Password

This procedure changes the default administrator password.

= What is the Default Administrator Password

When installing KnowledgeTree, a default administrator profile is created to allow initial
access to the system. Use these default credentials to log in to KnowledgeTree's web
interface the first time, and each time until you choose to change the administrators
username and password.

The default admin login credentials are:
Username: admin
Password: admin

For security purposes, please change the admin password as soon as possible. Note that
you will only create a new admin password. The administrator's login username remains
'admin'. If you forget your new system password, you may also restore the default admin

password.

Perform the following steps:
1. Use the default administrator credentials to log in to KnowledgeTree's web interface.
Note: The default credentials are username ‘admin’, and password 'admin’.

2. Click the Preferences tab.

3. Update the administrator user profile on the Preferences page. Any of the following fields
may be changed, if required: name, email address, and to enable/disable email
notifications.

4. Click Change your password.

5. Enter a new password in the Password field; then, re-enter the new password in the
Confirm Password field.

6. Click Set password.
Note: When logging in with your new password, you will use the default administrator
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login username 'admin’, and your new password, e.g:
e username: admin
e password: [new password]

2.6 Restoring the Default Admin Password

This procedure manually restores the default administrator credentials that are created
automatically during installation to provide initial access to the KnowledgeTree:

e username - admin

e password - admin

Note: If the Password Reset plugin is enabled for your system, you can click the 'Forgot your
password?' link on KnowledgeTree's web interface Login screen to reset your password. You will only
see this link if the plugin is enabled. Alternatively, use this manual procedure to reset your password.

Note: This task is not relevant for KnowledgeTreeLive - use the

Perform the following steps:
1. Navigate to KnowledgeTree_Directory\mysqgl\bin in the command prompt.

2. Enter the following command: mysqgl.exe -u dmsadmin -p dms

3. Run the following SQL command within MySQL:
UPDATE USERS SET password='21232f297a57a5a743894a0e4a801£fc3' WHERE id=1;

4.You will be logged in with the following credentials:
e username: admin
e password: admin

2.7 Miscellaneous Configuration Tasks
2.7.1 Configuring WebDAV on KnowledgeTree Community Edtion

This procedure creates a WebDAV connection for KnowledgeTree Community Edition.

Note: KnowledgeTree Commercial Editions customers who are using Microsoft Windows typically use
KnowledgeTree Client Tools for Windows.

Note: The WebDAV dashlet on the KnowledgeTree Dashboard provides instructions for connecting to
the WebDAV server. To connect to KnowledgeTree via a third-party WebDAV client, use
http://127.0.0.1:8080/webdav/webdav.php.

Pre-requisites:
e Commercially supported 3rd-Party WebDAV client
e Windows users who want to use Windows Explorer WebDAV must install the Web folders

update, available at http://support.microsoft.com/?kbid=892211.

e KnowledgeTree, installed
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Perform the following steps:
1.In your WebDAV client, use one of the following URLs:

e http://your kt_install/ktwebdav/ktwebdav.php
e https://your kt_install/ktwebdav/ktwebdav.php

Notes:

e On some clients you may need to replace http:// or, https:// with webdav:// or webdavs://
e KnowledgeTree Commercial: use /baobab.php

e KnowledgeTree Community Edition: use /ktwebdav.php

e Authentication under Windows XP requires that you append the port to the hostname

- e.g. http://www.hostname.com:80/kt3/baobab/. KnowledgeTree Community Edition

users, use http://www.hostname.com :80/kt3/ktwebdav/

2. (Optional) To allow write access to WebDAV clients, set safemode to 'off'. To do this
2.1.Use your administrator credentials to log in to KnowledgeTree's web interface; then,
go to Administration - System Configuration - Client Tools.

2.2.0n the Client Tools Settings page, locate the WebDAV configuration settings.

2 WebDAV
Configuration options for third-party WebDAV clients

Debug

Switch debug output to ‘on” only if you must view "all’ debugging information for KTWebDAV. The default is "off
O on ® of

Safermode
To allow ‘wnte’ access to WebDAV clients, set safe mode to "off”. The default is "on

® on O Of

2.3.Set the Safemode setting to Off.

See Also
e For more information on issues with various WebDAV clients, go to http://www.

greenbytes.de/tech/webdav/webfolder-client-list.html

2.7.2 Connecting to KnowledgeTree installed on an OpenSuse Server

This procedure configures your firewall to allow traffic to the KnowledgeTree port, when
connecting from any type of operating system to KnowledgeTree installed on a Linux
(OpenSuse) Server.

Note: This topic is not relevant for KnowledgeTreeLive, the hosted version of KnowledgeTree
Commercial on-premise.

Note: These instructions are written for Windows XP, but are valid for allowing a connection from any
type of operating system to KnowledgeTree installed on OpenSuse server.

Perform the following steps:
1.Install the KnowledgeTree server on your Linux machine.
Note: See the KnowledgeTree Installation and Upgrade Guide for more information on installing
and upgrading KnowledgeTree.
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2. Add the KnowledgeTree port to the Allowed Ports page:

2.1.Select menu option K (the chameleon).

2.2.Computer - Administrative Settings (YaST).

2.3.In the window that opens, enter the root password (if you are not already logged in
as root).

2.4.The YaST control center dialog box opens.

2.5.Select Security and users - Firewall.

2.6.Select Allowed services - Advanced.

2.7.Enter your KnowledgeTree port in the TCP Port box.

2.8.Click OK; then, click Next.

3. Open a terminal session to get the IP address of the Linux Server:

3.1.Type sudo su -

3.2.Enter the root password (if not logged in as root).

3.3.Type ifconfig

3.4.The IP address of the Linux Server displays - this is the server where you have
KnowledgeTree installed.

4.0n the Windows machine, enter the Linux server IP address and the KnowledgeTree

port:
4.1.0pen your Internet browser.
4.2.Enter the IP address of the Linux server, and the KnowledgeTree port.
4.3.You should now have access to KnowledgeTree on the Linux machine.

2.7.3 Configuring SSL for the Apache Server

This procedure manually configures SSL for the Apache server in the KnowledgeTree stack.

Note: This topic is not relevant for KnowledgeTreeLive, the hosted version of KnowledgeTree
Commercial on-premise.

Important

HTTP over SSL encryption secures all communications between the client Web browser and
the server. You can enable SSL automatically through the stack install/stack upgrade, or;
perform the procedure manually, on Windows or Linux, as outlined in this topic.

Prequisites:

Linux users: Start the server as ROOT to allow Apache to bind to port 443. To do this,
you may need to install KnowledgeTree as the root user so that the configuration files are
assigned the correct permissions.

Windows users: Create a SSL certificate before performing the following procedure.

Perform the following steps:

1. Open the following file in a text editor (e.g. Notepad, for Windows users):
{$INSTALLDIR}/apache2/conf/httpd.conf.

2. Remove # at the start of the following line:
#LoadModule ssl_module modules/mod_ssl.so
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3. Restart DMS services:
e Windows users: via the Start menu
e Linux users: via dmsctl.sh script

4. Connect via your Web browser (using https:/ /xxxxxxx/)

2.74 Adding New Custom Dashlets

Please refer to the tutorial on the KnowledgeTree Wiki for instructions on how to create a
basic dashlet: http://wiki.knowledgetree.com/Basic_Dashlet_Tutorial

2.7.5 Adding a Custom Logo to the Login Page

This procedure adds a custom logo to KnowledgeTree's web interface Login page.

Note: This topic is not relevant for KnowledgeTreeLive, the hosted version of KnowledgeTree
Commercial on-premise.

Perform the following step:
1. Locate the KnowledgeTree directory.

2. Replace the following image image file:
<KnowledgeTree Directory>/knowledgeTree/resources/graphics/ktlogo-topbar-right.png

3. The image on the Login page will reference the new image the next time the Login page
is displayed.

See Also:
User Interface Settings
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3

Setting Up and Managing KnowledgeTree

KnowledgeTree's web interface is the main portal to KnowledgeTree document management
system. KnowledgeTree is managed almost entirely through its web interface
Administration module.

Note: When interacting with the KnowledgeTree document management system through interfaces
other than the web interface, you will need to establish a connection with the server address (URL)
that directs to the web interface. This allows users to work with content in the KnowledgeTree
system from within Microsoft Office applications (using KnowledgeTree Client Tools for Windows ),
through third party WebDAV clients, or from other applications through KnowledgeTree Web Service.

K“leedgeTree' o Your Company Logo Goeas Hera

Dashboard | Browse Documents | Adminiswration | Adminlstrator - Preferences - About - Logout @

= Dashboard
The main page of the KnowledgeTree document management system's web interface -
contains customizable, view or hide dashlets, a search bar, editable welcome screen,
quicklinks, and access to RSS feeds and tag clouds.

= Browse Documents
The Browse Documents module contains your organization's content repository and
provides access to the folder structure, and to document and folder actions. Any logged
in user sees only those files and folders where they have at least appropriate 'read’
permissions. The default view of Browse Documents is a familiar, hierarchical file and
folder structure, but you may choose to view content categorized by folder, document
type, lookup value, or by the tags defined in your system.
Note: User-level tasks performed in Browse Documents are documented in the KnowledgeTree
User Manual.

= Administration
KnowledgeTree's main administrative engine is only accessible to administrative users.
Here you can configure users and groups, security, document storage options, document
metadata and workflows, onscreen help, saved searches; read and enable plugins, view
system information, verify database consistency with the repository, manage views, edit
disclaimer text. KnowledgeTree Commercial Editions also include license management
functions and reporting.

Note: Some settings in this module are not relevant for KnowledgeTreeLive, the hosted version of
KnowledgeTree Commercial on-premise. See the KnowledgeTree Wiki for details.

= Preferences
The Preferences tab provides an editing screen to change your personal details, including
your username and password, your email address, and to define whether or not you want
to receive notifications via email.

Note: For more information on this section, please see the KnowledgeTree User Manual.
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Knowledgelree

Dashboard | Browse Documents

you are here: preferences (your preferences)

Preferences
You may change details about yourself by editing the entries below. Once you have completed the form. click on Update your details.

Your Details

Name =
Your full name. This is shown in reports and listings. e.g. John Smith

John Doe

Email Address

Your email address. Motifications and alerts are mailed to this address if email notifications is set below. e.g. [smith@acme.com

john@acme.com

Email Notifications
If this is specified then the you will receive certain notifications. If it is not set, then you will only see notifications on the Dashboard

Update Preferences

Change your password.

Preferences

= About
This screen provides information about your current KnowledgeTree installation -
copyright, contact information for KnowledgeTree Sales, links to KnowledgeTree
community resources, contributor credits, and links to third party software used in
KnowledgeTree.

Note: Some information in this module may not be relevant for KnowledgeTreelLive. See the

KnowledgeTree Wiki for details.
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Knowledgelree

Dashboard | Browse Documents Administration

you are here: about

KnowledgeTree (Premium, 1000 users)
Version 3.6.1

KnowledgeTree

© 2008, 2009 KnowledgeTree Inc. http:/fwww_knowledgetree_com

All rights resenved.
Portions copyright The Jam Warehouse Software (Pty) Limited.

This is a professionally supported edition of KnowledgeTree.
Please refer to the documentation provided to you at subscription to learn more about how to access KnowledgeTree's professional support team.

Join the KnowledgeTree Community

= KTFarge: Collaborate and develop KnowledgeTree extensions

= Forums: Discuss KnowledgeTree with expert community users and developers
= Wiki: Search the knowledge base of user and developer topics

= |ssues: Log a bug or suggest a new feature

= Blogs: See what the KnowledgeTree team have to say

Thanks to the following contributors for helping us with code contributions and testing. ..

About KnowledgeTree
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3.1

The KnowledgeTree Dashboard

KnowledgeTree's Web-interface opens at the dashboard.

KnowledgeTree

Dashboard

Your Compary Logo Goes Here

ke e COrd e e s e ey (e

o

you ane hars: dashboand (home)

wWelcome to EnoviledgeTree =N X

KnowledgeTree is Document Managemaent Made Simple.

Eis“ﬁ' ahil seciuEaly manage Yo company’'s dacument craalon,
wditing, versioning, and sharng - all from a poeerful Wab inbeface
and Microsof® Offce® snd Windows® Exploned tools

A& sughscrption 1o KrowledgeTres provides your organization with
product updates, enhanced document rmansgement features, and
commancial suppor Flaase vew your waldcome mailer for
information on accessing these sevices

& Edil this intraduction

Tag Cloud =8 X

sreaidl bill of ladkeg t'e m pl atES

Orphaned Folders =]
You heve no orphaned folders.
My Dropped Documents =

You do ot have any dropped documents

B S

Top Downloads =8 X

Thie top diwmiloads for the last 7 days. Only documents which you
are allownd 10 529 are listed

Recenthy Added Chanaged Doouments

hemes you'e added or changed recantly within the DMS:

Recenthy Viewed Ttems =K

e you'e wewed necently within the DMS.

Foldars Decuments

Ea Accousnis ® New Unsaved
[ Acme Dwcument docx
Logistics

[z Rool Folder

Notes:

Administrator - Prafaror

Erder search criberia

| snct =| [ Add Dashis_|

P55 Feeds =X

[nowledgeTrae RES =] Manage External BSS Faeds
KnowdedgeTres ASS

Accounts
2 Foldar
Fuolder Information (I0: 5)

|

Filename: Actourds

Aabor Administeator

Crwmer Mone

Workdfiow slatus: No Workflioe

Transaction Summary (Last 4)

Document o oot Divieg Supplies B732 doc
Acme Logisticsfaccounis/Rasd Diving
Supplies B732 decx

Transaction: Create

Commerd.  Document ersated

o1

2006-05-12 1106106

A on

Pathe

Wiersie:
Doate
User

Updte Nesws =0

Ho messages

s klinks =K

* [ Makatin

Manage Quickhnks

Go to Daocisment IO =1 X

Jump To Document
H you kg the nuemaric 1D of & document, type i in hare and
priss “ga”

Document 10 || Go

L

e KnowledgeTree Commercial dashlets display after you have installed your KnowledgeTree

35

KnowledgeTree 3.7 Administrator Manual 06 January 2010



Setting Up and Managing KnowledgeTree

Commercial on-premise license (Trial or Subscription). KnowledgeTreeLive account holders do not
need to install a license.

e You must enable the Document Jump plugin to allow users to move the Web interface dashlets to
custom positions.

e KnowledgeTree uses the currently logged in user's credentials to determine the information that
displays on the Dashboard. For example, some dashlets are only visible to the administrator,
providing information on system specific tasks, resources, and statistics.

Dashlets
e Welcome ... - an editable welcome message.

e Your Checked-out Documents - a list of documents checked out by the currently
logged on user, and a reminder to check these documents back in to the system to make
them available to other users for editing. Commercial Editions Only
Note: This dashlet displays only when you have documents checked out.

To permanently display this dashlet, change the following setting to 'True'’
in System Configuration - General Settings - Dashboard; then,
click Save Config Settings.

e Go to Document ID - Use this dashlet to enter a document id; then, go directly to that
document in the repository. Commercial Editions Only

e Recently Viewed Items - lists the documents and folders last viewed by the currently
logged in user. Commercial Editions Only

e Quicklinks - displays predefined links to frequently used items. Commercial Editions Only

e Top Downloads - displays a permissions-based list of the seven most downloaded
documents in your organizational DMS. Commercial Editions Only

e License - displays only when you have installed KnowledgeTree Commercial, and you
either have no license installed, or your license has expired. Commercial Editions Only

Note: Not applicable for KnowledgeTreeLive - the hosted, SaaS version of KnowledgeTree
Commercial on-premise.

e Orphaned Folders - lists any folders that you won't be allowed to navigate to through
the folder structure because you do not have view permissions on the parent folder. You
can use the orphaned folder link to go directly to the folder, but you won't be able to
access any other folders at this location.

e RSS Feeds - lists your existing RSS Feeds on external content (blogs, external websites,
etc.) and displays a full view of your RSS feeds on internal content, plus a link to the
RSS Feeds management interface.

Note: See the KnowledgeTree User Manual for information on working with
KnowledgeTree's RSS Feeds functionality.

e Storage Utilization - displays information on file system mount, total storage space,
used and available storage space.

Note: Not applicable for KnowledgeTreeLive - the hosted, SaaS version of KnowledgeTree
Commercial on-premise.

e Tag Cloud - displays tags defined by all system users. Click on a tag to display a
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permissions-based list of content associated with a selected tag.
Note: See the KnowledgeTree User Manual for information on adding and using tags.

WebDAYV Connection Information - instructions for connecting to the WebDAV server.

System Folder Utilization - lists system folders used by KnowledgeTree, the path to the
folder, the space used by each folder. A 'cleanup' link adjacent to each folder clears the
tmp, cache, and log directories, and may be used when the file size of temporary files
affect system performance.

Note: Some settings may not be applicable for KnowledgeTreeLive - the hosted, SaaS version of
KnowledgeTree Commercial on-premise. View details on the KnowledgeTree Wiki.

Recently Added/Changed Documents - displays a permissions-based list of the five
most recently added or modified documents in the system.

Pending Documents - displays any documents requiring your attention in a workflow.

Notifications - displays a notice to inform you when actions have occurred on folders
where you have subscriptions set up, and other system-generated notices.

Mail Server Status - displays only until you configure emailing on the KnowledgeTree
server.

Note: Some settings may not be applicable for KnowledgeTreelLive - the hosted, SaaS version of
KnowledgeTree Commercial on-premise. View details on the KnowledgeTree Wiki.

My Dropped Documents - displays documents uploaded through KnowledgeTree Drop
Box.

= Indexing Dashlets moved to Administration in KnowledgeTree 3.6.1

Note: From KnowledgeTree 3.6.1, Indexing related reports, statistics, and actions that were
provided through the following dashlets are now accessed in Administration - Search and

Indexing:

e Document Indexer Statistics - this dashlet provided information on the status of document
indexing; a diagnostic function to check that the correct version of documents are indexed, to re-
schedule indexing if necessary, to view the number of documents indexed and the number of
documents still in the indexing queue, and to see whether there was any error with the Indexer.
From KnowledgeTree 3.6.1, access this information in Administration - Search and Indexing
- Document Indexer Statistics.

e Text Extractor Diagnostics - this dashlet displayed only when it detected an error with the
Indexer and the Text Extractors. From KnowledgeTree 3.6.1, access this information in
Administration - Search and Indexing - Document Indexer and External Resource
Dependency Status.

e External Resource Dependency Status - this dashlet displayed a report when errors were
detected with KnowledgeTree's external resources (Document Indexer and OpenOffice). From
KnowledgeTree 3.6.1, access this information in Administration - Search and Indexing -
Document Indexer and External Resource Dependency Status.

e Document Indexer Status - this dashlet provided information on the Document Indexing
Service. From KnowledgeTree 3.6.1, access this information in Administration - Search and
Indexing - Document Indexer and External Resource Dependency Status.
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3.1.1 Customizing Dashboard Welcome Text

This procedure customizes the text in the Dashboard Welcome ... dashlet.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface. By
default, KnowledgeTree opens at the Dashboard.

2. Do you want to ...

¢ expand, minimize, or hide the dashlet? Click the minimize / maximize icons to
display or hide text; click the close icon to temporarily remove the dashlet.

o customize text? Click Edit this introduction to open the Help editing screen. Make
the required changes; then, click Update.
Note: The customized page is added to the Current help assignments page, and the
new text is updated in the Welcome ... dashlet on the Dashboard.

e revert to the standard Welcome text? Click Use the standard introduction.
e move the dashlet to another position on the Dashboard? Click on the Dashlet;

then, hold the mouse button down while dragging the dashlet to the desired location
on the page.

3.2 Browse Documents

This chapter provides information on the administrative tasks that may be performed in
Browse Documents:

Note: Most administrative tasks are performed in Administration. For user-level information about
working in Browse Documents, see the KnowledgeTree User Manual.

Dashboard | Browse Documents | Administration ‘ Administrator - Preferences - About - Logout  ®
you are here: browse » folders Enter search criteria search v
e O Tite B Created Modified Creator Warkflow State

+Display Details [F] |2 Accounting — — Administrator
RlegEanaacions O [z DroppedDocuments = = Administrator

O (= Marketing — — Administrater
(-}

3 items, 25 per page 25 ¥ | per page

Delete | Move Copy | Archive | Download All | Checkout
+Add a Folder

= The Folder Actions Menu
The Actions on this folder menu displays in the folder view in Browse Documents and
contains a permissions-based list of options, including:

e Upload Document - adds a new document to KnowledgeTree, to the currently selected
folder.
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Add a Folder - adds a new folder to KnowledgeTree, within a currently selected folder.

Add a Shortcut - adds a shortcut to a folder or document from your current folder
location

Allocate Roles - adds users or groups to a predefined role for the purpose of giving the
permissions of the role to these users and/or groups on a currently selected folder

Bulk Download - downloads all content in a currently selected folder, in a zipped folder,
to your local computer, and displays the path and size of each document

Bulk Upload - uploads a zipped file from your local computer or network into the
currently selected folder in the repository

Import from Server Location - uploads all content from a defined server location to the
currently selected folder in the repository. You may define the following metadata
information on this content during the import action: document type (and add values for
each field associated with the selected document type), tag clouds, category, media
type (e.g. audio, image, text, video), and add values for any generic fields created for
your repository ('generic' fields are applicable on all document types, e.g. document
author).

Permissions - allows you to view or modify permissions on the currently selected folder

RSS - generates a link for the currently selected folder. Copy the link into your RSS
aggregator to create a feed to the currently selected folder.

Rename - allows you to rename a currently selected folder

Usage Information - generates reports on content in a currently selected folder: view
activity per user on the folder, view general activity reports, or view a summary of
documents in the folder, by workflow and by document type.

*Add a Folder

+Add a Shortcut

rAllocate Roles

*Bulk Download

*Bulk Upload

Flmport from Server Location
*Permissions

'rss B)

*Hename

*Usage Information
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= The Document Actions Menu

The Document Actions menu displays when you have opened a document at its Document
Details page in Browse Document, and provides document level functionality for working
with content in the KnowledgeTree repository.

To ensure that all functionality is enabled, please read and update the plugins from the file
system after installing or upgrading KnowledgeTree.

For more information on using the Document Actions, please refer to the KnowledgeTree
User Manual.

rAlerts
*Archive

, Change Document
Ownership

*Checkout

»Copy

*Delete
*Discussion

+Edit Metadata
*Email

*Generate POF B
*Links

*Make immutable
Faove

'rss B)
*Rename
*Hequest Assistance
FWorlkdflow

3.2.1 Viewing Folder Contents

This procedure displays the contents of a folder and folder details, and provides access to
actions on the folder.

Perform the following steps:
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1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
click Browse Documents to enter the folder structure.

2. The default view in Browse Documents displays the content of the root folder (those
folders and documents for which you have at least the 'read' permission). To view the
content of another folder, navigate to the folder through the folder structure, or search
for the folder. The following information is displayed for each item in the currently
selected folder:

Title

Date created

Date last modified

Name of the user who added the folder or document to the system

Workflow state, if applicable

You can select one or more check boxes adjacent to documents and folders; then,

Delete, Move, Copy, Archive, Download All, and Checkout

Allowable actions on the selected folder display in the Folder Actions menu
e Document actions available on icons in the folder view: Download Document, Property

Preview
Note: The KnowledgeTreelLive version of KnowledgeTree Commercial on-premise edition also
includes
Zoho integration on supported document types, which allows you to view and edit Microsoft Office
documents online and on the fly within the Zoho Writer interface - the selected document is
checked out
of KnowledgeTree for editing and your changes are saved back to KnowledgeTree when you're done.

Dashboard ‘ Browse Documents ‘ Adrninistration | Administrator - Preferences - About - Logout  ®

you are here: browse » folders » accounting Enter search criteria search
& Title = Created Modified Creator Workflow State

O
+Display Details O & Audit 2006 xls (11Kb) E ] @ 2009-0514 2217  2009-05-14 2217  Administrator  —
ijdlisciian=acticns O Audit 2007 x5 (11Kb) s ©L 200905142217 2009-05-14 2217 Administrator —

.l Audit 2008.xls (11Kb) ) €L 2009-05-14 2217 2009-05-14 2217 Administrator  —

3 O Buchanan Boyes _Inv_Sep2006.doc (86Kb) s © 200905142217 2009-05-14 2217 Administrator —
Upload Document ’

.l Building Maintenance xIs (13Kb) ) @, 2009-05-14 2217 2009-05-14 2217 Administrator —
it By O | First Fit Glass_Inv09234 pdf (3Kb) s O 200905142217 20090514 2217 Administrator —
+Add a Shortcut
+Allocate Roles O Petty Cash_Expenses _2008.xls (13Kb) + O 2009-05-14 2217 2000-05-14 2217 Administrator  —
+Bulk Download
+Bulk Upload O PROFORMA STATEMENT OF ACCOUNT.doc (42Kb) s ©L 20090514 2217 2009-05-14 2217 Administrator —
flmpo Soranenl cstian O Reef Diving Supplies._Inv6583.doc (42Kb) » G 200905142217 200905142217  Administrator —
+Permissions
'RSS a . | Strata Natural Stone Inv6265 pdf (36Kb) r QL 2009-0514 2217 2009-05-14 2217 Administrator  —
+Rename

. O =) TransactionHistory_100ct2007_30000059998... (6Kb) + © 200905142247 2009-05-14 2217 Administrator —
+Usage Information

¥ =) Misa Card Statements 2008-06-11 pdf (69Kb) ) @, 2009-05-14 2217  2009-05-14 2217  Administrator —

View folders in Browse Documents
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3.2.2 Viewing Folder Transactions

This procedure displays the transactions that have occurred on a currently selected folder.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
open Browse Documents.

2. Locate the folder for which you want to view folder transactions - navigate to the folder
through the folder structure in Browse Documents, or search for the folder.

3.In the About this folder menu, click Folder transactions.

4. Transactions that have occurred on the folder are displayed on the page, with the
following details:
e the username of the person who performed the action

the type of action

the transaction date

the reason (comment) provided for the action

(-] Folder Transaction History:
Root Folder
*Display Details This page provides details of all activities that have been carried out on the folder
*Folder transactions User Action Date Comment
Administrator Permissions changed 2009-05-14 22:28:27 Updated permissions
Q

3.2.3 Administrator Mode

Administrator mode is a system state that allows KnowledgeTree administrative users to
override the permissions system, in an audited fashion, in order to access all documents in the
system, and to perform actions that are typically not allowed when administrator mode is
disabled, such as deleting a Unit folder.

With administrator mode enabled, Unit Administrators are allowed access to all documents in
their Unit, but not on all documents throughout the system, i.e. outside of the Unit where they
have administrative privileges.

Administrator mode provides an audited method of fixing errors on documents or in folders
where even administrative users are usually denied access, such as content containing classified
information.

Note: Even with Administrator mode enabled, system administrators are not allowed to delete
immutable documents using the Delete button in Browse Documents. Immutable documents
can only be deleted using the Delete action on their Document Detail page. This ensures that
immutable documents are only deleted one at a time, and avoids the mistaken deletion of an
immutable document in a mass action delete.
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& Administrator mode is
not currently enahled.

@ Enable Admin Mode

3.2.4 Enabling and Disabling Administrator Mode

This procedure enables and disables administrator mode in KnowledgeTree's web interface.

Perform the following steps:

1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
open Browse Documents.

2.Scroll down on the page to locate the Administrator mode menu; then, click the
maximize icon to expand the Administrator mode menu.

3. Do you want to ...
¢ enable administrator mode? Click Enable Admin Mode.

¢ disable administrator mode? Click Disable Admin Mode.

& Administrator mode is
not currently enabled.

@& Enable Admin Mode

3.25 Viewing /Editing Folder Permissions

This procedure displays and edits permissions on a folder.

Note: KnowledgeTree uses document permissions, whereas file permissions are an operating system
construct. File permissions define which files the operating system users are allowed to access on the
file-system. File permissions do not map to document permissions within KnowledgeTree - there is no
relation between these two concepts. Find out more about KnowledgeTree's permissions system.

Note: Typically, only an administrator edits folder permissions, although users may also be granted
the permission to do so.

Perform the following steps:
1. Log in to KnowledgeTree's web interface; then, search or browse to the folder where
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you want to view or edit permissions.

2. Click Permissions in the Actions on this folder menu to open the View Permissions
for [folder name] page, where you can view the current permissions set up on the
folder. The default view is to view permissions by role and by group.

1 are here: browse » folders (permissions Enter search criteria search =
Q » Resolved permissions per user: Root Folder
. This p vs the permissions that individual users have on this folder. Only the users which have permissions assigned are shown

Display Details Users ma & permissions on this folder due to membership of a group, or fulfilling a specific role on this folder
*Folder transactions Manage security: View permissions overiew

User Read Wite Add Manage Delete Manage Folder Rename

Folder  security workflow  Details Folder
-]

Uszer: Admi or ] @] o @ 7] @] @ @

User: Adrian Jenkins @ @ ] @ ] ] [~] ]

User: Anonymous e e @ =] =] @ (] @
*Add a Folder

User: Emi = = .
P User: Emily Barlow @ © e < < < © E]
»Allocate Roles User: Gillian Tang @ © 2 @ = = (] @
»Bulk Download User: Mike Jones o ] @ @ @ @ (-] @
*Bulk Upload User: Monique Brand o =] @ @ @ @ [~] @
sImport fram Senver Location User: Traci Brown © o e e @ e o e
Permissions i © © © © o o o o
'RSS EJ Uszer: Wayne Smith = &

3. Do you want to ...

e view the permissions of individual system users on this folder? Click View
resolved permissions for user. Review the list of users onscreen. Note whether
the user is part of a role or a group. To change the permissions on this folder for a
particular user, you will need to change the permissions of the user's group or role.

e override inherited permissions? Click Override permissions.

What are Inherited Permissions?Permissions set up on a folder automatically
pass down to its sub-folders, or child folders. Sub-folders thus 'inherit' their
permissions from the higher level folder, or parent. To assign custom permissions to
the child folder, 'inherited permissions' can be overridden, or reinstated as required.

e reinstate the permissions of the parent folder? Click Inherit permissions. Click
OK.

o edit permissions on the folder (existing permissions display in the table)?
Click Edit permissions to open the permissions editing screen. Add / remove roles
and/or groups from the Assigned Entities field to define the groups and roles for
whom you are configuring permissions on this folder. Select or deselect check boxes
in the table for each permission (relevant to the role or group) to define permissions
on the folder. Click Update Permission Assignments.

e add or remove dynamic permissions on this folder? Select a group and condition
in the Add a new dynamic permission section; then, select the relevant
permissions check boxes; to remove a dynamic permission, click the delete icon in
the Remove column for the relevant group in the Dynamic permissions table.
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Manage security: View permissions overview | View resolved permissions for user

Select roles and groups for whom you wish to change permission assignment from the box on the left, and move them over to the box on the right using the
button with right-pointing arrows. You can then allocate or remove permissions from these entities and save by pressing the ‘Update Permission Assignments
button

Available Entities Assigned Entities
Group: Auditors ~
Group: Management
Group: Sales E
i Group: System Administrators
Role: Authenticated Users v
Filter « Filter
Show All
Role or Group Read Write Add Manage Delete Manage Folder Rename
Folder security workflow Details Folder
Group: Auditors O O O O
Group: Management
Group: Sales O O O | O
Group: System Administrators
Role: Authenticated Users O O O O O O O
Role: Everyone O O O O O O O
Role: Publisher O O

Update Permission Assignments || Cancel

3.2.6 Assigning / Editing Roles

This procedure assigns and edits the roles that have permissions on a selected folder.

Prerequisite:
e Add the relevant roles

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
locate the folder where you want to allocate roles - search for the folder or navigate to
the folder through Browse Documents.

2.In the Actions on this folder menu, click Allocate Roles to open the Allocate Roles
for [folder name] page.
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Dashboard | Browse Documents | Administration |

you are here: browse » folders (allocate roles)

-] » Allocate Roles for:
Root Folder

In many cases, workflow actions will be assigned to certain roles (e.g. Manager, Interviewer, Resear

*Display Details

3 i = =
Folder transactions groups in particular areas of the document management system

Warning: Please note that changing role allocations may take a some time, depending on the numb

Role Allocated users Edit Users Edit Groups
(-]
Emmm—— Creator Users: no users &F 7
Groups: no groups
Publisher Users: no users & &
*Add a Folder Groups: no groups
*Add a Shortcut Reviewer Users: na users & &
rAllocate Roles Groups: no groups
G WorkSpaceOwner Users: no users &# &

*Bulk Upload Groups: no groups
Himnnrt from Server | ncation

3. Do you want to...

e remove the parent allocation on a role? Click Override Parent Allocation for the
relevant role.
Note: This action creates a new, editable, role allocation - i.e. the Edit icon displays in
the Edit Users column, and in the Edit Groups column.

¢ reinstate the parent allocation on a role? Click the icon in the Use Parent column
for the relevant role. Click OK on the system verification message.

e add or remove users for this role? Click the Edit icon in the Edit Users column for
the relevant role to open the Allocate User to Role page; then, populate the
Member users field with one or more users from the Available Users field; remove
users from the role by moving their user name to the Available Users field. Click
save changes when you're done.

Note: To find relevant users fast, enter criteria in the Filter fields (i.e. type a letter, or
a word, or the first part of a word) to display names matching the criteria at the top of
the display field.

Note: To select several names at once, hold down the keyboard Ctrl key while
selecting names; then, to populate the other field, you can either double
click on your selection or use the arrows to move the names.

¢ add or remove groups for this role? Click the Edit icon in the Edit Groups column
for the role to open the Allocate Groups to Role page; then, populate the Member
groups field with one or more users from the Available Groups field; remove groups
from the role by moving the group name to the Available Groups field from the
Member groups field. Click save changes when you're done.

Note: To find relevant groups fast, enter criteria in the Filter fields (i.e. type a letter,
or a word, or the first part of a word) to display the names matching the specified
criteria at the top of the display field.
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Note: To select several names at once, hold down the keyboard Ctrl key while selecting
names; then, to populate the other field, you can either double click on your selection
or use the arrows to move the names.

See Also:
Users, Groups, Roles, and Units

3.2.7 Importing Content from a Server Location
This procedure performs a bulk upload of all content at a specified server location.
Note: Only administrative users have access to this functionality in the DMS.

Note: Check the community Wiki (specifically, Best Practice for Bulk Uploads) for the latest tips on
uploading a large number of files.

Perform the following steps:
1. Use your KnowledgeTree administrator credentials to log in to the web interface; then,
open Browse Documents.

2. Navigate to the destination folder for imported content; then, click Import from Server
Location in the Actions on this folder menu to open the Import files into [folder]

page.

3. Specify the path to the source server for the content you're importing.

4. Select a document type; then, click Add.

5. Complete the metadata fields that display for the selected document type - e.g. author,
category, keywords etc.
Note: The administrator defines custom fieldsets and fields for document types.

6. Add tags in the Tag Words field.

7.Click Import.

Note: Having uploaded the document, the system opens the new document's Document
Detail page.

3.2.8 Bulk Exporting Folder Content

This procedure downloads the entire content of a folder in a zipped file. The zipped file is
saved to the user's computer and may be opened locally for viewing.

Note: The bulk export functionality is only available to an administrative user. See configuration
options for Bulk Exports in Administration - System Configuration - General Settings.

Pre-requisite:
e You need to have enabled the Bulk Export plugin for your KnowledgeTree installation.
e You need to have permissions for this action on the folder.
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Perform the following steps:

1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
locate the folder where you want to export bulk content - search for the folder or
navigate to the folder through the folder structure in Browse Documents.

2.In the Actions on this folder menu, click Bulk Export.
Note: This menu item does not display if you do not have permissions for this action on
the folder.

3. Choose whether to open the zipped file or save it to your local computer; then, click OK

3.2.9 Bulk Uploads

KnowledgeTree allows uploads of multiple documents in a zipped folder.

Note: Check the community Wiki (specifically, Best Practice for Bulk Uploads) for the latest tips on
uploading a large number of files.

= Supported compression formats
KnowledgeTree supports the following compression and archive formats:
e Zip (.zip)
e Unix archiver (.ar)
GZip or GNU Zip (.gz)
Tape Archive (.tar)
Tape archive and gzip - used together (.tar.gz and .tgz)
.deb (generally used for Debian packages)

Note: Although Bzip2 (.bz2) is supported, this requires a php library that isn't currently in the
stack, but may be in included in future releases.

= Supported extensions
tgz

tar

gz

zip

deb

ar

tar.gz

3.2.10 Bulk Uploading Zipped Files

This procedure uploads multiple documents in a zipped archive folder.

Prequisites:

e You need to have Unzip installed on the KnowledgeTree server - Windows: http://www.
info-zip.org/; Unix / Linux: unzip

e The zipped file must be of a supported compression format and supported extension
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Perform the following steps:
1.Log in to KnowledgeTree's web interface; then, locate the destination folder where you
want to upload bulk content - search for the folder or navigate to the folder through
the folder structure in Browse Documents.

2.In the Actions on this folder menu, click Bulk upload.
Note: This menu item does not display if you do not have permissions for this action on
the folder.

3. Specify the path to the file in the Archive file field; or, click Browse to navigate to the
archive file.

4.Select a document type; then, click Add.

5. Metadata fields relevant to the document type display on the page; complete these
fields; then, click Upload.

3.3 Administration

This chapter provides information on the tasks performed through KnowledgeTree's web
interface administration module - Administration.

e Miscellaneous

e Users and Groups

e Security Management

e Document Storage

e Document Metadata and Workflow Configuration

e Search and Indexing

e System Configuration

e License Administration - KnowledgeTree Commercial Editions only

e Reporting
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Dashboard Browse Documents Administration |

you are here: administration

R ————

rMiscellaneous
vlzers and Groups
»Security Management
+Document Starage

}Du:u:ument Metadata and
Workflow Configuration

rSearch and Indexing
»System Configuration
rLicense Administration

+Reparting

3.3.1 Miscellaneous

“arious settings which do not fit into the other categories, including man

Users and Groups

Control wehich users can log in, and are part of which groups and organis:
panels.

Security Management

Aszsign permissions to users and groups, and specify which permissions
of the Document Management System.

Docurment Storage

Manage checked-out, archived and deleted documents.

Document Metadata and YWorkflow Configuration

Configure the document metadata: Document Types, Document Fieldset

search and Indexing

search and Indexing Settings

Systern Configuration

Systern Configuration Settings

License Administration

hanage the keys you have purchased.

Feparting

Report on usage of KnowledgeTree

This chapter provides information on tasks performed through Administration -

Miscellaneous:

o Edit Quicklinks - add and edit dashboard Quicklinks
Note: Quicklinks are only available for KnowledgeTree Commercial. A Community
version is available at the KnowledgeTree Forge.

o Edit Disclaimers - add, edit, and delete custom disclaimer text, on the Login page, and
as Footers in KnowledgeTree's web interface.

o Extended Transaction Information - View extended transaction reports on user
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activity in KnowledgeTree - by user, by date, and by transaction type
Note: Transaction Reports are only available in KnowledgeTree Commercial Editions.

o Edit Help Files - add and edit custom system help files

e Manage Plugins - read plugins from the file-system, and enable or disable plugin
functionality for your KnowledgeTree installation.

e Man Task Sch ler - configure the frequency and next run time of various
indexing and house-keeping background tasks, including: the Document Processor, Index
Optimization, Periodic Document Expunge, Database Maintenance, OpenOffice Test,
Cleaning up of the Temporary Directory, Disk and Folder Usage Statistics, Refresh Index
Statistics, Refresh Resource Dependencies, Bulk Download Queue, and Document Alerts.

Note: This option is not relevant for KnowledgeTreeLive - the hosted, SaaS version of

KnowledgeTree Commercial on-premise. View details on the KnowledgeTree Wiki.

e Support and System Information - access support, and download system information
in @ zip archive (for diagnostic purposes)

Note: This option is not relevant for KnowledgeTreeLive - the hosted, SaaS version of

KnowledgeTree Commercial on-premise. View details on the KnowledgeTree Wiki.

e Manage Views - configure the columns to display in Browse Documents and in Search
results

KnowledgeTree Q1o comany Lo gous e

Documents Administration Administrator - Preferenc Ahout - Logout

you are here: administration » miscellaneous Erter search criteria... search

_ Miscellaneous

Edit Quicklinks

*Miscellaneous Change the guicklinks that are displayed on user's dashboards,

rUsers and Groups

ySecurity Managerment Edit Disclaimers

»Docurment Storage Change disclaimers displayed on login and at the battorn of each page.

Docurnent Metadata and

. Extended Transaction Information
“Warkflow Caonfiguration

. Wiew detailed information about user activity.
+Search and Indexing

»Systemn Configuration Edit Help files

rLicense Administration Change the help files that are displayed to users.
Reporti

Treparting Manage pluging

Register new pluging, disable pluging, and so farth

Manage Task Scheduler
hlanage the task scheduler

Support and Systermn information

Infarmation about this system and how to get support.

Manage views
Allows you to specify the columns that are to be used by a patticular view (e.g. Browse documents, Search)
DMS Administration - Miscellaneous
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3.3.1.1 Adding/Editing/Deleting Quicklinks

This procedure adds, edits, and deletes the Quicklinks that display on the KnowledgeTree
web interface dashboard.

= What are Quicklinks?
Dashboard Quicklinks provide direct access to any document in the repository - this is
useful if the document is frequently viewed (a telephone list, for example), or if you want
to draw attention to a specific document, such as important procedures and policies.
The user clicks a link on the Dashboard to go directly to the location of the document in
the repository.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
click Administration - Miscellaneous - Edit Quicklinks to open the Manage
Quicklinks page.

2.Do you want to ...

e add a new quicklink? Click Create a new quicklink to open the New Quicklink
page. Browse the folder structure to the target document; then, select the radio
button adjacent to the document. Click Link to create the link to this document. The
system re-opens Manage Quicklinks, where you can view the link you added.
Quicklinks display on the Dashboard.

e remove an existing quicklink? View the list of existing quicklinks at the bottom of
this page; then, click the Delete icon for the relevant link.

e change the way existing links are currently arranged on the dashboard? Click
Re-order quicklinks to open the Re-order Quicklinks page. View the displayed list
of existing links; then, use the Up and Down arrow keys to change the order of
links. Click Re- order to save your changes.

Manage Quicklinks
Cuicklinks are links to documents and folders which you use often.
Add Quicklink

Create a new quicklink that will appear an your dashboard.
@ Create a new quicklink

Fe-order Quicklinks
Change the arder in which gquicklinks are shown.
& Re-order guicklinks

Target Deleta

1 Marketing @
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3.3.1.2 Adding/Editing Disclaimers

This procedure adds, edits, and removes custom disclaimer notices on the web interface of
your KnowledgeTree installation. Customized disclaimer notices may be added to the Login
page, and as footer text in the web interface.

Perform the following steps:

1. Use your administrator credentials to log in to KnowledgeTree's web interface; then go
to Administration - Miscellaneous.

2.Click Edit Disclaimers to open the Disclaimers page.
e To add new disclaimer text or edit existing text, click Edit in the Actions column for
the relevant disclaimer type (Login page or Footer). On the editing screen, make the
required changes; then, click Update.

Page Disclaimer

Your use of ACME Carporation's docurnent managerent systerm is subject the the
ACME DME Acceptable Usage palicy|

B I U &9 |

— g
a— 3—
s— 3

Lpdate

e To remove existing disclaimer text, click Clear in the Actions column for the relevant
disclaimer. The custom disclaimer text is removed.

KnowdedgeTree Yersion: 3.6.1. 2008-05-26-000501 (Premium, 1000 users) f
]
elree Requast created in 1.809s © 2008, 2009 knowledgeTree Inc. All rights reserved.

Your use of ACME Corporation’s document management system is subject the the ACNE DMS Acceptable Usage policy
Figure: New Footer Disclaimer
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Login Disclaimer

Inforrmation stored within ACME DMS iz confidential content, The systern adrinistrator
has access to your account and transaction informmation and may change your
paszward andfor suspend or terminate your account acces: and your ability to view
and modify docurnents and folders.|

Lpdate

Figure: Edit Login Page Disclaimer
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K'IUWIBdge-I—reelijl Inforrmation stored within ACME DMS s

confidential content. The system

administratar has access to your account
Flease enter your details below ta login. and transaction information and may
change your password and/or suspend or

Username terminate your account access and your

mjackson | ability to view and modify documents and
falders.

Password

Language

1]

| English (United States)

KrnowledgeTree Wersion 3.6.1.2009-05-25-000501 (Fremium, 1000 users)
Document Management Software
@ 2008, 2008 KnowledgeTree Ine.

Al rights resenred.

Figure: Custom Disclaimer added to the Login page

3.3.1.3 Generating Transaction Reports

This procedure generates reports on activity in KnowledgeTree web interface - by user, and
by date and type of transaction.

Commercial Editions Only
Note: This feature is available only in KnowledgeTree Commercial Editions.

Perform the following steps:
1. Use your administrative credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Miscellaneous - Extended Transaction Reporting to open the
Extended Transaction Reporting page.

2. Do you want to generate a transaction report ...

e by user? Click User Activity Information to open the Select User page. Type the
user's name or part of the name in the Username field; then, click search for users
to display search results. Click the View Transactions link for the relevant user to
further define the following criteria for this user on the User Information page: Date
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Range, Transaction Type, Show Items (maximum number of items to display). When
you're done, click show transactions.

o by date and transaction type? Click Global Activity Information to open the
Global Activity page. Define the following criteria on this page: Date Range,
Transaction Type; Show Items (maximum number of transactions). When you're
done, click show transactions.

Global Activity
Specify Search Details

In order to refine the kind of information shown to you, please provide further information below
Date Range =
Either select a range in which to view the actions, or specify the number of days into the past to view

®transactions in the last 5 days

O after — | select | and/or before: — | select

Transaction Type =
Select what kind of report you'd like to view

All Actions v

Show ltems
Specify the maximum items to show, or leave it at zero or blank to show all transactions matching your report

20 transactions.

show transactions

3.3.1.4 Adding/Editing Custom Help Files

This procedure displays, edits, and deletes existing customized onscreen Help files and adds
new custom Help files.

Note: KnowledgeTree provides several inbuilt, customizable Help files. Customizing a Help file creates
a new file that replace the default file. Deleting a custom Help file restores the default Help file. Non-
administrative users have view-only access to the Help file.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
open Administration - Miscellaneous - Edit Help Files to open the Current help
assignments page.

2. Do you want to ...

e customize an existing onscreen Help file? Locate the relevant existing Help file in

the web interface; then, click the help icon on the toolbar ¥ to display the file. Click
Edit this help page. Make the required changes in the file; then, click Update. The
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default file is removed from the interface and your custom Help file displays. Custom
files are managed in Administration - Miscellaneous - Edit Help Files.

e view existing customized Help files? View the displayed list of files in the Existing
customized help pages section on this page.

¢ edit a help file? Click on the help file name in the Name column in the table. Make
the required changes; then, click Update.

o delete a help file? Click Delete in the Action column for the relevant help file.
Note: Deleting a customized Help file restores the default Help file.

@ Created replacement.

Title
Dashboard
Help content

Dashboard

The Dashboard dizplays iterns relevant to the logged in uzer, zuch a= a list of
the docurnents you have checked out, and itermns requiring your attention.

Items that require your attention

Thiz zecion rmay incude links to the following types of documents in the
repository:

® Pending docurnents - docurnents in an approval workflow that need to
be approved
® Subscription alerts and Motifications - docurments that vou have
subszecribed to, and which have been added, deleted. or modified. This
section also lists docurments requiring your input in the warkflaw cycle,
& Orphaned folders - orphaned folders are sub folders of parent folders
where you do not have the appropriate view or other permissions, You
have permissions for accessing the orphan folder, but vau are not
allawed to access the parent folder, The dashboard provides a direct link

APy UG PR ENPUIG IR [ iUy [ [P U B) [P ¥ BPUPPU ol S-S S P R I

B J U | | F|iSi=

Lipdate
Customizing System Help Pages
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3.3.1.5 Managing Plugins

This procedure reads any new plugins added to the KnowledgeTree plugin directory, updates
the plugins list on the web interface Plugins management interface, and enables and
disables plugin functionality in your KnowledgeTree installation.

Note: Some plugins are not available in KnowledgeTreeLive - the hosted, SaaS version of
KnowledgeTree Commercial on-premise. View details on the KnowledgeTree Wiki.

= What are Plugins?
Plugins are third party programs that provide extended functionality to KnowledgeTree.

When to read plugins from the file system

The plugins list must be read from the file system after installing or upgrading
KnowledgeTree - rereading the plugins list ensures that any new functionality is
available to system users.

See Also:

e Community contributed Plugins

e The Plugins Index - a description of each of the plugins currently used in
KnowledgeTree

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then go
to Administration - Miscellaneous - Manage Plugins to open the Plugins page.

2. What do you want to do?
¢ Read plugins from the file system. Click Reread plugins. New plugins are added to
the list. Click Update.

e Enable plugins. Select the check box adjacent to each plugin you're enabling. Click
Update.

e Disable plugins. Deselect the check boxes for any plugins you're disabling. Click
Update. Disabled plugins remain on the list and may be enabled at any time, provided
the plugin is not removed from the plugin directory.
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KnowledgeTree

Dashboard | » Dlocuments | Administration

you are here: administration » miscellaneous » plugins

(=] Plugins
Check the plugins that require activation and the

rUsers and Groups Brazilian Portuguese Language Pack
rIecurity Management Bulk Export Plugin

*Document Storage Client Taols Plugin

,Document Metadata and Commercial Japanese translation plugin

Workflow Configuration Conditional Metadata Plugin

*Search and Indexing Custorn Mumbering

rSystem Configuration Disclaimers Plugin

siiscellaneous Document Alerts Plugin

»Reporting Dacument Discussions Plugin

] Docurment GUID Inserter (Experimental)
Document Jurmp Dashlet
Document PDF Converter
Electronic Signatures

Ernail Plugin

Franch translation

Full-text Content Indexing
German translation plugin
Immutable action plugin

Inline %iew of Documents
Instant Yiew Document Yiewer
Inter-docurnent linking

[talian translation plugin

My Drop Docurments

Office Add-In Plugin
Orphaned Folders Plugin
Fassword Heset Plugin

POF Generatar Plugin
Fortuguese Translation Plugin
Professional Reparting
Fropetty Preview Plugin
Guicklinks Plugin

[F] Ao Ml
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3.3.1.6 The KnowledgeTree Task Scheduler

The KnowledgeTree Task Scheduler runs and manages background tasks and batch
jobs for the following functionality:

Note: This option is not relevant for KnowledgeTreelLive - the hosted, SaaS version of KnowledgeTree
Commercial on-premise. View details on the KnowledgeTree Wiki.

e Document Processor - schedule how often indexing occurs in a recurring cycle.
Note: The Document Processor replaces the old Indexing engine (pre-3.6.x). Unless
otherwise specified, only new documents are indexed at this
frequency, according to a number of documents you have defined per
indexing session. Typically, only new documents are indexed, unless
indexing is set to re-index the entire repository. A high frequency is
recommended as KnowledgeTree's Search relies on efficient indexing.

o Index Optimization - optimizes the Indexer; creates a single file out of the multiple
temporary files (fragmented data related to the Index) that are created and updated as
content is added the Indexes.

Note: Perform Index optimization regularly - typically once a day, or
weekly, depending on how frequently the index is updated.

e Periodic Document Expunge - permanently removes all deleted documents.

e Database Maintenance - a MySQL-specific database maintenance script that optimizes
each table in the database.

e OpenOffice test - checks that the OpenOffice service is running and restarts the service
if it has stopped. Configure the OpenOffice.org Service in Administration - System
Administration - Search and Indexing.

e Cleanup Temporary Directory - this is a script that cleans up the multiple, temporary
output files that OpenOffice creates when extracting text from various documents. This
task is particularly important when KnowledgeTree is installed as the root user, and
OpenOffice is running as the root user. In this case, the Apache user does not have

permissions to allow the indexing scripts, which run under the Apache user, to clean up
these temporary files.

e Disk Usage and Folder Utilization Statistics - you may view and edit settings for this
component in Administration - System Administration - General Settings.

¢ Refresh Index Statistics
¢ Refresh resource dependencies

e Bulk Download Queue - runs bulk downloads in the background; configure settings in
Administration - System Configuration - General Settings.

e Document Alerts

Note: These tasks are run by KnowledgeTree's Scheduler service on Windows and on Linux.
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KnowledgeTree

Dashboard

Browse Documents

Administration |

o Your Co

Administrator -

you are here administration » miscellangous » task scheduler management

S TaskScheduler Management

The scheduler runs document indexing and vanious house keeping tasks, etc in the background

*Miscellansous

Enter searc|

Task Fi N i Previ i Ti
*Users and Groups as requency ext run time revious run time me
taken to
» Secunty Management complete
*Document Storage -
 Document Metadata and 1 Document Processor every minute 2009-06-10 23:04:23  2009-06-10 23:03:23 9.92s
Workflow Configuration 2 Index Optimization weekly 2009-06-14 02:25:29 2009-06-07 02:25:29 17.19s

*Search and Indexing
+ System Configuration 3 Periodic Document Expunge
*License Administration 4  Database Maintenance
*Repoding 5§  OpenOffice test every minute  2009-06-10 23:03-27 2009-06-10 23:02:27 9.56s

6 Cleanup Temporary Directory every minute 2009-06-10 23:04:32  2009-06-10 23:03:32 2.99s

7  Disk Usage and Folder Utilisation Statistics every 5 minutes  2009-06-10 23:04:36  2009-06-10 22:59:36 9.49s

8  Refresh Index Statistics every minute 2009-06-10 23:04:36  2009-06-10 23:03:36 10.02s

9 Refresh Resource Dependancies every minute 2009-06-10 23:03:37  2009-06-10 23:02:37 10.09s

10 Bulk Download Queus every minute 2009-06-10 23:03:47  2009-06-10 23:02:47 2.61s

11 Document Alerts daily 2009-06-11 20:45:00 2009-06-10 20:45:00 2.48s

< *

Figure: Managing the Task Scheduler - Use the bottom scroll bar view the Task Scheduler
options (see screenshot below)

Task Scheduler Management

The scheduler runs document indexing and various house keeping tasks, etc in the background

Next run time Previous run time Time
taken to
complete
2009-06-10 23:10:17  2009-06-10 23:09:17 11.35s Change Frequency | Run on Next lteration
2009-06-14 02:25:29 2009-06-07 02:25:29 17.19s Change Frequency ' | Run on Next lteration |
Enable Task
Enable Task .
2009-06-10 23:09:20 2009-06-10 23:08:20 10.51s Change Frequency | Run on Nextlteration Disable Task
2009-06-10 23:10:28 2009-06-10 23:09:28 2.83s Change Frequency | Run on Nextlteration | Disable Task
2009-06-10 23:10:28 2009-06-10 23:05:28 9.64s Change Frequency Run on Next teration Disable Task
2009-06-10 23:10:31 2009-06-10 23:09:31 8.24s Change Frequency | Runon Nextlteration | | Disable Task
2009-06-10 23:09:30 2009-06-10 23:08:30 9.81s Change Frequency ' | Run on Next teration Disable Task
2009-06-10 23:09:40 2009-06-10 23:08:40 3.71s Change Frequency | | Run on Next lteration
2009-06-11 20:45:00 2009-06-10 20:45:00 2.48s Change Frequency ' Run on Next Iteration . Disable Task
< I | >
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Figure: Managing the Task Scheduler - displaying available actions: change task frequency,
run on next iteration, and disable/enable tasks

3.3.1.6.1 Scheduled Indexing

The Indexing script should be scheduled to run approximately every 5 minutes.

Note: This option is not relevant for KnowledgeTreelLive - the hosted, SaaS version of KnowledgeTree
Commercial on-premise. View details on the KnowledgeTree Wiki. These settings are configured to run
every 5 minutes by default in KnowledgeTreeLive.

When increasing or decreasing the indexing frequency you need to increase of
decrease the number of documents that will be indexed in a batch relevant to how the
indexing frequency is reduced or increased. For example, when allowing the Indexer to
run every 5 minutes, more documents may be processed in a batch compared to when
the Indexer runs every one minute.

The number of documents to be indexed is configured through Administration -
System Administration - Search and Indexing - Document Indexer - Batch
Documents. The default is 20 documents.

KnowledgeTree

Dashboard | Browse Documents |  Administration |

you are here: administration » system configuration » search and indexing settings

(-] Search and Indexing Settings

o
Miscellaneous & Document Indexer

*Users and Groups Configures the Document Indexer. Only advanced users should change these settings.
+Security Management

»Document Storage Batch Documents

, Document Metadata and The number of documents to be indexed in a cron session.
Workflow Configuration The default value is 20
+Search and Indexing default

+System Configuration )
Batch Migrate Documents

) The number of documents to be migrated in a cron session, using KnowledgeTree's migration script.
*Reporting The default value is 500
default

+License Administration

Enable the Document Indexer
Enables the indexing of document content for full text searching.
® True O False
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3.3.1.6.2 Optimizing Indexing for Search

Search optimization is performed through a scheduled task. For best performance, the
Indexer should be regularly optimized - typically once a day around midnight, or
weekly, depending on the frequency of updates to the index.

Note: This option is not relevant for KnowledgeTreelLive - the hosted, SaaS version of KnowledgeTree
Commercial on-premise. View details on the KnowledgeTree Wiki.

Note: Complex search expressions may cause performance issues, typically when the
expression evaluator has to determine which sub-expressions should run on the database
and which sub-expressions should run on the Document Indexer.

In this case, the expression evaluator search engine attempts to evaluate

all the sub-expressions that are possible on each system without breaking the

meaning of the expression. Ideally each system should be queried as little as

possible per query.

To improve performance ...

e group database fields closer to one another

e group the full text fields closer to one another
e minimize complex expressions

Example:

The following expression ...

(DocumentText contains "hello World") and (Filesize <= "100") and (DiscussionText
contains "world") and (title contains "hello")

. is best rephrased as:

(DocumentText contains "hello World" and DiscussionText contains "world") and (Title
contains "hello" and Filesize <= "100")

3.3.1.6.3 Managing Scheduled Tasks

This procedure defines and changes the frequency at which the scheduler runs background
tasks, and enables or disables non-compulsory tasks.

Note: This option is not relevant for KnowledgeTreelLive - the hosted, SaaS version of KnowledgeTree
Commercial on-premise. View details on the KnowledgeTree Wiki.

Perform the following steps:
1. Use your administrator credentials to log into KnowledgeTree's web interface; then, go
to Administration - Miscellaneous.
2.Click Manage Task Scheduler.
3. View the list of tasks on the page; then, locate the task you want to configure.

4. Do you want to ...

e disable a task? Click the Disable task link for the relevant task. The Scheduler will
no longer run this task.
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e enable a task? Click the Enable task link for the relevant task; then, define the
frequency at which this task must be run. To do this, click on the value in the task's
Frequency column; then, select a value (e.g. monthly, weekly, every minute, etc.).
Click Save. The Scheduler will run this task according the frequency you set.

o alter the frequency at which the Scheduler is set to run a task? Click on the value
in the task's Frequency column; then, select a value (e.g. monthly, weekly, every
minute, etc.). Click Save. The Scheduler will run this task according the frequency
you set.

e run a task the next time the Scheduler runs? Click Run on next iteration.

3.3.1.7 Viewing Support and System Information

This procedure displays support and system information that allows you to troubleshoot
your system, and provides a link to the KnowledgeTree Issue Tracker where you can report
bugs, view known issues, and find out whether a fix has been found for the issue you are
experiencing.

Note: This option is not relevant for KnowledgeTreeLive - the hosted, SaaS version of KnowledgeTree
Commercial on-premise. View details on the KnowledgeTree Wiki.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
open Administration - Miscellaneous - Support and System information.

2.Here you can ...
o follow the link to the KnowledgeTree Issue Tracker - report bugs, view known
issues, or find out whether a fix has already been found for your issue.

¢ download php information - click this link to run a php_info command. The output
of this command displays in a scrollable window on the page. You may need to send
this information to KnowledgeTree support staff for further assistance with an issue.
The zipped file contains: PHP information; log files for KnowledgeTree, Apache, and
Mysql; system settings; version files; database schema (database structure only);
database counters report; database storage engine report; system information (disk
usage, process list, if easily detectable); MD5 Checksum of files (used to ensure files
have not been tampered with)

Note: If you are concerned that distributing the php information represents a security risk for your
organization, we recommend that you sanitize the output before copying and sending it. Alternatively,
please enquire about sending the information directly to the developer dealing with your issue.
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KnowledgeTree O o Compen Lo Gom e

Docurnents Administration Administrator - Preferen ut - Logout @

you are here: administration » miscellaneous » support and system infarmation Ertter search criteria... search v

B Support and System Information

Yisit the KnowledgeTree lssue Tracker first if you believe you have found a bug. Always check for known issues

* Miscellaneous relating to the wversion you are using — we may already have found the problem you're referring to, and may have

rUsers and Groups fixed it in a newer version.

rSecurity Managerment The following download action allows you to download a zip archive of information that rmay assist the
rDocument Storage KnowledgeTree team to diagnose problems on your system. This archive contains:

,Document Metadata and *PHF Information

Workflow Configuration * Log Files (KnowledgeTree, Apache, Mysqgl)

+Search and Indexing * KnowledgeTree System Settings

»Systemn Configuration * KnowledgeTree Yersion Files

rLicense Administration * knowledgeTree Database Schema (the structure of the database only)

+Reporting * KnowledgeTree Database Counters Repart

* KnowledgeTree Database Storage Engine Report
* Systern Information (Disk Usage, Process List, if easily detectable)
*MD5 Checksum of files (used to ensure files have not been tampered with)

s Download Support infarmation

If you feel that the infarmation presents to much specific infarmation about your system (e.g. you feel that it would
be a security risk to reveal aspects of it), please do sanitise the information, or ask us if you can mail it directly to

the developer who is dealing with your issue.
Support and System Information

3.3.1.8 Managing Views

This procedure displays and edits the columns that display in Browse Documents and in
Search results.

Perform the following steps:
1. Use your administrator details to log in to KnowledgeTree's web interface; then, open
Administration - Miscellaneous - Manage Views.

2.0n the Select View page, choose the view to configure - options are Browse
Documents and Search.

3.0n the Edit View page, note the existing column configuration for the view selected.
4. Do you want to ...
o change the order in which columns display? Move the arrows in the Position

column up or down as required.

e remove a column from the currently configured view? Click the Delete icon
adjacent to the relevant column.

¢ add a column to the currently configured view? Select a column in the Columns
pick list; then, click Add Column to View.
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Edit View

The calumns included in this view are displayed below. To add additional columns into the view, use the farm belo
the list. To remoave items, click on the "delete” icon next to the calumn name. Mote that same columns may be
required in & given view. Alsa, while you can have multiple copies of a given calumn in a specific view this is not
recommended.

Caolumn Delete  Position

Multiple Selection —
Title —
Download
Froperty Preview
Created

Maodified

e . =

Creatar

B @ @ @ @ @
e

YWorkflow State

Add a Colurmn
Columns =

Select a column to add to the view. Please note that while you can add rmultiple copies of a column, they will
all behave as a single column

Title |

Add Column to Wiew

Change the way columns display in Browse Documents

3.3.2 Users and Groups

This chapter provides information on tasks performed through Administration - Users and
Groups:

o Authentication - configure authentication sources and authentication providers for your
system, if required.

e Manage groups - search for groups (locate a specific group or view all groups in the
system), delete groups, edit groups (change the name of the group, allocate Unit
Administrator rights and/or System Administrator rights to the group, assign the group to
a Unit, add or remove users in a group, add or remove subgroups in a group

e Manage units - add new Unit folders to a selected folder location, edit the Unit name,
delete a Unit, use the Unit folder location link to open the Unit at its folder location

e Manage users - add new users (manually, or from an external authentication source),
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view one or all system users, enable or disable users, delete users, edit user details
(change the user's personal details, including username and password), add users to
groups and remove users from groups.

Knowledgefree O 1o compary ogcoss i

Documents | Administration Administrator - Prefere About - Logout

you are here: administration » users and groups Erter search criteria... search *

B Users and Groups

Authentication

Miscellaneous By default, KnowledgeTree controls its own users and groups and stores all information about themn inside the

rlsers and Groups database. In many situations, an arganisation will already have a list of users and groups, and needs to use that
rSecurity Management existing information to allow access to the O3S, These Authentication Sources allow the system administrator to
rDocument Storage specify additional sources of authentication data.

,Document Metadata and
Warkflow Configuration Manage Groups
»Search and Indexing Add or remove groups from the systemn.

»Systern Configuration Coantral Urits

*License Administration Specify which organisational units are available within the repository.

+Reporting
Manage Users
Add or remove users from the system.
Working with Users, Groups, and Units

3.3.2.1 Authentication

KnowledgeTree provides the following authentication methods:

Note: Choose your preferred authentication method when adding users to KnowledgeTree. If you
need to switch the authentication method at a later stage, you will need to delete the old user profiles
and add the users again.

o Database authentication - this is KnowledgeTree's inbuilt, default authentication
method. User's authenticate on login, and KnowledgeTree verifies the user's login
credentials and permissions against its internal database - users are allowed or denied
access to documents and folders, and to document and folder actions, based on
permissions assigned to their user profile.

¢ External authentication - uses the credentials of your organization's central
authentication infrastructure, such Active Directory or LDAP, to control access to
KnowledgeTree.

Note on concurrent sessions:

When adding users, the KnowledgeTree system administrator defines the number of concurrent
active sessions the user may have - set a minimum number to prevent multiple users from logging
in via the same authenticated user profile, simultaneously, and/or from different computers. The
default is three. For more on this topic, see Adding New Users.

See Also:

e Adding, Editing, and Deleting Authentication Sources
e Editing Authentication Providers
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KnowledgeTree Q tmpmmimsouy

Dashboard | Browse Docurmants | Administration | Administrator - Preferences - Ahout - Logout (/]

« administration » users and groups » authentication

Mg callaneoy s
*Users and Groups
*Secunty Management
*Dpcument Storage

,Document Metadata and
Warkflow Corfiguration

*Search and Indgang
* Systerm Configuration
*Licenze Administration

*Regorting

search =

Authentication Sources

Bly default, k ed 1als

all inforrnation about th

&8 Add a new authentication source
No additional suthertication sources have been dafined

Add Authentication Source

3.3.2.1.1 Adding/Editing/Deleting Authentication Sources

This procedure edits and deletes existing authentication sources and adds new
authentication sources.

Note: Some settings may not be available for KnowledgeTreeLive - the hosted, SaaS version of
KnowledgeTree Commercial on-premise. View details on the KnowledgeTree Wiki.

Perform the following steps:

1. Use your administrator login credentials to log in to KnowledgeTree's web interface;
then go to Administration - Users and Groups - Authentication to open the
Authentication Sources page.

2.Do you want to ...
¢ add an authentication source? Go to step 3.

o edit an authentication source? Click the Edit icon for the relevant authentication
source to open the editing screen. Make the required changes. The following
information is editable: name, and/or authentication provider. When you're done, click

Save.

o delete an authentication source? Click the Delete icon for the relevant
authentication source.

3. Click Add a new authentication source to open the Add an authentication source

page; then ..

3.1.Type a name for the new authentication source in the Name field.

3.2.Select the type of authentication source from the Authentication Provider pick list.
Note: The pick list contains the default options - LDAP Authentication,
and Active Directory Authentication. You can add additional authentication sources
- check the KnowledgeTree community forums at www.knowledgetree.com for
developer information.

3.3.Click Add a new source to open the configuration screen. Complete the following
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fields on the page.
e Server name
Server port
Use Transaction Layer Security?
Base DN
Search User
Search Password
Search Attributes
e Object Classes

Note: See the onscreen description below each field for the type of information required in
the field.

4. Click Save. The configuration is updated and a summary is provided for review.
5.Do you want to change the ...

o standard configuration details? Click Edit standard configuration to open the
Edit an authentication source page. Make the required changes; then, click Save.

e provider configuration details? Click Edit provider configuration. Make the
required changes; then, click Save.

3.3.2.1.2 Editing Authenication Providers

This procedure edits an existing authentication provider.

Note: Some settings may not be available for KnowledgeTreeLive - the hosted, SaaS version of
KnowledgeTree Commercial on-premise. View details on the KnowledgeTree WiKi.

Perform the following steps:
1. Use your administrator login credentials to log in to KnowledgeTree's web interface;
then, go to Administration - Users and Groups - Authentication to open the
Authentication Sources page.

2. Locate the authentication source on the page; then, click the Edit icon in the Edit
Provider Information column to open the editing screen for the relevant
authentication provider.

3. Make the required changes - the following information is editable:
server name

server port

whether to use Transaction Layer Security

base DN - where the start searches

user account for searches

password for searches

search attributes

object classes to search for users

4. Click Save.
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3.3.2.2 Manage Groups

Users must be added to groups (or roles) in order to view files and folders in
KnowledgeTree. This is because permissions are assigned to groups (and to roles) and not
to individual users.

KnowledQETreee o Ym..!r llzamgamr Logo Gaes. Here

ere: adminisiration » users and groups » group management (sels

Enter search crieria sach =

I8 Group Administration

Add New Group
*Miscellaneous
*Users and Groups Groups allow you 1o 353390 pemissions and roles 1o 3 number of different users at once
+Security Management & Add a new group.
+Dociment Storage Betech i prougs

,Dociment Metadata and

Workdlow Configuration Since there may be many groups in the system, please type a few letters from the group’s name to begin. Alternatively, view all groups (note that this action

+Search and Indexing miay take some time if you have many groups)

+System Conbguration Group Name

+License Administration Enter part of the groug's name. e g. ad will match admanistrators
*Reporting

search for groups

Figure: Manage Groups - main page

KﬂﬂWIEdgﬂTrBBs o Your Company ITogO Goes Here

About - Logout

you are here adminisiration » users and groups » group management (select a g

er search criera soarch ~

Bibideni . Group Administration

Add New Group
*Miscellanaous
Users and Groups Groups allew you te assign permissions and roles to a number of different users at once
+Security Management & pdd & new group.
Document Storage Search for groups

,Document Matadata and

Workflow Configuration Swce there may be many gloups n the system, please type a few letters fom the group's name to begin. Allematively, view all groups (note that this action

+Saarch and Indexing may take some time if you have many groups)

* System Configuration Group Name =

rLicensd Administration Enter part of the group's name. @.9. ad will match administrators

*Reporting

search for groups

Group Name Unit Hame Edit Delete  Manage Users Manage sub-groups Subgroups
Auditors not pant of a unit r4 a Manage Users Manage sub-groups Group cumently has no subgroups
Managemant not part of a unit & @ Manage Users Manage sub-groy Group cumently has no subgroups
Sales not part of a unit rd @ Manage Users Manage sub-groups Group curmently has no subgroups
System Administrators not part of a unit 4 @ Managa Users Manage sub-groups Group cumently has no subgroups

Figure: Manage Groups - view all groups
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KnowledgeTree O roocmmiemce e

Dashboard | Browse Documenis | Administration | Administrator - Preferences - Aboul - Logost @&
administration » users and groups » group management Enber 3 N search =
=] Add a new group
Users may be classed together as Groups and these groups may be used to set security privileges throughout the document management system

*Misci 0
Miscellsneous Craate a new group

*Users and Groups

* Secusity Management Group Name *

* Document Stomgs A sher name for the group. e.g. administrators
,Document Metadsta and Accounts

Workiflow Configuration

*Search and Indexing System Administrators

Should all the members of this group be gven system adrmimisiration pralgges?

*System Configuration

Administration O
*Repoting

Create group Cancel

Figure: Manage Groups - add new group

3.3.2.2.1 Adding New Groups

This procedure adds a new group in KnowledgeTree.

Note: You can use this section to import Active Directory groups. The imported group may be edited
to manually synchronize the Active Directory user/group membership.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Manage Groups to open Group Administration.

2.Click Add a new group to open the Add a new Group page.
3. Are you adding the new group ...

o from an external authentication source that has already been configured for
KnowledgeTree? Select the authentication source; then, click Add from source.
Enter the group's name in the text field; then, click search for groups to display a
list of available groups. Select the groups to add; then, click Add. Go to step 4.

o from an external authentication source that has not yet been configured for
KnowledgeTree? Add the new authentication source to enable the authentication
provider's plugin; then, return to this procedure to add the user from the pre-
configured external authentication source.

o manually, within KnowledgeTree? Go to step 4.
4. Define a name for the group in the Group Name field.
5. Do you want to assign ...

o system administrative privileges to all members of this group? Select the
System Administrators check box.
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¢ unit administrator privileges to all members of this group? Select the Unit
Administrators check box.

o neither of the above? Leave the Unit Administrators check box and the System
Administrator check box de-selected; then, go to step 7.

6. Click create group.
Note: A system message informs you that the new group has been created.

3.3.2.2.2 Viewing / Editing / Deleting Groups

This procedure displays existing groups, and edits and deletes groups, including adding
users and sub-groups to groups, and removing users and sub-groups from groups.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
open Administration - Users and Groups - Manage Groups to display the Group
Administration page.

2. Display existing groups - one or more:
e To display all groups in the system, click view all groups. All groups are listed in the
table on the page.
Note: To configure KnowledgeTree to automatically display all users and/or
groups on page load, edit the User Interface settings in System Configuration.

e To display a specific group, enter all or part of the group name in the Group Name
field; then, click search for groups.

Note: The following information is provided for each group: group name, unit name
(if the group has been added to a Unit); sub groups (if any); and links to the following
functionality - edit the group, manage users, manage sub-groups.

administration » users and groups » group managarmant e

- Group Administration

Add New Group
*Miscellaneous
*Usgers and Groups Toups allow you 1o
88 Add a new group.

* Sacuity Man

*Document Storage

- s 19 Search for groups
,Document Metadata and

Workflow Configuration

h and Indexing

may take "
¥ Group Hame =
*License Adminisirafion Erter part of the g
*Rapodting
search for groups
Group Name LUinét Name Edit Delete  Manage Users Manage sub-groups Subgroups
Accounts nat pant of & unit ] x] Manage Users Manage sub-groups
Exparis & =] IWanage Users Wanage sub-groups
Impots naot part of 3 unit ] x) Manage Lisers Manage sub-groups
Management of 3 unit ] ) anage Users Manage sub-groups
Office Admins 5] xJ Manage Users Manage sub-groups Graup curr

View all Groups

3.Do you want to ...
o edit a group? Click the Edit icon for the relevant group to open the Edit Group Details

72 KnowledgeTree 3.7 Administrator Manual 06 January 2010



page, where the following information is editable: the name of the group, whether group
members have unit administration privileges, whether group members have system
administration privileges, and to add or remove the group from a Unit. Make the required
changes; then, when you're done, click save changes to group.

o delete a group? Click the Delete icon for the relevant group.

e add users to a group? Click Manage Users for the relevant group; then, on the
Manage Users in [group name] page, populate the Available Users field; then, select
one or more users to add to the Assigned Users field. Click save changes.

e remove users from a group? Click Manage Users for the relevant group; then, on
the Manage Users in [group name] page. In the Assigned Users field, select the
relevant users; then, click the adjacent left-pointing arrow to move these users to the
Available Users field. Click save changes.

e add new sub-groups to a group? Click Manage sub-groups for the relevant group.
On the Manage Sub-Groups ... page; then, select groups from the Available Groups
field and add these groups to Assigned Groups. Click save changes.

e remove sub-groups from a group? Click Manage sub-groups for the relevant group
to open the Manage Sub-Groups ... page; then, select move the relevant groups
from Assigned Groups to Available Groups. Click save changes.

3.3.2.3 Control Units

Units are a method of organizing the content in your KnowledgeTree document management
system into two or more separate entities to allow different system administrators to
manage these different Units as individual units.

Each Unit may be assigned its own administrative user, who then has administrator
privileges only within the Unit, while the system remains centrally administered by the
system administrator.

The Units may model your business scenario - departmental or geographic divisions for
instance. Adding a Unit adds a folder to the root folder.

See Also:

 Units, Groups, Roles, and Unit

e Adding, editing, and deleting units
e Assigning unit administrators
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]
KnowledgeTree o Your Company Logo Goes Here

Dashboard | Browse Documents || Administration |

re: administration » users and groups » unit management (add a ne t o BE Ne o

Add a new unit

Urits allaw

[

16 & portion of tem 10 a parbculal

*Mescellansous

withan Ehad por ument management sysiem can also adjust the me

Specify unit details

+Secunty Management
*Document Starage Please enter the Unit's detadls below and then click create unit. Fields marked with a red square ane required
Unit Name =

. Document Matadata and
A short name for the unit. &.g. Accounting

Workflow Configuration

+Search and Indexing The Board
+System Conbguration

+License Administration Mext  Cancel
rn.,-pu:nng

Figure: Control Units - adding a new unit

3.3.2.3.1 Adding/Editing/Deleting Units

This procedure displays, edits and deletes existing Units, adds new Units, and opens a Unit
at its folder location in KnowledgeTree.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Users and Groups - Control Units to open the Unit
Administration page.

2.Do you want to ...
e view existing units? All units added to the system display on the page.

e add a new unit? Click Add a new unit. On the Add a new unit page, define a unit
name. Click Next. Browse to select a folder location for the new unit; then, click create
unit.

¢ edit a unit? Click the Edit icon for the relevant unit to open the Edit Unit Details page.
Define a new short name for the unit in the Unit Name field; then, click save changes
to unit.

o delete a unit? Click the Delete icon for the relevant unit.

e open a unit at its’ folder location? Click the link in the Folder column for the relevant
unit.

See Also:
Assigning a Unit administrator
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3.3.2.3.2 Assigning Unit Administrators

This procedure assigns the members of a group as Unit administrators.

Note: Folder permissions are assigned by Role and by Group, but not to individual users (any user

added to KnowledgeTree must be added to a group or to a role to obtain any level of access to content

in KnowledgeTree). Unit administrator privileges are only given to Groups, and not to Roles.

Pre-requisites:

e Any users that you wish to assign as Unit Admins on a Unit must have been added to
KnowledgeTree, and they must have been added to the group where you are allocating
Unit Admin privileges. How do I add users? How do I add users to groups?

e The group must have been added to KnowledgeTree. How do I add groups?

e The Unit on which you are assigning Unit Admin privileges must have been added to
KnowledgeTree. How do I add Units?

e The group where you are assigning Unit Admin privileges must have been added to the
Unit, and when adding the group to the Unit, you must have defined that the Group has

Unit Admin rights on the Unit. How do I add a Group to a Unit?

Perform the following steps:
1. Use your system administrator credentials to log in to KnowledgeTree's web interface;
then, open Administration - Users and Groups - Manage Groups.

2.Search for a group, or view all groups to locate the group you're editing.

Kn owledg eTree( o Your Company Logo Goes Here
Daghboard | Browse Docurnenis || Adminisiration | Administraior - Prefarences - About - Logout @
e administration = users and groups » Qrowup management (selec! & groy, Erter soarch cofeia saarch »
-] Group Administration
Add Myw Group

*Miscellaneous

*Ugers and Groups Groups allow you to a58ign pemissions and robis 15 @ nurnber of different users o once
*Security Management &8 Add a nirw group.

*Docurment Storage Search for groups
,Docurment Metadata and

Workflow Configuration Since thene may &

iy b many groups o the System, phiase Lpe a fiw letters from the group's narmi 10 begin. Alermateely, view all groups (note that this action
*Search and Indexing rmay take some time if you have many groups)
*System Configuratson Group Name =
*License Administration Enter part of the group's name. e.g. ad will match administrators
*Reporting
s@arch lar groups

Zroup Name Unit Mame Edit Delste  Manage Users Manage sub-groups Subgroups

Accounts Acme New York -] ~ Manage Users Manane sub-groups Sroup curantly has no subgroup

Expons not part of a unit ] W Manage Userg Manage sub-groups Sroup cumently has no subgroup

Search for Groups
3. Click the Edit icon for the relevant group.

4.0n the group editing screen, select the Unit Administrator check box to assign
members of the group as administrators in its Unit.
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ou are here: administration » users and groups » group management (201 sroup) Ertsr saarch criens saarih v

BN EdIt Group Details

Change the system’s information about group Accourts

*Mizcallanaous Change Group Details

+Ugers and Groups
+Security Management Users may be classed together as Groups and these groups may be used 1o set securily prvileges throughout the documeni management system

+Document Storage Group Hame =

N A shorl name for the group. e.g. administrators.
Document Metadata and

‘Workflow Configuration Accourts
+Search and Indexing
+System Configuestion Unit Administrators
vLicense Adrministeation Should il the members of this group be given unil adrministration pevileges?
*Reparting O
Systemn Admintstrators
Should all the members of this group be given system adminisieation privleges?
]
Unit

Which Uinst is thas group part of?

Arrne New Yotk ¥

seve changes o group | Cancel

Assign a Group as Unit Administrator

5. Click save changes to group.

3.3.2.4 Manage Users

New users may be added to KnowledgeTree manually or via an external authentication
method. Users must be added to groups or to roles in order to view and work with files and
folders in the system - this is because permissions are assigned to groups and roles and not
to individual users.

Administrator - Praferenc About - Logout

N, User Manapemant

Add new users
*Miscellansous
*Usars and Groups To add users to the DMS authentication provider you need to provide them with credentials through this section. If you are using an extemal source of login
+Security Management infarmation like LDVP, ensure the appropriate plugin is loaded and use the section below

*Document Storage & Add a new user

Document Metadata and

. 7 Search for users

Worldflow Configuration

*Search and Indexing Since there may be many users in the system. please select a group frarm the list below, or bype a few letiers from the person’s usemarne o birgen
*System Configuration Alternatively, view all users (note that this may be very slow if you have many users)

sLicense Administration Username =

*Reporting Enter part of the parson's usamama. a.g. ra will match brad

Search For Users

Name Username Edit Enabled Group Memberships Current Groups
— Administrator  admin & ] Manage Groups System Administrators |
O Jim Benson  jbenson & ©  Manage Groups Auditors
[0 Mary Jackson mjackson & 4 -] Manage Groups Management
O Pater Pan ppan F e Manage Groups Sales

Enable | Disable Delete

Figure: Manage Users - view existing users
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See Also:

Users, Groups, Roles, and Units
Adding users

Viewing, editing, deleting users

3.3.2.4.1 Adding New Users

This procedure adds new users to KnowledgeTree.

= How to add new users manually

Perform the following steps:

1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
open Administration - Users and Groups - Manage Users to open the User

Management page.

2.Click Add a new user to open the Add a user page.

3. Add the user's details: log in username, full name, email address, whether this user
may receive notifications, password, mobile phone number, maximum number of times
this user may log in after automatic session timeouts.

Note: KnowledgeTree does not allow you to manually add duplicate users. Duplicate
users may be added when bulk importing users via an external authentication
source, and in this case any duplicate usernames are appended with the word

'duplicate’.

4. Click create user.

5.The user is added to the system. To complete this task, ensure that the user is
added to a group and enabled.

Knowledgelree

Dashboard | Browse Documents | Administration |

o ‘Your Company Logo Goes Here

Administrator - Preferences - About - Logout

e administration » users and groups » user management (select

-] User Management
Add new users

*Mizcellaneaus
*Ugers and Groups To add u
* Security Management infig
*Document Storage & Add a new user
,Documert Metadata and

nfarmatoon like LDAP, ensure the &

you ang ugang an exiemal source of lagin

Wioakiflow Configuration Search for users

*Search and Indexing Since there may be many users in the system, please select a group from the lis1 below, or type a few letters from the person’s usemame 1o begin
*System Configuration Allermatoely, view all users (nole that 1his may be very slow if you have many user

*License Administration Usarnarme =

*Reparing

Search ForUsers

Enter part of thie parson's usemame. @.g, ra will mal

Add New User Page

= How to add new users from an external authentication source

Pre-requisites:

e Add the authentication source

e When using an external authentication provider, such as LDAP, ensure that the
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provider's plugin is registered and enabled.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,

open Administration - Users and Groups - Manage Users.

2.0n the User Management page, click Add a new user to open the Add a user

page.
Note: KnowledgeTree does not allow you to manually add duplicate users.
Duplicate users may be added when bulk importing users via an external
authentication source, and in this case any duplicate usernames are

appended with the word 'duplicate’.

3. Select the authentication source from the pick list in the Add a user from an

authentication source section.
Note: It is not possible to convert users from one authentication source to another
after adding the users. You must have added the authentication source and ensure
that the provider's plugin is registered and enabled to allow it to show up in the pick

list.

4. Click Add from source to open the Search for user page for the authentication

source you selected; then, do one of the following:
e type all or part of the user's name in the User's name field; then, click search for

users. Exit this procedure.

e select Mass import to add all users from the specified authentication source;

then, click search for users. Exit this procedure.
Note: The details of individual users included in a mass import cannot be verified.
Any duplicate users are added to KnowledgeTree with 'duplicate’ appended to their

usernames.

3.3.2.4.2 Viewing / Editing / Deleting Users

This procedure displays, enables, disables, deletes, and edits existing users.

Note: Deleting a user permanently disables the user in the database - their details are retained to
prevent the corruption of data.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,

open Administration - Users and Groups - Manage Users to open the User
Management page.

2.To view existing users (one or more):
e If you are looking for the details of a specific user, enter their username, or part of
the username, in the Username field; then, click Search for Users to display the

user's details.

e To display a list of all system users, click view all users.
Note: To configure KnowledgeTree to automatically display all users and/or
groups on page load, edit the User Interface settings in System Configuration.
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Search for users

Since there may be many users in the system, please select a group from the list below, or type a few letters from the person's usemame to begin

Alternatively, view all users (note that this may be very slow if you have many users)
Username =
Enter part of the person’s usemame, a.g. ra will match brad

Search For Users

Marme Usemame Edit Enabled Group Memberships Current Groups
— Administrator  admin &5 @  Manage Groups System Administrators
[0 Adrian Jenkins ajenkins &% & Manage Groups Management
[ Emily Barlow  ebarow ] (] Manage Groups Accounts
[ Gillian Tang gtang ] [~] Manage Groups Exports
O Mike Jones mjones ] e Manage Groups Imports
[J Monique Brand mbrand &% ©@  Manage Groups Exports
[0 Traci Brown  tbrown ] ©  Manage Groups Ofiice Admins
[J Wayne Smith  wsmith ] &  Manage Groups Imports

Enable | Disable @ Delete

View all Users

3. Do you want to ...
o disable users? Select the Disable check box for the relevant user/s; then, click
Apply Changes.
Note: New users are enabled by default. Users are disabled to prevent them from
accessing the system.

e enable users? Select the Enable check box for the relevant user/s; then, click
Apply Changes.

Note: New users are enabled by default. You will only need to enable a user that has

been disabled.

o edit a user? Click the Edit icon for the relevant user to open the Edit User Details
page; then, go to step 4.

o delete a user? Select the check box adjacent to the relevant user's name; then,
click Delete.

4.Select an option:

4.1.Change a user's password? Click Change [user name] password; then, to ...
o force a password change the next time this user logs in, click change
password in the Force user to change password section.

e change the password, define a new password in the Password field; then, re-
enter the password in the Confirm Password field. When you're done, click
change password in the Change User's Password section.

4.2.Edit the basic user profile? Make the required changes on the page. When you're
done, click save changes. The following information is editable:
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e username - login name

e name - the user's full name

e email address - to receive notifications

e email notifications - defines whether notifications are emailed to the user

e mobile number

e maximum sessions - the maximum number of times this user will be allowed to log in
if they have not logged out of a previous session

4.3.Change the user's group membership? Click the Manage Groups link for the relevant
user to open the Change [username] Groups page. Then, to ...

e add the user to a group, populate the Available Groups field (filter or show all);
then select groups for this user. Click the right-pointing arrow to populate the
Assigned Groups field. Click save changes.

e remove the user from a group, select the relevant group in the Assigned

Groups field; then, click the left-pointing arrow to remove the group from the
Assigned Groups field. Click save changes.

3.3.3 Security Management

Configure the following components in Administration - Security Management:

e Dynamic conditions

e Custom permissions
e Roles

KIIO WlegBTI'BB@ O Yo ur Cc:rm::alﬂt-r

Dashhoard | B

Documents Administration Administrator - Preferen

you are here: administration » security management Enter search criteria.

AL Security Management

Dynamic Canditions

Miscellansous Manage criteria which determine whether a user is permitted to perform a system action.

rlsers and Groups

»Security Management Permizsions
»Document Storage Create ar delete permissions.

Docurment Metadata and

Rl
"orkflaw Caonfiguration nhes

) Create or delete roles
rSearch and Indexing

Security Management
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3.3.3.1

Dynamic Conditions

A dynamic condition is a system rule that allows or disallows a specific action on documents and
folders that match a set of predefined criteria - i.e. documents added after a certain date, or
that were added by a specific user.

Dynamic conditions are similar to KnowledgeTree's Saved Search function - a dynamic condition
comprises a criteria set, and is run like a saved search, where the system returns a
documentation set that matches the criteria.

The difference between saved searches and dynamic conditions is that a dynamic condition is
used to apply permissions selectively on the content defined by the dynamic condition.

= Why is the condition 'dynamic'?

Dynamic conditions are based on editable criteria, on content (documents and folders)
that change. When running a dynamic condition, KnowledgeTree returns content that
matches the criteria at the time you run the condition. Returned results include recently
added content, and excludes content that no longer exists or that no longer matches
the criteria.

Dynamic conditions are implemented on a selection of documents in the repository, and
these documents are mapped to the dynamic condition through the criteria currently
configured for the condition.

How are Dynamic Conditions Configured and Applied?

Dynamic conditions are configured globally through KnowledgeTree's web interface - in
Administration - Security Management - Dynamic Conditions.

Dynamic conditions are assigned, and unassigned on folders, when setting up permissions
on the folder. Dynamic conditions are also assigned in the Workflow configuration task,
where they are applied as a Guard permission - e.g. any user who wants to transition
the workflow to a new state must be assigned a guard permission to do so.

Dynamic condition criteria includes the following parameters:
e document metadata - name, type, author, publish date, etc.
e the content within the document
e transactional information for a document - check outs / check-ins / moves / copy
actions / etc

See Also:

Editing Workflows
Viewing / Editing Folder Permissions

Add New Dynamic Condition

View / Edit Existing Dynamic Condition

Run Dynamic Conditions

Assign / Remove Dynamic Conditions
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3.3.3.1.1 Configuring Dynamic Conditions

This procedure displays, edits, and deletes existing dynamic conditions, and adds new
Dynamic Conditions.

KnowledgeTree Q1o Compan togo soss e
Dashboard | Browse Documents | Administration | Adminkstrator - Praferances - About - Lagout &
ere: administration » secunly management » conditions management Eraer h erberia semch =
=] Dynamic Conditions

ating & Dynamic Condition involves selting up criteria that filters content in the DMS for the purpozes of selectively

*Miscellaneous

*Users and Groups Drynamic Conditions are also used 1o

*Swcurity Management Creste 3 new condiion
*Dacurnen Starage

Docurment Metadata and New

Wiakflow Configuration
+Search and Indaxing Existing Conditions

m Corfiguration Condition Marme Edit Disletis Whinw ReL il

*License Admanistration a new dynamic condition (69 2 Run Conditian

*Repoding
Configure Dynamic Conditions

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Security Management - Dynamic Conditions to open the
Dynamic Conditions page.

2. Do you want to...
¢ view existing dynamic conditions? All predefined dynamic conditions are displayed
at the bottom of this page.

¢ edit a dynamic condition? Click the Edit icon for the relevant condition to open the
Edit an existing condition page. Make the required changes - the following
information is editable: name, edit/add/remove criteria and criteria groups. When
you're done, click Update Dynamic Condition.

o delete a dynamic condition? Click the Delete icon for the relevant condition.
Confirm the removal of the dynamic condition.

Note: Deleting a dynamic condition may change the permissions structure and cause the
incorrect removal of permissions in the system.

¢ add new dynamic conditions? Go to step 3.

3. Create new dynamic condition:
3.1.Click New to open the Create a new condition page.

3.2.Define a name for this condition in the Name of condition field.

3.3.Select any or all from the Return items which match [all/any] of the criteria
groups specified pick list.

3.4.Configure one or more criteria groups in the Criteria Group section:
3.4.1.Select any or all from the Return items which match [all/any] of the criteria
specified below pick list.
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3.4.2.Select a query type from the Criteria pick list; then, click Add to display the
Values field for the criteria type you selected.

3.4.3.Complete the Values field/s for the selected query.

3.4.4.Repeat this step to add more criteria groups.

4. Click Save.
Note: Dynamic conditions are added to the folder Permissions page, where you can assign
and assign dynamic conditions on folders.

Knolwledge'rree' O Your Company Loge Goes Hers
Dashboard | Browse Docurnents | Administration | Administrator - Prefarences - About - Logout @
here: adminisiration » secunty management » conditions management (cr an ndit Ender it el atie. etk
e Create a new condition

Mame of condition: other dynamic condition

Miscallaneoys
Feturn iterms whech match | all (% of the critenia groug
*sers and Groups

. Critena Group
*Security Management
rage Retwn items which match | all [ | of the crteria specified below
_Llf.:l.lll1EIl'. Metadata and Crifera Values
Workiow Configuration
Document Type [ » || Bill of Entry » Famove
*Search and Indexing .
= Systin Conbguration Waorkflow Siate [ ¥ | | Generate Docwnent - Fublished | v | Remove
sLicense Administration Cocurment Filenama | first select a type of query Add

*Reparting
Add another set of crlena | Seve

Configuring Criteria for Dynamic Conditions

3.3.3.1.2 Assigning / Removing Dynamic Conditions

This procedure assigns or removes a dynamic condition, with one or more permissions for
one or more selected groups within a selected folder's permissions management interface.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
open Browse Documents.

2. Locate the folder where you want to assign or remove dynamic conditions - search for
the folder or navigate the folder structure in Browse Documents.

3. Click Permissions in the Actions on this folder menu to open the View permissions
for [folder name] page.

4. Does this folder ...
o define its own permissions? Click Edit permissions. Go to step 5.
¢ inherit permissions from its' parent folder? Click Override permissions. Go to
step 5.

5. Scroll down to the Dynamic permissions section on this page.
6. Do you want to:
e assign a dynamic condition to this folder? Go to step 7.
e remove a dynamic condition from the folder? Click the Delete icon for the
relevant dynamic condition.

7.Assign a dynamic condition:
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7.1.Select a group from the Group pick list.

7.2.Select the condition from the Condition pick list.

7.3.Select Permissions check boxes - one or more (these permissions will be associated
with this dynamic condition on this folder).

7.4.Click Add.

7.5.Repeat this step to assign more dynamic conditions on the folder.

Update Permission Assignments  Cancel
Dynamic permissions
Add a new dynamic permission

Group Condition Read ‘Wyrite  Manage security  Delete hanage workflow Rename Folder

Office Admins A anew dynamic condition % v] Ol O O O O
Add

Figure: Assign a dynamic condition on a folder

Dynamic permissions

Remove Group Condition Read Write Add Manage Delete Manage Folder Rename
Folder security workflow Details Falder
el Office Admins  a new dynamic condition & @ @ @ @ @ @ @
Add a new dynamic permission
Group Caonditian Read ‘Write  Manage security Delete Manage warkflow Rename Falder
Mone v Mone v o " O O O 1

Add

Figure: View dynamic conditions on the folder

3.3.3.1.3 Running Dynamic Conditions

This procedure runs a dynamic condition (tests the condition) and returns documents and
folders matching the criteria defined for the dynamic condition.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Security Management - Dynamic Conditions.

2.View the currently configured dynamic conditions in the Existing Conditions section on
this page.

3. Click Run Condition in the View Results column for the relevant dynamic condition to
open the [dynamic condition name] page.

4. Do you want to ...
e view search criteria for this dynamic condition? Expand Parameters.

o view documents and folders returned in this search? Search results are displayed
beneath the Parameters section on the page.

e modify the search criteria and rerun the search? Click Edit to open the Edit an
existing condition page. Change the criteria, and/or add additional criteria; then,
click Search. The revised results display on the Search Results page.
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o save this search? Define a name for the search in the New search field; or, select
an existing search to overwrite; then, click Save.

3.3.3.2 Custom Permissions

KnowledgeTree includes several built-in permissions, and allows you to add custom
permissions, which are useful for assigning permissions to access custom plugin
functionality.

re. administration » sécurty managemeant » Manage pamissions search =

=] Existing permissions

Parm ana d usad to

*Miscellaneous

+Usars and Groups

+ Security Management Create a naw permission
*Dacurnent Storage

,Docurnent Metadata and System Hame =

Woarkdflow Configuration The intemal name used for th n. This should never be ged
+Saarch and Indeoang
+ System Configuration
+License Administration Digplay Name *
* Reporting A short name that i shown to users wheney ons must b assig
. +
Create
Parrnission Display Mame Delate

kicore permissions. read Read Built-in

kicore permissions. wite Witer Builtn

ktcore permissions. addF older Add Folder Built-n

ktcore permissions. security Manage secunty  Built-in

ktcore permissions delete Dedete Built-in

ktcore. permissions. workflow Manage workflow  Built-in

Figure: Custom permissions - main page

See Also:
Creating the Permissions Structure

3.3.3.2.1 Adding New Custom Permission Types

This procedure adds custom permission types.

Note: Custom permissions are typically used to control access to functionality provided through
additional plugins added to your KnowledgeTree installation. Only the custom permission types that
you add may be deleted.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Security Management - Permissions to open the Existing
permissions page.
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adminisiration » secunty managerment » Manage permissions P

=] Existing permissions

*Mise el andous

*Users and Groups Creale a new permission

*Sacunty Management
- .

*Document Storage Systein Name

 Document Matadata and

Workflow Configuration Kicustom permissions newcusompeamission

*Search and Indexing

*Systerm Corfiguration Display Hame =

*License Adrmanistration A short name that iz sho

*Repeting iy nEw custom pemmission]

Create
Permission Dusplay Name Delete

KiCare perrmessions read Read Bimht-iri
kicare. peermissions. wite Wite Bult-in
kteore permissions, addFalder Add Falder Bislt-in
klare. parmnissons, secirity Manage secuity  Bulein

Add Custom Permission Type

2.In the System Name field, define a name for the new permission type - e.g.
'ktcustom.permissions.download_plugin'.

3.In the Display Name field, define a short name for the new permission type - e.g.
'Download Plugin'.

4. Click Create.
Note: The new permission type displays along with other permission types at the
bottom of the page.

See Also:

e KnowledgeTree Permissions System
e Creating the Permissions Structure
e Viewing / Editing Folder Permissions

3.3.3.2.2 Viewing / Deleting Permission Types

This procedure displays and deletes existing permission types.

Note: Only the custom permission types that you add for your KnowledgeTree installation may be
deleted.

Perform the following steps:

1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
open Administration - Security Management.

2. Click Permissions to open the Existing permissions page.

3. Do you want to...
e view existing permissions? Scroll down to the bottom of the page to view a list of
permissions configured for KnowledgeTree - both inbuilt and customized.
Note: KnowledgeTree's default permissions display at the top of this list, and cannot
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be deleted. They are recognizable by their system name, 'ktcore'.

e delete a permission in the list? Click the Delete icon for the relevant permission.
Note: Only custom permissions can be deleted.

3.3.3.3 Roles

KnowledgeTree Roles may include: document creator, reviewer, publisher, writer, editor,
secretary, developer, manager, or secretary, and so on.

Workflow actions - e.g. review, or publish - are typically assigned to a specific role.

Permissions are added to the role, and the user is assigned to the Role to perform the
action required in the system.

KIlowledge-l-reeJlt o Your Company Logo Goes Here

Dashboard Browse Documents | Adminisiration Administrator - Preferences - Abcut - Logost &

re: adminisiration » security management » role managament

search =

i) Role Administration

withan the DIMS. User groups ane allocated to roles on a per-directory basis and are inhented from the root

*Miscellaneous de “Document Creater”, "Document Reviews™, "Document Publisher”

*Users and Groups ..-'-\dd aRole
* Secunty Management
HName =

A short, human-readable name for the role

*Document Storage

,Document Metadata and
Norkflow Configuration

*Search and Indexing

» Sped, Con o
Systern Configuration s E——

*License Administration

*Reporting Role Name Edit  Delete
Creator & a
Publisher I, @
Reviawar & a
WorkSpaceOwner & a8

Figure: Roles - viewing existing roles, add new roles

See Also:
Users, Groups, Roles, and Units

3.3.3.3.1 Adding New Roles

This procedure adds a new role.

Perform the following steps:
1. Use your administrator login credentials to log in to KnowledgeTree's web interface;
then, open Administration - Security Management - Roles to open the Role
Administration page.
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Knowledgelree

o Your Company Logo Goes Here

Administrator - Preferences - About - Logout &

Dashboard |

Browse Documents | Administration |

re: administration » secwnity management » role management

e Role Administration
Woakflow aclions may be azsigned to certain rales within the OMS. Us

Wiscellaneous the DMS. Roles may for example inchude "Document Creatar”, “Docun
*Users and Groups Add a Role
*Securty Managemant
*Document Storage Hame =
Docurnent Meladata and A short, hurnan-readable name for the rolé
Warkilow Corfiguration
*Search and Indexing
s Systerm Conb ;
Systern Configuration [E—
*License Administration
*Reporting Role Narme Edit Detate

Creator -] o

Manage Folder ] o

Publisher (-] wf

Renewer (-] w

ps are allocated to roles on & per-directory basis and are inherited from the root folder of

vewer”, “Document Publisher”

Role Administration

2. Define a descriptive name for the role in the Name field - e.g. Editor; then, click

create new role.

Note: A system message confirms that the role has been created. View the list of roles
at the bottom of this page to see the new role added to the list of existing roles. The role
will be available for allocating on folders in the folder view in Browse Documents.

See Also:

Assigning and editing roles

3.3.3.3.2 Viewing / Editing / Deleting Roles

This procedure displays, edits, and deletes existing Roles.

Perform the following steps:

1. Use your administrator login credentials to log in to KnowledgeTree's web interface;
then, open Administration - Security Management - Roles to open the Role

Administration page.

2. Do you want to...

o view roles that have been configured for the repository? Scroll down to the
bottom of the page to view a list of existing roles.

¢ change the name of an existing role? Click the Edit icon for the relevant role to
open the editing page. Specify the new name for the role in the Name field; then,
click update role information.

o delete an existing role? Click the Delete icon for the relevant role.

See Also:

Assigning and editing roles
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3.34 Document Storage

In Administration - Document Storage, you can:

restore previously archived documents back to the reposito
override a document's checked-out status

run a database consistency check
restore or expunge (permanently remove) deleted documents

Note: Some tasks are not relevant for KnowledgeTreeLive.

KllﬂWlegBTl'BBﬁ O \t‘?LI-r .Qompan.y. If)go G.c.nes.,:Ht.ar.e

Administration Administrator - Preferences - About - Logout

you are here: administration » document storage Ertet search criteria... search =

o Document Storage

Archived Document Restaration

rMiscellaneous . .
Restare old (archived) documents, usoally at a user's reguest.

rUsers and Groups
»Security Management Checked Out Document Contral

»Document Starage Crerride the checked-out status of documents if a user has failed to do so.

K Document Metadata and

Warify D t St
Wyorkflow Configuration BT EeE T 2 e e

) Performs a check to see if the documents in your repositories all are stored on the back-end storage (usually on
»Search and Indexing

_ disk].
»Systermn Configuration
vLicense Administration Restore or Expunge Deleted Documents
» Reparting Restore previously deleted documents, or permanently expunge them.

Figure: Document Storage - main page

3.3.4.1 Restoring Archived Documents

This procedure restores archived documents.

Note: By default, documents are restored to their original folder location. If the originating folder no
longer exists, the document is restored to the root directory. Users may locate archived documents
by their Document ID, through the dashboard Go to Document ID dashlet. Having located an
archived document, a user may send an online restoration request to the administrator, who is
notified via email and by a notice in the Items Requiring Your Attention dashlet.

Perform the following steps:
1. Open Administration; then, click Document Storage.
2.Click Archived Document Restoration.

3. Navigate the folder structure to locate the folder containing the document/s requiring
restoration; then, click on the folder to display its content.

4. Select the check box adjacent to documents that need to be restored; then, click
Restore.
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5. Ensure that you're restoring the correct document; then, click Confirm De-archival.

3.3.4.2 Overriding Document Check-out

This procedure overrides the currently checked out status of a document.

The KnowledgeTree administrator can force check-in a document where a checked out
document is urgently required back in the repository, but the user who checked the
document out is not available to check the document in.

Note: The document is checked back in to the repository without saving any changes that may have
been made to it while it was checked out.

Perform the following steps:
1. Open Administration; then, click Document Storage.
2. Click Checked Out Document Control to open the Checked Out Documents page.
3. View the list of checked out documents displayed on the page.

4. Click force check-in for the relevant document; then, verify that you're forcing check-
in on the document.

5. Click Force Check-in.

3.3.4.3 Verifying Document Storage

This procedure runs a database consistency check to verify that the contents of the
database is the same as the content in the KnowledgeTree content repository.

Note: This task is not relevant for KnowledgeTreeLive.
The task should always be performed after upgrading KnowledgeTree.

Perform the following steps:
1. Open Administration; then, click Document Storage.

2. Click verify document storage to launch the verification process.

3. View the results of the verification on the Document Storage Verification page.

3.3.4.4 Restoring / Expunging Deleted Documents

This procedure Restores and Expunges deleted documents.

Note: Expunging saves disk space by permanently deleting documents that are no longer useful or
required.

90

KnowledgeTree 3.7 Administrator Manual 06 January 2010



Note: By default, documents are restored to the folder location where they were originally deleted. If
that folder no longer exists on the system, the document is restored to the root directory in the
repository.

Perform the following steps:
1. Open Administration; then, click Document Storage.

2.Click Restore or Expunge Deleted Documents to open the Deleted Documents
page, where you can view a complete list of documents that have been deleted in the
repository, but not yet expunged.

3. Do you want to...

e restore any documents in the list? Select the check box adjacent to each
document you want to restore; then, click Restore to open the Confirm Restore
page. Verify that you're restoring the correct document(s); then, click Confirm
Restore to re-open the Deleted Documents page.

Note: A system message confirm the restoration of the document in the system.

e permanently remove any of the documents in the list? Select the check box
adjacent to each document that must be permanently removed from the system;
then, click Expunge to open the Confirm Expunge page. Verify that you're removing
the correct document(s); then, click Confirm Expunge.

Note: A system message confirms the permanent deletion of the document from

the system.

Note: You can also configure periodic document expunge as a scheduled, background task
through the Task Scheduler.

3.3.5 Document Metadata and Workflow Configuration
Perform the following tasks to configure the metadata layer within KnowledgeTree:
1. Add the document types, including the email document type

2.Add the fieldsets; then, add fields to each fieldset

3. Associate fieldsets you added with the relevant document types

4. Plan your workflows, including the workflow states and transitions

5. Add your worklows to KnowledgeTree; within each workflow, define states and
transitions

6. Allocate workflows to selected document types

The following tasks are performed in Administration - Document Metadata and
Workflow Configuration:

e Add new custom numbering schemes; view and edit existing custom numbering schemes
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View existing email document types, and add new email document types

View existing fieldsets, edit and delete existing fieldsets, add new fieldsets, and set up
conditional fieldsets

Viewing, editing, and deleting existing document links, and adding new document links
Configure alerts by document type

View, edit, and delete existing document types, add new document types, and associate
document types and fieldsets.

Knowledgelree

Dashboard | Browse Documents | Administration

you are here: administration » document metadata and workflow configura...

e Document Metadata and Workflow Configuration

Document Mumbering Schemes

*Miscellaneous . _— .
This allows for the customisation of a document numbering schemes

*Users and Groups
+Security Management Email Document Types
»Document Storage Manage the addition of Email document types to the system.

,Document Metadata and

Workflow Configuration DTSR o

. Manage the different types of information that can be associated with classes of documents.
*Search and Indexing

+System Configuration Link Type Management
rLicense Administration Manage the different ways documents can be associated with one another.
*Reporting

Alerts by Document Types

Manage alerts for the different document types within the system.

Document Types
Manage the different classes of document which can be added to the system.

Automatic Workflow Assignments

Configure how documents are allocated to workflows.

Waorkflows
Configure automated YWorkflows that map to decument life-cycles.

Figure: Document Metadata and Workflow Configuration - main page

3.3.5.1 Document Numbering Schemes

KnowledgeTree's Custom Document Numbering feature allows you to define a set of
rules for creating custom document numbers for each of the document types in your
system.

Commercial Editions Only
Note: This feature is available only in KnowledgeTree Commercial Editions. You must enable the
Custom Numbering plugin to activate this functionality.
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Note: Custom numbering schemes do not replace or remove KnowledgeTree's default Document ID,
which comes from the database - one for each document. The custom numbering scheme allows you
to define an additional ID for the document, based on its document type. You may use the
KnowledgeTree document ID as an optional element in the custom numbering scheme, if required.

= How are custom numbering schemes used?
When adding new documents to KnowledgeTree, users select a document type. If you
have created a custom numbering scheme for the selected document type,
KnowledgeTree generates the document's custom document ID, based on the document
type, and according to the custom numbering scheme you defined.

When no custom numbering scheme exists for the selected document type,
KnowledgeTree generates only the default document ID, which comes from the database
- one per document.

Custom Document IDs are generated when new documents are uploaded, and when the
document type is changed. Custom Document IDs may be re-generated on check in, if
this is defined in the custom numbering scheme. A document's custom document number,
and its KnowledgeTree Document ID, displays on the Document Details page.

3.3.5.1.1 Document Numbering Scheme Tokens

KnowledgeTree provides a pre-defined collection of case-sensitive 'tokens' (allowable
variables), which you may use in various combinations, including plain text strings, to
create your custom numbering schemes.

Within a custom numbering scheme, the tokens must be delimited between '<' and '>'. Plain
text strings are not delimited.

There are two types of Tokens:

¢ Normal tokens - define the format, and provide a descriptive reference for the
document. Examples include: date (day, month, year), path to the document location,
version number, KnowledgeTree document ID, and the document type.

e Sequence tokens- define how the custom document ID number increments. Sequence
tokens define the number sequences within a custom numbering scheme. One sequence
token is used in each numbering scheme. You may specify the number of digits in a
sequence (e.g, 1 - 9). Note that negative digits are not allowed.

Note: When adding a numbering scheme, you can define whether to regenerate the document ID
when documents are checked in to KnowledgeTree. New numbering schemes are validated to ensure
that only supported tokens are used. If the validation fails, check the following:

e whether valid tokens are used

e whether tokens are properly delimited, i.e. that '<"and '>' are not used outside of the token.
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MNumbering Schemes

Please define an appropriate numbering scheme for each document type

Document Type Scheme

Regenerate On Checkin  Control

Default =DOCID>

O

Figure: Defining a custom numbering scheme

Format of the Sequence Token

SAVE | CANCEL

Format

Example Result

<TOKEN: #> or, <TOKEN>

<DOCTYPE_SEQ:3>

'001, 002, 003..010, 011..."

<DOCTYPE_SEQ:2>

'01, 02, 03..10, 11...f

<DOCTYPE_SEQ>

'1,2,3..10, 11..

Example:

03"

Note: Tokens are case-sensitive, and are preceded by '<' and end with '>'
<DOCTYPE>-NUM-<DOCTYPE_SEQ:3>
“Invoice-NUM-001, Invoice-NUM-002, Invoice-NUM-0

DOCUMENT - <DD>- <MM>- <YEAR>: <YEAR_SEQ>
“DOCUMENT-31-12-2007:1, DOCUMENT-31-12-2007:2"

Pre-defined Tokens

The table lists the pre-defined normal and sequence tokens for use with custom numbering

schemes:
Token (Normal) Description Example
<YEAR> Year (String) 2007
<MONTH> Month (String) June
<YY> Year (Int) 99
<MM> Month (Int) 08
<DD> Day (Int) 31
<VERSION> Document Version 0.1
<DOCTYPE> Document Type Name Invoice
KnowledgeTree Document ID
<DOCID> Note: The Document ID and the
numbering scheme must not be
used interchangeably . 22
Repository document/folder
<PATH> path (Max 50 chars) /INVOICE/2007/ABC/
Token (Sequence) Description Example
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Store a single sequence for
each document type in the

system Invoice001,
<DOC_TYPE_SEQ:[1-9]> Invoice002,
Counter, incremented each Invoice003

time a document of a particular
type is added to the system

Store a single sequence.

Invoice2007-001,
Invoice2007-002,
Invoice2008-001

Counter, reset on a yearly
basis. Increment the counter
each time a document is added
within the year.

<YEAR_SEQ:[1-9]>

Store a single sequence.

Invoice2007-January-
001, Invoice2007-
January-002,
Invoice2007-February-
001

Counter, on a monthly basis,
<YEAR_MONTH_SEQ:[1-9]> reset yearly.

Counter is incremented every
time a document is added
within a month.

Store a single sequence for
each document type in the
system.

Incremented each time a Invoice2007-002,
document of a certain type is |Invoice2008-001
added to the system.

<DOCTYPE_YEAR_SEQ:[1-9]>

Counter, reset on a yearly
basis.

Store a single sequence for
each document type in the

system. Invoice2007-January-

001, Invoice2007-
January-002,
Invoice2007-February-
001

<DOCTYPE_YEAR_MONTH_SEQ: Incremented each time a
[1-9]> document of a certain type is
added to the system.

Counter, reset on a monthly
basis

3.3.5.1.2 Viewing / Editing / Adding Custom Numbering

Custom numbering schemes are added, edited, and viewed through KnowledgeTree's web
interface, in Administration - Document Metadata and Workflow Configuration -
Document Numbering Schemes.

On the Document Numbering Scheme interface, you may:
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e view existing numbering schemes, per document type
e edit existing numbering schemes - click Edit to make the field editable
e create and save new numbering schemes

Document Numbering Schemes

MNumbering Schemes

Please define an appropriate numbering scheme for each document type

Documnent Type Scheme Regenerate On Checkin  Control

Default <DOCID= O SAVE | CANCEL

Schemna guide

Your schema may be defined of tokens listed below.

Token Example

<YEAR=> "2008"
<MOMNTH= "APRIL"

<YY> "0g”
<M= "
=DD= "3

<VERSION= "1.3"

<DOCTYPE> "lnvoice”

<DOCID= 232"

<PATH= "INVOICE/2008/ABC"

You can also define special sequence tokens. This token must end with _SEQ.
e.g. <DOCTYPE_SEQ:>.

The Document Numbering Schemes Interface
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Document Numbering Schemes

Mumbering Schemes

Please define an appropriate numbering scheme for each document type:

Document Type Scheme

Regenerate On Checkin  Control

Accounts Payable =D0CID=
Accounts Receivable <DOCID=

Bill of Entry =DOCID=
Default <DOCID=>
Freight Rates =D0CID=
Insurance Policy =D0CID=
Invoice =D0CID=
Marketing Material =DOCID=
Packing List =00CID=
Quote =DOCID=
Sales Email =D0CID=

Shipping Instruction  <DOCID=

© 000C000C00CQOOO

EDIT
EDIT
EDIT
EDIT
EDIT
EDIT
EDIT
EDIT
EDIT
EDIT
EDIT
EDIT

Numbering Schemes Configuration Interface - no schemes defined.
You can configure a scheme for each document type

3.3.5.2 Email Document Types

Email document types are used to gather relevant metadata for emails saved from Microsoft
Outlook to KnowledgeTree through KnowledgeTree Client Tools for Windows.

Note: KnowledgeTree Client Tools for Windows allows you to emails and attachments from Microsoft
Outlook to KnowledgeTree, and to attach files directly from KnowledgeTree to outgoing email
messages. See the KnowledgeTree Client Tools Guide for more information about this KnowledgeTree

Commercial client tool.

The Email document type contains a default fieldset with the following metadata fields:

Sender Email
Sender Name
Cc

Send Date
Subject

Size

Note: Although the default Email document type fieldset is editable, but we strongly recommend that
you do not change the pre-configured settings or field names. Changing the defaults may prevent the

97

KnowledgeTree 3.7 Administrator Manual 06 January 2010


http://www.knowledgetree.com/resources

Setting Up and Managing KnowledgeTree

gathering of useful metadata for saved emails.

3.3.5.2.1 Viewing / Adding Email Document Types

This procedure displays existing email document types and adds new email document
types.

Commercial Editions Only
Note: This feature is available only in KnowledgeTree Commercial Editions.

Perform the following steps:

1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Document Metadata and Workflow Configuration - Email
Document Types to open the Email Document Types configuration interface.

2.Do you want to ...

e view existing email document types? Scroll down to the Existing document

types section at the bottom of this page to view a list of the email document types
that exist in the system.

e add a new email document type? Define a name for the new email document type
in the Name field; then, click Create.

Note: Email document type names must end with the word 'email’, e.g. Order Email, or
Records Email.

@ The new document type, Sales Email was created

Email Document Types
Create a new email document type
To create a new email document type, please type its name below and then click on the Create button. Note that email document
word ‘Email”
Name =
A short, human-readable name for the document type.

Create
Existing document types

Select a document type from the list below to change its details, or use the enable/disable buttons to change its availability state.

Document Type Associated Fieldsets Edit Disable/Enable

Sales Email Email Fieldset fad
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3.3.5.3 Document Fieldsets

A document fieldset is a collection of one or more contextually related fields - e.g.
fieldset 'customer details' may contain a collection of fields that all relate to 'customer
details', such as: Name, Address, Telephone number, etc.

Note: KnowledgeTree auto-generates an editable system name (namespace) for every fieldset.
Plugins use this namespace to call the fieldset, and to control how the fieldset works. For more
information on developing Plugins for KnowledgeTree, see the KnowledgeTree Wiki at http://wiki.
knowledgetree.com/Plugins

Document Fieldsets

Collections of fields are associated into fieldsets. These represent a set of related information which can be associ
of the document’s metadata

@ Create New Fieldset

Existing document fieldsets

Mame Generic System  Fields Document Types Edit Delete
General information @ @ Document Author  All types use this generic fieldset. & @
Category
Media Type

Figure: The Fieldset configuration Screen, from where you can view, add, edit, and delete
fieldsets and their fields
Note: The System column on this screen is Reserved for Future Development

Configuring Fieldsets

Fieldsets and fields are added and edited in Administration - Document Metadata and
Workflow Configuration - Document Fieldsets.

When adding a fieldset, you can define whether the fieldset is generic or non-generic.
Generic fieldsets are automatically associated with all document types added to
KnowledgeTree. Non-generic fieldsets may only be associated with a single selected
document type.
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Jment metadata and workflow configura... » document field management » general information {=dit

1
m

Edit Fieldset
Change Fieldset Details

Fieldset Name =
Each fieldset needs a unique name

General information

Description =
In order to ensure that the data that users enter is useful, it is essential that you provide a good example

General document information

Generic
A generic fieldset is one that is available for every document by default. These fieldsets will be available for
document management system

Update Fieldset Cancel

Associating Document Types and Fieldsets
When adding documents, users are required to select the document type, which

automatically loads the fieldset and fields associated with the document type, and the user
may then add the document metadata for the fields included in the fieldset.

Types of Fieldsets
KnowledgeTree provides two default fieldset types:
= Normal
A 'normal' fieldset can contain many, dissimilar field types

= Conditional
KnowledgeTree Commercial Editions Only
A conditional fieldset is a metadata filtering tool that comprises two or more inter-related
Lookup fields, which are ordered in a hierarchy, where a user-selected value in a higher
level field controls the values that display in lower level (dependent) fields.

When setting up conditional metadata in the system, the KnowledgeTree administrator

100

KnowledgeTree 3.7 Administrator Manual 06 January 2010



predefines the rules for the display of conditional metadata fields - e.g. select 'Europe’,
see lookup field showing countries on the continent of Europe; or, select 'Book’, and see
lookup field showing, for example, 'content type', e.g. Fiction, Non-Fiction; then, select
'Fiction' to see an associated list of lookup values, or select 'Non-Fiction' to see a
different list of lookup values. You need to enable the conditional metadata plugin to

use this fieldset.

Edit Fieldset: General information

Mame
Description

Genenc

Additional Information

General information
General document information
©

& Edit these details

Fieldsets bring together different fields into a collection of related information

@ Add New Field

Field Mame Edit Delete Type Description Position
Document Author & @ Mormal, Mot Required |
Category & @ Lookup, Mot Required T §
Media Type & @  Lookup, Mot Required 1

Figure: Edit Fieldset Screen - This is a 'Normal’' fieldset, with 3 fields: Document Author,

Category, Media Type

3.3.5.3.1 Viewing Existing Fieldsets

This procedure displays fieldsets that exist in your system.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Document Metadata and Workflow Configuration - Document

Fieldsets.

2.View existing document fieldsets listed in the table on Document Fieldsets page. The
table displays the following information for each fieldset:

fieldset name

whether the fieldset is generic

a list of fields in the fieldset (if any)

document types using the fieldset

Edit and Delete icons - to add or edit field, or to edit the fieldset, click the edit icon;

to delete the fieldset, click the delete icon
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Note: The System column on the Document Fieldsets screen is Reserved for Future Development.

3.3.5.3.2 Adding New Fieldsets

This procedure adds new normal or conditional fieldsets.

Perform the following steps:

1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Document Metadata and Workflow Configuration - Document
Fieldsets.

Note: The System column on the Document Fieldsets screen is reserved for future
development.

2.Click Create New Fieldset.

3. Add basic details for this fieldset: enter a fieldset name, provide a description of the
information stored in the fieldset.

4.1In the Fieldset Type section, select Normal, or Conditional to define the fieldset
type.

5. Click Create Fieldset.

6.Is this a ...
e Conditional fieldset? Go to Setting up Conditional Fieldsets to complete this
procedure.

¢ Normal fieldset? Go to Adding Fields to complete this procedure.
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Create MNew Fieldset

Fieldset Name =
Each fieldset needs a unigue name

Invoice Details

Description =
In order to ensure that the data that users enter is useful, it is essential that you provide a good example

The details for this invoice

Fieldset Type =
It is possible to create different types of fieldsets. The most common kind is a "normal” fieldset, which can
The administrator may have installed additional plugins which provide different types of fieldsets

@ Mote that it is not possible to convert between different types of fieldsets, so please choose carefully.

®Normal
CConditional

Generic
A generic fieldset is one that is available for every document by default. These fieldsets will be available for
document management system

O

Create Fieldset Cancel
Figure: Adding a new fieldset

3.3.5.3.3 Editing / Deleting Fieldsets

This procedure edits and deletes existing Fieldsets.

Perform the following steps:

1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, to
open the Document Fieldsets section, click Administration - Document Metadata and
Workflow Configuration - Document Fieldsets.

Note: The System column on the Document Fieldsets screen is Reserved for Future
Development.
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2. Locate the relevant fieldset in the table in the Existing document fieldsets section.

3. Do you want to ...
e remove a fieldset? Click the delete icon for the fieldset.

o edit a fieldset? Click the edit icon for the relevant fieldset. The system opens the
Edit Fieldset page, where you can: edit the fieldset name, description, and generic/
non-generic status; and add, edit, and delete fields. If this is a conditional fieldset,
you can also configure the fieldset (order fields and set up fieldset rules).

3.3.5.3.4 Setting Up Conditional Fieldsets

This procedure sets up (configures) a conditional fieldset.

Commercial Editions Only
Note: This feature is available only in KnowledgeTree Commercial Editions.

Setting up a conditional fieldset involves the following tasks:

e Add lookup fields and their values to the fieldset

e Set a master field

e Order the fields into a control field / dependent field(s) relationship

e Define conditional behaviour (set up fieldset rules) - each lookup value in a control field is
configured to display a pre-defined collection of lookup values in one or more dependent
fields

e Test the conditional fieldset

Pre-requisites:
e Add the conditional fieldset
e Plan the fields, and the structure of the fieldset

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, to
open the Document Fieldsets section, click Administration - Document Metadata
and Workflow Configuration - Document Fieldsets.

2.0n the Document Fieldsets page, in the Existing document fieldsets table, locate
the fieldset you want to work with; then, to open the Edit Fieldset [fieldset name]
page then, click the edit icon for the relevant fieldset.

3. Add Lookup fields and their lookup values:

3.1.0n the Edit Fieldset [fieldset name] page, click Add New Field.

3.2.0n the Add New Field page, add a field name, field description, and define whether
the field is 'required'. Click Add Field.

3.3.To add lookup values to the new field, click Add Lookups; then, on the Add Lookup
Values page, add lookup values (one per line). When you're done, click Add Lookups.
The Edit Fieldset [fieldset name] page re-opens.

3.4.To add more lookup fields, repeat this step.

4. Set one lookup field as the 'master’ field:
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Note: A 'master’ field is the first field presented to users. User-selected lookup values in
the master field determine the display of subsequent fields.
4.1.0n the Edit Fieldset [fieldset name] page, click Manage Field Ordering.
4.2.0n the Manage Field Ordering page, select a lookup field; then, click Set Master
Field. The system re-opens the Edit Fieldset [fieldset name] page.

5. Define the lookup fields controlled by the master field:

5.1.Click Manage Field Ordering. On the Manage Field Ordering page, in the Order
Fields section, select one or more lookup fields in the second drop-down (the first
drop-down is the control field, and by default, contains only the master field the first
time you order fields).

5.2.When you're done, click Order. The system re-opens the Edit Fieldset [fieldset
name] page.

6. Arrange field order relationship (control field / dependent field) for the rest of the lookup
fields in the fieldset:
6.1.0n the Edit Fieldset [fieldset nhame] page, click Manage Field Ordering. On the
Manage Field Ordering page, select a field in the control drop-down (the first drop-
down); then, select a dependent field (one or more) in the second drop-down. When
you're done, click Order. The system re-opens the Edit Fieldset [fieldset nhame]
page.
6.2.To order more fields, repeat this step.

7. View existing field ordering:

7.1.Click Manage Field Ordering on the Edit Fieldset [fieldset name] page. A
summary of the current field order displays in the Existing ordering section on the
Manage Field Ordering page.

7.2.To change the field ordering, go back to step 4 to reset the master field, then re-
order all the lookup fields. Resetting the master fields deletes the existing field order.

7.3.If you're satisfied with the existing field order, return to the Edit Fieldset ... page.
To do this, click on the fieldset name in the breadcrumb.

8. Set up the fieldset rules:
Note: This step assigns behaviour to lookup values (values in control fields define the
lookups that display in dependent fields):

8.1.0n the Edit Fieldset [fieldset name] page, click Manage Conditional Behaviours.

8.2.0n the Editing Fieldset Rules (Simple) page, select a value in a control field (e.g.
the 'master field is the first control field); then, select dependent lookup values in the
fields that are dependent on the master field. Click save this dependency. Repeat
this step for each lookup value in the control field.

8.3.Click edit field to set up the control/dependent behaviour for the next set of fields.

8.4.Select a value in the control field; then, select one or more values in the dependent
field.

8.5.When you're done, click save this dependency.

8.6.Repeat this step for each lookup value in the control field.

8.7.Repeat this step until all control values are assigned behaviours.

8.8.When you're done, click the fieldset name in the breadcrumb to return to the Edit
Fieldset [fieldset name] page.

9. Test the conditional fieldset:

9.1.0n the Edit Fieldset [fieldset nhame] page, click View Overview.

9.2.1In the Test Instance section on the page you can click through the fieldset you set
up to ensure it works the way you want it to.
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9.3.To keep the existing configuration, use the breadcrumb to navigate away from the
page; alternatively, to edit the fieldset, click the fieldset name in the breadcrumb to
return to the Edit Fieldset [fieldset name] page where you can add, edit, or delete
fields and/or their lookup values, re-order the fields (you will need to reset the master
to re-order the fields), change conditional behaviour (fieldset rules), or change fieldset
details.

3.3.5.3.5 Fields

Fields are the smallest metadata collection point in KnowledgeTree. Fields include the text
fields, pick lists and menus that allow a user to provide information about the content that
is uploaded to the repository.

KnowledgeTree uses fields to group sets of related information into one or more fieldsets.
The fieldsets are associated with document types in the system. The collection of fields,
fieldsets, and document types - plus the folder structure and, optionally, permissions -
comprise the system's metadata structure.

KnowledgeTree's Search function operates on this metadata layer. metadata works on the
search function. Search relies on the addition of appropriate metadata in the system to
locate and retrieve content in the repository.

There are three classes of custom fields in KnowledgeTree:
e Normal - stores text metadata, such as an invoice code

e Lookup - allows the selection of appropriate information from a predefined set of options
(lookup values)

e Tree - allows the selection of a metadata value by browsing a tree structure

Note: Fields are configurable and editable only within the fieldset where they exist. Tree fields and
Lookup fields require additional configuration steps to Normal (String) fields.

3.3.5.3.5.1 Viewing / Adding Fields

This procedure displays existing fields in a selected fieldset, and adds new fields to a
fieldset.

Note: Fields are configurable and editable only within the fieldset where they exist.

Perform the following steps:
1. Use your administrator login credentials to log in to KnowledgeTree's web interface;
then, go to Administration - Document Metadata and Workflow Configuration -
Document Fieldsets to open the Document Fieldsets configuration interface.

2.Do you want to ...
e view fields that are currently defined for each fieldset in the system? Scroll
down this page to the list in the Existing document fieldsets section. Adjacent to
each fieldset listed in the table is a list of the fields that exist in the fieldset.
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add a new field for an existing fieldset? Click the Edit icon for the relevant fieldset
to open the Edit Fieldset page for the selected fieldset. Go to step 3.

3. Click Add New Field to open the Add New Field page.

4. Define a name for the field in the Field name field; then, in the Description field,
provide a short paragraph that clearly explains the type of information required in the
field.

5. Select the type of field from the Field Type radio button.

Normal (String) - Use the normal field to store small amounts of text

Lookup - Use the lookup field when the user needs to select a single item from a pre-
defined list

Tree - The tree field functions in the same way as a lookup field, except that the
options are arranged hierarchically. This can be helpful if there are many options to
choose from

Large Text - Use a large text field to store large amounts of text, such as
descriptions

Date - The date field provides a standardized field for storing dates

Multiselect - The multiselect field functions in the same way as a lookup field, except
that the user can choose more than one option. It comes in two flavours, as a list,
and as a set of checkboxes

6. Is this a field that must be completed?
e Yes. Select the Required check box.

No. Leave the Required check box unselected.

7.Click Add Field.

8. The Manage Field page is displayed. Here you can change details for the field.

9. Additional options can be set for lookup Setting Lookup Fields, tree Setting Tree Fields,
large text, and multiselect fields. Click Update Field to save your changes.

10. To add another field, click the name of the fieldset in the bread-crumb navigation at
the top of the page.

3.3.5.3.5.2 Defining Lookup Fields

This procedure sets values for a Lookup field in a fieldset.

Perform the following steps:

1. Follow the instructions on View existing / adding new fields to add a lookup field.

2. From the Manage Field page click Add Lookup Values in the Extra Options section
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to open the Add Lookup Values page.

Extra Options

Different fields have different actions and options available,
& Add Lookup Values
¢ MWanage Lookup Walues

3. In the Lookup Values field, define lookup values - one or more; then, click Add
Lookups to save this information and to re-open the Manage Field page.

4. In the Extra Options section, click Manage Lookup Values to open the Manage
Lookups page.

5. Do you want to ...

¢ enable or disable a lookup value as a selectable option when editing or adding
documents in the repository? Select the check box adjacent to each relevant
lookup value; then, click Toggle enabled state to change the current state of the
lookup value.

o define whether any of the lookup values are 'sticky'? Select the check box
adjacent to each lookup value that needs to be defined as either sticky or non sticky;
then, click Toggle stickiness to change the selected lookup values current 'Sticky'
state.

Note: Sticky lookup values cannot be removed by external plugins that control a
lookup set.

o delete a lookup value? Select the relevant lookup value; then, click Delete.

3.3.5.3.5.3 Defining Tree Fields

This procedure sets values for a Tree field in a fieldset.

= What are Tree Fields?
A tree field is a type of lookup field, except that the lookup values are arranged in a
hierarchy:
Example
Root: e.g. Continents
Subcategory: e.g. Countries
Lower level subcategories: e.g. States

Perform the following steps:
1. Follow the instructions on View existing / adding new fields to add a tree field.

2. From the Manage Field page click Add Lookup Values in the Extra Options section
to open the Add Lookup Values page.
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Different fields have different actions and options available.
@ Add Lookup Yalues
& Manage Lookup Walues

& Manage Lookup Tree Structure

3. In the Lookup Values field, define lookup values - one or more; then, click Add
Lookups to save this information and to re-open the Manage Field page.

4. Click Manage Lookup Values to open the Manage Lookups page.

5. Do you want to ...

e enable or disable a lookup value as a selectable option when editing or adding
documents in the repository? Select the check box adjacent to each relevant
lookup value; then, click Toggle enabled state to change the current state of the
lookup value.

o define whether any of the lookup values are 'sticky'? Select the check box
adjacent to each lookup value that needs to be defined as either sticky or non sticky;
then, click Toggle stickiness to change the selected lookup values current 'Sticky'
state.

Note: Sticky lookup values cannot be removed by external plugins that control a lookup
set.

o delete a lookup value? Select the relevant lookup value; then, click Delete.

6. Click the fieldset name in the bread-crumb navigation at the top of the page to return
to the Manage Field page.

7. Click Manage Lookup Tree Structure to open the Edit Lookup Tree page.

8. Do you want to ...

o define a subcategory for the root? Click attach keywords adjacent to the Root
in the Preview section. Define a subcategory for the root; then, click add new
subcategory. Repeat this step for each additional subcategory you're adding to the
Root.

o define a subcategory in a subcategory? Click attach keywords adjacent to the
relevant subcategory below the Root. Repeat this step for each additional
subcategory you're adding in another subcategory.

Note: Expand the root or a subcategory to display the configured options.
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3.3.5.3.5.4 Defining Large Text Fields

This procedure sets values for a Large Text field in a fieldset.

Perform the following steps:
1. Follow the instructions on View existing / adding new fields to add a large text field.

2. From the Manage Field page in the Extra Options section, type a value in the Max
Length text box to limit the number of characters the field can accept.

Extra Options

Different fields have different actions and options available.

Max Length
blaximum length allowed for the field.

HTHML
Defines the format of the field.

O

Update Options

3. Check the HTML checkbox to ...
4. Click Update Options.

5. The field is updated.

3.3.5.3.5.5 Defining Multiselect Fields

This procedure sets values for a Multiselect field in a fieldset.

Perform the following steps:
1. Follow the instructions on View existing / adding new fields to add a multiselect field.

2. Follow the instructions on Defining Lookup Fields to add lookup values to the multiselect
field.

3. From the Manage Field page you can select the type of multiselect field you want to
use.

4. From the Type of field drop-down list box select either
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e Multiselect with a list
e Multiselect with checkboxes

Type of field =
Fermits to create a multiselect or single select choices.

bultiselect with a list [+

Update Field Cancel

5. Click Update Options.

6. The field is updated.

3.3.5.3.5.6 Editing / Deleting Fields

This procedure Edits and Deletes a field from a fieldset.

Perform the following steps:

1. Use your administrator login credentials to open the Document Metadata and
Workflow Configuration page in Administration; then, click Document Fieldsets to
open the Document Fieldsets management page.

Note: The System column on the Document Fieldsets screen is Reserved for Future
Development.

2.In the Existing document fieldsets section on this page, locate the fieldset that
contains the field/s you want to edit or delete; then, click the Edit icon for the relevant
fieldset to open the Edit Fieldset editing page.

3. Scroll down the page to the Additional Information section to view fields that exist
for this fieldset. The table provides the following information about each field: field
name; type of field (whether normal, lookup, or tree). This section also provides access
to field management functionality - Edit, and Delete.

4. Do you want to ...
¢ change any information in the field? Click the Edit icon for the relevant field to
open the Manage Field page. Make the required changes; then, click Update Field.

¢ remove this field as a member of this fieldset? Click the Delete icon for the
relevant field. Click OK on the system message that asks you to confirm the field
deletion.
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3.3.5.4 Link Type Management

Document Links are used to define a relationship between selected documents in
KnowledgeTree. When creating a document link, you specify the relationship that the link
implies, e.g. 'associated with’, or ‘duplicated by’.

3.3.5.4.1 Configuring Document Links

This procedure displays, edits, and deletes existing document links, and adds new document
links.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Document Metadata and Workflow Configuration - Link Type
Management to open the Document Link Type Management page.

2.Do you want to ...
o view existing link types? Scroll down to the Manage Existing Link Types section at
the bottom of this page to view a list of existing link types.

¢ add a new link type? Define a name for the link type in the Name field. Provide a
brief description of the link in the Description field. Click Add Link Type.

o edit an existing link type? Click the Edit icon for the relevant link type to open the
link type editing screen. Make the required changes (change the name or description);
then, click Change Link Type.

o delete an existing link type? Locate the link type in the Manage Existing Link
Types section at the bottom of the page; then, click the Delete icon for the relevant
link.
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Within KnowledgeTree it is possible for users to create links between related documents. Link types may include
constructs such as "associated with" and "duplicated by". Please create link types reguired by your arganisation
below.

Add a link type
Specify the details far a new link type below.
Hame =
A short, hurman-readable nare for the link type.

Description =
A shart brief description of the relationship implied by this link type.

Add Link Type

Manage Existing Link Types
Fraom this panel you can edit ar delete existing link types.
Mote: deleting a link type will delete all links of that type within the system.

Mame Description Edit Delete
Attachment  Document Attachment & u
Reference Document Reference & u
Copy Document Copy & ]

Document Links

3.3.5.5 Alerts by Document Type

Document Type Alerts are alerts that are defined for all documents of a specified document
type.

Note: 'Document Type Alerts' are provided as a plugin in KnowledgeTree Commercial Editions version
3.6.1 and above.

Document Type Alerts are date-based, user-defined, system-generated notifications that
are automatically sent to one or more users, groups and/or roles (as defined in the alert),
when some action (as specified in the alert) is required on a document of a certain type (as
specified in the alert).
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you are here: administration » document metadata and workflow configura...

-] Document Metadata and Workflow Configuration

Document Numbering Schemes

*Miscellaneous . - .
This allows for the customisation of a document numbering schemes

*Users and Groups
»Security Management Email Document Types
Manage the addition of Email document types to the system.

*Document Storage

, Document Metadata and

Workflow Configuration Lon e 0T e

) Manage the different types of information that can be associated with classes of documents.
»Search and Indexing

+ System Configuration Link Type Management
*License Administration Manage the different ways documents can be associated with one another.
*Reporting

Alerts by Document Types -

-

Manage alerts for the different document types within the system.

Figure: Alerts by Document Types - configuration page

Note: The time alerts are triggered are defined by your server time zone (server = utc time), which is
set in php.ini. You can manage Document Alerts as a scheduled background task through the
KnowledgeTree Task Scheduler.

The system administrator may define an unlimited number of Document Type Alerts on a
document type. Users may view a 'read-only' list of existing Alerts on the document's
Existing Alerts list, but only the system administrator may add, edit, and delete Document
Type Alerts.

£ Add other users to this alert..,

Read-only, document type alerts

Save | Cancel

Existing Alerts

A list of existing alents for this document

Due Date When Notify Message Delete
2009-03-09 14 days Adrinistrator Print and file hard copy a
2010-02-23 365 days Adrninistrator Please review contract System Alert
2011-02-23 730 days Administrator Contract renewal System Alert

Figure: View existing document type alerts (System Alerts) through Browse Documents -
[document] - Alerts

When adding a Document Type Alert, the system administrator defines ...
e whether the Alert applies to existing documents and to new documents of the relevant
document type, or only to new documents added to the system

e a re-occurence cycle - daily, weekly, monthly, or yearly
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e whether the Alert is reset on a document on check-in

e additional recipients - users, groups, or roles. By default, Document Type Alerts notify
only the system administrator.

When a document's document type is changed, any Alerts associated with the old
document type are removed and alerts associated with the new document type are applied
to the document.

= How are Document Type Alert recipients notified when an alert is triggered?
When an alert is triggered, an email is sent to the alert recipients. Recipients are also
notified through their 'Items Requiring Your Attention' dashlet on the KnowledgeTree
Dashboard.

Alert triggered

An alent was tnggered on the following document: KTTnal-License-Premium-1000-365
Comment:

Tra-la-la

View Document | Clear Alert | View all alerts on this document

Figure: Document Type Alert - example of an email notification

M

KnowledgeTree: KTTrial-License-Premium-1000-365 alert triggered
An alert was triggered on the following document:
K.TTnal-License-Premium-1000-365

Comment:
Tra-la-la

View document | & Clear alert |View all alerts on this document.

B Clear all notifications

Figure: Document Type Alert - notification on the KnowledgeTree Dashboard
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3.3.5.5.1 Configuring Alerts by Document Type

This procedure configures an alert by document type (Document Type Alert).

Perform the following steps:
1.Use your administrator credentials to log in to KnowledgeTree's web interface; then, to
open the Alerts by Document Type configuration screen, go to Administration -
Document Metadata and Workflow Configuration - Alerts by Document Types.
you are here: administration » document metadata and workflow configura. ..

-] Document Metadata and Workflow Configuration

Document Numbering Schemes
This allows for the customisation of a document numbering schemes

rMiscellaneous
*Users and Groups

»Security Management Email Document Types
Manage the addition of Email document types to the system.

*Document Storage

, Document Metadata and

Workflow Configuration Lon e 0T e

) Manage the different types of information that can be associated with classes of documents.
»Search and Indexing

+ System Configuration Link Type Management
*License Administration Manage the different ways documents can be associated with one another.
*Reporting

Alerts by Document Types -

-

Manage alerts for the different document types within the system.

Figure: Alerts by Document Types - configuration page
2.Do you want to ...

e view existing document type alerts? Existing alerts display on the page (if any are
configured for your system).

@ The alert has been added

Alerts by Document Types
Configure document alerts to recieve a notification when action is required on a document of a specific type.
& Add new alert

Rate Sheet

Frequency Motify Message Reset on  Repeated after Edit  Delete
check-in  notification

1 Days Administrator, Mary Jackson Update our Rates schedule @ @ & u]

e add a new Document Type Alert? Click Add new alert. Go to step 3.

¢ edit an existing Document Type Alert? Locate the relevant Alert on the page; then,
click the Edit icon to open the editing screen. Make the changes you require; then,
click OK.

e delete an existing Document Type Alert? Locate the relevant Alert on the page;
then, click the Delete icon.
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e enable or disable the setting to reset the Alert on a document when the
document is checked-in? Click the icon in the Reset on check-in column for the
relevant Alert. A green icon in this column indicates that this setting is Enabled. A red
icon in this column indicates that this setting is Disabled.

e enable or disable the setting to allow the Alert to re-occur? Click the icon in the
Repeated after notification column for the relevant Alert. A green icon in this column
indicates that this setting is Enabled. A red icon in this column indicates that this setting
is Disabled.

e manage document alerts as a scheduled background task? Go to the
KnowledgeTree Task Scheduler, where you can view and edit the frequency at which
this task runs (e.g. daily), the next run time, the previous run time, and the time taken
to complete this task. For these options, you can change the frequency, set the task to
run on the next iteration, and enable/disable the task.

3.To add a new Alert, configure settings on the Add a new alert screen; then, when
you're done, click OK. The following options are available:
e select a document type
define a time period - a number of days, weeks, months, or years
define whether the Alert loops in a re-occurring pattern
define whether to reset the Alert on a document when the document is checked-in
define whether to apply this Alert to all existing documents of this document type and
to new documents, or only to new documents
e add a message for the Alert
e select recipients for the notification on this Alert
Note: By default, Document Type Alerts trigger notifications that are sent to the system
administrator. You can include more recipients when adding and editing a Document Type Alert.

KnowledgeTree :
Document type N
# Select document type for alert =

| Rate Sheet v

administration » document metadata and

Alert date
Enter number and select frequecy =

Alerts by Do
Configure document]

SAimoreid ) Add new alert Repeat Reset on check-in Apply to all existing documents

Users and Groups

Security Management o Ane et s 4 Alert message
. L No document type 4 Add a message for this alert =

Update our Rates schedule

Document Storage

Document Metadata and
Workflow Configuration

Search and Indexing

System Configuration

License Administration

Repaorting Add other users to this alert...

OK | Cancel
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3.3.5.6 Document Types

KnowledgeTree groups documents by their 'Document Type' - e.g. Invoice, Report,
Quotation, Order, etc. Each Document Type is associated with one or more Fieldsets.

Each Fieldset represents a summary of related informational Fields - e.g. an Invoice
document type may include a fieldset called Client Details. The Client Details fieldset may
include the following fields: Name, Account Number, Address, Telephone Number, Email
Address.

Fields, Fieldsets, and Document Type are Metadata - they are descriptive references for
documents in the repository.

Note: Document Types cannot be deleted; unused document types can only be disabled. This
prevents the removal of required metadata.

3.3.5.6.1 Viewing / Editing / Adding Document Types

This procedure displays and edits existing document types, and adds new document types.

Perform the following steps:
1.Use your administrator credentials to log in to KnowledgeTree's Web interface; then, go
to Administration - Document Metadata and Workflow Configuration - Document
Types.

2.Do you want to ...
e view existing document types? Scroll down on the page to the Existing
document types section, where you can view a list of the document types
configured in your system, including currently associated fieldsets.

o edit a document type? The following information is editable: associate/ disassociate
fieldsets, change the document type name. Go to step 3.

¢ add a document type? Go to step 4.

3. Edit the document type:
3.1.Click the Edit icon for the relevant document type to open the editing screen.
3.2.Do you want to...

e change the document type name? Define a new name in the field adjacent to
the Change button; then, click Change.

e associate fieldsets with this document type? Select one or more fieldsets in
the Available Fieldsets pick list; then, click Associate Fieldsets.

o disassociate currently linked fieldsets? In the Linked Fieldsets section, select
the check box adjacent to each fieldset that you're disassociating from this
document type; then, click Disassociate Fieldsets.

118 KnowledgeTree 3.7 Administrator Manual 06 January 2010



4.Add a document type:
4.1.Define a name for the document type in the Name field; then, click Create to open
the Document Type [document type name] editing page.

4.2.Have you added the fieldsets for this document type to the system?

e Yes. Select fieldsets from the Available Fieldsets pick list; then, click Associate
Fieldsets.

e No. Create fieldsets to use with this document type. Go to Adding New Fieldsets to
find out more about this task. When you're done, go to Associating/disassociating
fieldsets and document types.

Note: Customized fieldsets are added to the Available Fieldsets pick list.

3.3.5.6.2 Enabling / Disabling Document Types

This procedure enables and disables document types.

Perform the following steps:
1. Use your administrator login credentials to open Administration; then, click Document
Metadata and Workflow Configuration in the Administration menu to open the
Document Metadata and Workflow Configuration section.

2. Click Document Types to open the Document Types page; then, scroll down the page
to view a list of the document types that exist in the system.

3. Click the icon in the Disable/Enable column for the relevant document type.

3.3.5.6.3 Associating / Disassociating Fieldsets and Document Types

This procedure associates and disassociates fieldsets and document types.

Note: Pre-defined custom fieldsets display on the Document Types editing page. Associating custom
fieldsets with one or more document types on the Document Types editing page associates the
metadata you added for the fieldset with the document type.

Perform the following steps:
1.Open Document Metadata and Workflow Configuration in Administration; then,
click Document Types to open the Document Types page.

2.Scroll down the page to the Existing document types section to view a list of the
document types that exist in the system.

3. Click the Edit link for the relevant document type (the document type where you want
to associate or disassociate fieldsets) to open the Document Type: [document type
name] editing page.

Note: The fieldsets currently associated with this document type are displayed in the
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Linked Fieldsets section on this page.

4. Do you want to...

o disassociate one or more currently associated (linked) fieldsets? In the Linked
Fieldsets section on this page, select the check box adjacent to each fieldset that
you want to disassociate from this document type; then, click Disassociate Fieldsets

Note: A system message verifies the disassociating of the selected fieldsets from this

document type.

¢ associate fieldsets with this document type? Select one or more fieldsets in the
Available Fieldsets pick list; then, click Associate Fieldsets.
Note: Hold down the keyboard Ctrl key while selecting menu options to multi-select

from this menu.

Note: A system message verifies the association of the fieldset/s with this document

type.

3.3.5.7 Automatic Workflow Assignments

Enabling Automatic Workflow Assignment allows you to configure workflows to be
assigned automatically to documents, based on their document type, or on their folder

location.

Kn GWI ed g eTre e.| o Your Company Logo Goes Here

Browse Documents | Administration | Administrator - Prafarences - About - Logout  ®

& administration » document metadata and workfiow configura . » automatic workflow assignments Ent — seanch ¥

*Mescellaneous

tLigers and Groups

+ Security Managemaent
+Document Storage

, Document Metadata and
Wokflow Configuration

+Search and Indexing

+ System Configuration
tLicense Administration
* Reposting

Automatic Workflow Selection

Workflow Allocation Plugins

Docurments of modification with & workfiow. Wodki

ed on nEy occud on @ ped Falder or per Document Type basis

with a workflow, p

and only one @ system. In order to automatically ass: se select the appropnate plugin
from the list below

Workflow Plugins =

Plugins providing workfiow allocators
Mo automatc assignment o
Update

Figure: Automatic Workflow Assignment - main page
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Automatic Workflow Selection
Worldflow Allocation Plugins

Documents may be associated on creation or modification w
and only one mode may be selected for the system. In arder
from the list below

Workflow Plugins =
Plugins providing workflow allocators

FolderWorkflowAssociator A

Update

Figure: Workflow assigned by Folder

Automatic Workflow Selection
Waorkflow Allocation Plugins

Documents may be associated on creation or
and only one mode may be selected for the sy
from the list below

Workflow Plugins =

Plugins providing workflow allocators

DocumentTypeWorkflowAssociator +

Update

Figure: Workflow assigned by document type

3.3.5.7.1 Enabling / Disabling Automatic Assignment of Workflows

This procedure enables and disables automatic workflow assignment.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
open Administration - Document Metadata and Workflow Configuration -
Automatic Workflow Assignments to open the Automatic Workflow Selection page.

2.0n the Automatic Workflow Selection page, click the Workflow Plugins down-arrow
to expand the pick list; then, select a workflow assignment mode for KnowledgeTree.

Options are:
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o DocumentTypeWorkflowAssociator - allows you to assign workflows by document
type. Once you have enabled this feature, you may allocate the workflows to use for

each document type. See Allocating Workflows to Document Types.

e FolderWorkflowAssociator - allows you to assign workflow by folder
¢ No automatic assignment - disables automatic workflow assignment

3. Click Update.

3.3.5.8 Workflows

This chapter provides information and instructions for working with KnowledgeTree
Workflows.

Note: Please see the topic, Introduction to KnowledgeTree Workflows, (in this Manual) to learn more
about the Workflows concept KnowledgeTree.

K“ow‘edge-rree o Your Company Logo Goes Here
Dashboard | Browse Documents || Administration | Administrator - Preferences - About - Logout
administration » document matadata and workfiow corfiqura . » workflows search =
R Workflow Admin

Workflow is a descrption of a document’s lifecyc and workflow

which describe where in the Il.‘et',C & the document is

»Nhisc 0
Miscellanecus transitio
© Create Mew V

Existing workilows

descnbe the next steps wil
Vorkdlow

*Users and Groups
+Sacunty Management

Document Storage Select a workflow to modify. To enable a disabled workflow, edit it and set a proper starting state
Document Metadata and [ — Staws  Edit

Workflow Configuration

+Search and Indesang ] Genarate Documant @ .-

*System Configuration o] Review Process e 7

rLicense Administration

rReporting Copy

Figure: Document Metadata and Workflow - Workflows (main page)

3.3.5.8.1 How to set up a Workflow

The first step to setting up a useful workflow is to clearly define the business process that
you want to automate in your document management system workflow. Start by giving
your workflow a user-friendly, descriptive name; then,

Step 1: Map out the states in your workflow

Note: Typically, a state is the point at the end of one task and prior to the start of the next task - i.e.
a milestone in the document life-cycle,

and the result of the action in the Transition.

Step 2: Define the transitions that will lead to the states
Note: Transitions are the actions that result in the document moving from one state to the next
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Step 3: Define security requirements at various states and transitions in the
workflow

Note: You may want only users of a certain Role to perform some Transitions (e.g. perhaps only
users assigned to the role 'Manager' may approve a document at a certain point); Or, perhaps only
users with appropriate permissions may perform certain transitions, e.g. a user who has submitted a
leave application is not typically allowed to transition the document to the 'Approved’ state.

3.3.5.8.1.1 Getting Started - Adding the workflow to KnowledgeTree

If you have planned your workflow, you can add it to KnowledgeTree.

1. Add the workflow to KnowledgeTree:
e add a workflow name
e add the states
e add the transitions
e connect the transitions to states

2. Configure security (permissions) by workflow state:
e assign permissions (including document actions) that are allowed or disallowed by each
state in the workflow

e allocate state-controlled permissions to groups and roles

3.Set up Notifications per workflow state, if required. This allows a notice to be sent to
selected recipients when a document reaches a certain state in the workflow.

4. Configure the workflow transitions:

e Add transition restrictions (set up guard triggers on the transition) - these are various
types of restrictions that apply on the transition

e add transition effects (actions)- here you define what happens after the transition
occurs (e.g. perhaps the document moves to a particular folder)

3.3.5.8.1.2 Working with existing workflows

Once you have added and configured your KnowledgeTree workflows, you may want to:

e View and edit your existing workflows: change the name of the workflow, select a
starting state, enable or disable the workflow

e Copy the settings of an existing workflow to create a new workflow

e Change the connections set up between States and Transitions in an existing workflow
(Edit workflow process)

o Edit existing states and add new states in a currently selected, existing workflow (edit
the name of the state and state effects - security and notifications)
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e Add new transitions to an existing workflow, or edit transitions in a workflow

e View permissions currently controlled by states in a workflow, assign and remove
permissions controlled by states, and define / remove actions blocked by states

e View, edit, or delete existing transition restrictions

e View and edit existing notifications

e View, edit, delete, and add transition effects (actions)

e Enable and disable the automatic assignment of workflows

e Allocate workflows to document types

3.3.5.8.2 Adding Workflows

This procedure adds a new workflow.

Note: You can create a brand new workflow, or copy, then edit, the settings of an existing workflow
to create a new workflow. See Also: Copying a Workflow.

Pre-requisites:
e Plan the workflow.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Document Metadata and Workflow Configuration - Workflows
to open the Workflow Admin page.

:ument metadata and workflow configura... » workflows

Workflow Admin

Workflow is a description of a document’s lifecycle. It is made up of workdflow states, which describe whe
which describe the next steps within the lifecycle of the document

@ Create New Workflow

Existing workflows

Select a workflow to modify. To enable a disabled workflow, edit it and set a proper starting state

Mame Status Edit
O Generate Document & v
O Review Process (] "]

Copy
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2.Click Create New Workflow.
3. Define basic workflow details:
3.1.Define a workflow name in the Workflow Name field.
3.2.Define workflow States in the States field - add unique state names, one per line.
Note: By default, the first state listed in this field becomes the starting state.
3.2.1.Define workflow Transitions in the Transitions field - add unique transition
names, one per line.

Step 1: Basic Workflow Details
Workflow Details

This first step requires that you provide basic details about the workflow: its name, etc
Workflow Name =
Each workflow must have a unigue name

Leave Application

States =
As documents progress through their lifecycle, they pass through a number of states. These states describe a ste
Examples of states include "reviewed”,"submitted” or "pending”. Please enter a list of states, one per line. State n

@ Mote that the first state you list is the one in which documents will start the workflow - this can be changed lat
Submit

Review

Approve

Reject
Appeal

Transitions
In order to move between states, users will cause "transitions” to occur. These transitions represent processes fol
invoice” or "publish”. Please enter a list of transitions, one per line. Transition names must be unique. You'll assigr

Received
Reviewed
Deci=sion

3.3.Click Next.

4. Connect the transitions to states - for each Transition listed in the table, select a
destination state; then, select one or more source states.
Note: You can move a document in a workflow to a destination state from more than one
source states.
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Step 2: Connect transitions to states
In order to move between states, the transitions you specified earlier must be configured to move from a set of states to a "destination” states. Use the table t

configure this behaviour.

Transition Leads to state Submit Review Approve Reject Appeal
Received Review O O O
Reviewed Approve ¥ L O L] [
Decision Approve ¥ O O

Create Workflow  Cancel

5. Click Create Workflow.

6. The Workflow: [workflow name] page opens. Here you can edit the basic details of
the workflow, or access workflow management functions in the Workflow
Administration menu.

ou are here: administration » document metadata and workflow configura... » workflows » leave application (overview

e Workflow: Leave Application
) One of the most powerful features of KnowledgeTree is the workflow system. This allows you to direct the lifecycle of a document
*Overview Administration” menu on the left allows you to access and update information about states, transitions, security and notifications
*States and Transitions ¥ Edit Workflow Details (e.g. workflow name, starting state)
+ Security

Workflow Effects
+Select different workflow

7.To complete the workflow configuration, you need to ...
e select a starting state
e configure security by state.

3.3.5.8.3 Configuring Security by Workflow State

This procedure displays permissions controlled by the states in a currently selected
workflow, assigns and removes permissions controlled by state, and defines the document
actions to block by workflow state.

Note: Permissions configured through workflow states override folder permissions.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Document Metadata and Workflow Configuration -
Workflows to open the Workflow Admin page.
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:ument metadata and workflow configura... » workflows

Workflow Admin

Workflow is a description of a document’s lifecycle. It is made up of workflow states, which describe whe
which describe the next steps within the lifecycle of the document.
@ Create New Workflow

Existing workflows

Select a workflow to modify. To enable a disabled workflow, edit it and set a proper starting state.

Mame Status Edit
O Generate Document e
O Feview Process (]

Copy

2.In the Existing workflows section, click the Edit icon for the relevant workflow to
open the Workflow: [workflow name] page.

you are here: administration » document metadata and workflow configura... » workflows » leave application (overiew)

) Workflow: Leave Application

One of the most powerful features of KnowledgeTree is the workflow system. This allows you to direct the lifecycle of a document
Administration” menu on the left allows you to access and update information about states, transitions, security and notifications
Edit Workflow Details (e.g. workflow name, starting state)

FQverview

+States and Transitions
+ Security

Woarkflow Effects
+Select different workflow

3.In the Workflow Administration menu, click States and Transitions.

States and Transitions: Leave Application

The core of a workflow is the process that documents in that workflow follow. These processes are made up of states (which documents a
"published") and transitions which documents follow (e.g. "submit for review” or "publish”)

Configure Workflow Process (e.g. which transitions lead to which states)

States Transitions

@ Add New States @ Add New Transitions

State Mame Edit Delete Transition Name Edit Delete
Appeal ¥ Decision lead
Approve ad Received lead
Reject tad Reviewed ey
Review tad

Submit 3

4.View the list of states in the table; then, for the relevant state where you need to
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configure permissions, click the Edit icon to open the Manage State page.

Manage State
Edit State

State Name =

As documents progress through their lifecycle, they pass through a number of states. These states describe a step in the pr
Examples of states include "reviewed”,"submitted” or "pending”. State names must be unigue, and this includes states alre:

Appeal

Update State Cancel

State Effects
One of the reasons that workflow is so key to the way KnowledgeTree is used is that states can have a variety of effects on the

workflow states can override the permissions on a document, and reaching a state can cause notifications to be sent out.

Security
When a document is in a workflow state, that state can override some or all of the permissions that would "normally” be assigr

is in). It can also restrict which document actions are available.

Notifications

In order to progress through a workflow, a document will usually require collaboration between a number of different users. One
certain groups or roles about the document's current state.

5.1In the State Effects section, click Security to open the Security Overview:
[workflow name] page.

State Effects
One of the reasons that workflow is so key to the way KnowledgeTree is used is that states can have a variety of effec
workflow states can override the permissions on a document, and reaching a state can cause notifications to be sent
Security
When a document is in a workflow state, that state can override some or all of the permissions that would "normally™ t
is in). It can also restrict which document actions are available.
Motifications
In order to progress through a workflow, a document will usually require collaboration between a number of different us
certain groups or roles about the document's current state.

you are here: administration » document metadata and workflow configura... » workflows » leave application » security

e Security Overview: Leave Application

KnowledgeTree has a powerful security model, in which users can only see documents they have per

Overview permissions to a document, since it can override the permissions assigned at a folder level

* States and Transitions There are 3 different ways in which workflows interact with the system’s security
+Security Document Permissions (by state)
»Warkflow Effects Action Restrictions (by state)

+Select different workflow

6. The following security settings are configurable for the workflow states:
¢ View permissions controlled by state. Click Document Permissions. The table
displays how permissions are controlled by each state in the workflow (if already
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configured). A tick in the Control column for each state confirms a state's control
over permissions.

Permissions Overview

A particular workflow state can override some, all, or none of the permissions that would normally apply to a document. In this way you can (for example) let the
folder's permissions decide who can see the document (with Read permissions), while having the workflow restrict access to the "edit” permission
States which control permissions have a tick in the "Control” column. Permissions which are not controlled by a state (e.g. which are controlled by the folder a
document is in) are marked with a dash (—). Controlled permissions are marked with a tick. Click on the state name to specify how it controls permissions.

States Contral Read Write Manage security Delete Manage workflow Rename Folder

- © — - © ©

Appeal
Approve

Reject

Review

© 00006

Submit

View permissions controlled by state

o Assign permissions to control by a state. Click Document Permissions. On
Permissions Overview, click on the relevant state name in the States column to
open Manage Permissions: [state name] page. Select permissions to control by
this state; then, click Set controlled permissions. To allocate these permissions to
groups and roles, click Allocate permissions.

Manage Permissions: Approve

Mo permissions are controlled by this state. Indicate below which permissions are controlled to allocate them.
Specify permissions
Controlled Permissions

Select the permissions you want controlled by this state

Read Write Manage security Delete Manage workflow Rename Folder
O
Setcontrolled permissions Cancel

Assign permissions by state

@ Controlled permission updated.

Manage Permissions: Approve

Once you've selected the permissions you want to contral for this workflow state, you should allocate these to the appropriate groups and roles
& Allocate permissions

Specify permissions
Controlled Permissions

Select the permissions you want controlled by this state

Read Write Manage security Delete Manage workflow Rename Folder
4|
Setcontrolled permissions Cancel

Allocate state permissions to groups/roles

¢ Allocate permissions controlled by a state, to roles and groups. Click Document
Permissions. Click on the state name in the State column to open Manage
Permissions: [state name] page. Click Allocate permissions. Populate the
Assigned entities field by adding groups and roles from the Available Entities field.
Remove permissions from groups and roles by moving these groups and roles from the
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Assigned Entities field to the Available Entities field. Roles and groups added to
the Assigned Entities field are displayed in the table at the bottom of this page. For
each role and group where state controlled permissions are allocated, select the
check box - one or more - to define the permission allocated to the role or group.
When you're done, click Update Workflow Permissions.

Note: To populate the Available Entities field, use the Show All button, or enter
criteria to filter the data returned. To populate the Assigned Entities field, select
groups and roles in Available Entities; then, click the right-pointing arrow to move
these entities to the Assigned Entities field. To remove groups and roles from the
Assigned Entities field to the Available Entities field, select groups and roles in
Assigned Entities; then, click the left-pointing arrow to move these entities to the
Available Entities field.

Jment metadata and workflow configura_. » workflows » leave application » security » document permissions » approve Enter search criteria... search +

Select roles and groups for whom you wish to change permission assignment from the box on the left, and move them over to the box on the right using the button with
right-pointing arrows. You can then allocate or remove permissions from these entities and save by pressing the ‘Update Permission Assignments” button’.

Available Entities Assigned Entities

Group: Accounts ) Group: Management
Group: Exports

Group: Impaorts

Group: Office Admins »

Group: System Administrators

Filter « Filter

<

Show All

Role or Group Write Manage security Delete Manage workflow Rename Folder

Group: Management

Update Workflow Permissions Cancel

Allocate state permissions to groups/roles

¢ View document actions blocked by state. Click Action Restrictions. A table on
the Actions Overview page lists the available document actions in the system, and
it lists the states in this workflow; blocked actions are unavailable on a document
that reaches this state in the workflow.

© Disabled actions updated.

Actions Overview
In addition to restricting permissions, it is also possible to block certain actions at any given point. Actions which are not blocked are still controlled by the usual permissions
9 Edit Actions

State Download Change Checkout Cancel Checkin Edit Delete Move  Copy  Rename Archive Workflow Request Generate View | |
Document Checkout Metadata Assistance PDF Inline| [
Ownership b
Appeal — -] — — — — @ @ @ @ @ = = ® —
Approve — @ @ — — @ @ — — @ — == — @ —
Reject = =] @ — — — — — — — _ _ _ _ _
Review — — — — — == = == = — — _ _ _ _
Submit — — — — — == = == = — — — _ _ _
<

View blocked actions

e Block or unblock document actions by state. Click Action Restrictions. On the
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Actions Overview page, click Edit Actions to open the Assign blocked actions
page. For each state in the table, select the check box at each document action
that you want to block on a document that reaches this state in the workflow.
Deselect the check box for each document action that you want to make available on
a document that has reached this state in the workflow. When you're done, click

Block actions.

Assign blocked actions

@ Actions which are checked on this page will not be available to users.
Assign Blocked Actions

State Download Change Checkout Cancel Checkin Edit Delete Move Copy Rename Archive Workflow Request Generate  View
Document Checkout etadata Assistance PDF Inline
Qwnership

Appeal O O L] O O O O O

Approve O | O o 0O O O O O

Reject O L] O O o O O O O O O O O

Review O O O L] O O o O O O O O O O O

Submit O O O L] O O o O O O O O O O O

|

)

Block actions

Cancel

Assign blocked actions

3.3.5.8.4 Adding / Editing Notifications on Workflow States

This procedures adds and edits notifications by workflow state.

Note: Setting up Notifications allows selected recipients to be notified when documents reach a
specified workflow state.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Document Metadata and Workflow Configuration - Workflows

to open the Workflow Admin page.

2.In the Existing workflows section, locate the workflow you're configuring; then, click
the Edit icon for this workflow to open the Workflow: [workflow name] page.

3.In the Workflow Administration menu, click States and Transitions to open the
States and Transitions: [workflow name] page.

4.1In the States section, locate the state you're configuring; then, click the Edit icon for
this state to open the Manage State page.

5.0n the Manage State page, in the State Effects section, click Notifications to open
the Edit State Notifications page.
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State Effects
One of the reasons that workflow is so key to the way KnowledgeTree is used is that states can have a variety of effects on the way other sys
workflow states can override the permissions on a document, and reaching a state can cause notifications to be sent out

Security

When a document is in a workflow state, that state can override some or all of the permissions that would "normally” be assigned to the docu
is in). It can also restrict which document actions are available

MNotifications

In order to progress through a workflow, a document will usually require collaboration between a number of different users. One way to help thi
certain groups or roles about the document's current state

6. Populate the Assigned field with the names of system users that are displayed in the
Available field, and who require notification when a document in the workflow is in this
state. When you're done, click Update Notifications.

Note: Populate the Available field by clicking Show All to display all users, or define
filter criteria to sort users. Use the right-pointing and left-pointing arrows adjacent
to this field to move user names from Available to Assigned, or from Assigned

to Available.
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Edit State Notifications.
Edit State Motifications.

Users to inform
Select which users, groups and reles to be notified

Available Assigned

User: Administrator A Group: Management
User: Adrian Jenkins

User: Anonymous

User: Emily Barlow

User: Gillian Tang

User: Mike Jones

User. Monique Brand

User: Traci Brown

User. Wayne Smith

Group: Accounts

Group: Exports .,
Group: lmpots 7%
Group: Office Admins

Group: System Administrators &
Role: Authenticated Users

Role: Creator

Role: Everyone

Role: Manage Folder

Filter

Role: Owner

Role: Publisher w
Filter
Show All

Update Notifications Cancel

Update notifications by state

7.Your changes are saved, and the Workflow Notifications page displays, where you
can view notifications set up per state in the workflow.
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@ Notifications updated.

Workflow Notifications

Please select which roles or groups should be informed when each state is reached

State Edit Existing Motifications

Appeal ¥ Groups: Management
Approve B8 Mo notifications
Reject ¥ No notifications
Review ¥ MNo notifications
Submit ¥ Mo notifications

View notifications by state

8.To add or edit notifications on any state, click the Edit icon for the relevant state to
open the Edit State Notifications page. Repeat this procedure from step 6.

3.3.5.8.5 Adding Transition Restrictions

This procedure adds a transition restriction to a selected transition.

= What are Transition Restrictions (Guard Triggers)?
Transition restrictions (also called Guard Triggers) are conditions that must be met
before a workflow can 'transition' to the next state in the workflow.

A 'Guard Trigger' may include required permissions, or only certain roles or groups that
are allowed to perform the transition, or some action that occurs at the transition, such
as preventing the document from being checked out at a certain state.

KnowledgeTree provides the following guard triggers for configuring Transitions in a
workflow:

e Permission restrictions

e Role restrictions

e Group restrictions

e Conditional restrictions

e Checkout Guard

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Document Metadata and Workflow Configuration - Workflows
to open the Workflows main page.
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:ument metadata and workflow configura... » workflows

Workflow Admin

Workflow is a description of a document's lifecycle. It is made up of workflow states, which describe whe
which describe the next steps within the lifecycle of the document.
@ Create New Workflow

Existing workflows

Select a workflow to modify. To enable a disabled workflow, edit it and set a proper starting state.

Mame Status Edit
O Generate Document (]
O Review Process &

Copy

2.In the Existing workflows section, locate the workflow where you need to add
transition restrictions; then, click the Edit icon for this workflow to open the Workflow:
[workflow name] page.

3.In the Workflow Administration menu, click States and Transitions to open the
States and Transitions: [workflow name] page.

States and Transitions: Leave Application

The core of a workflow is the process that documents in that workflow follow. These processes are made up of states (which documents a
"published”) and transitions which documents follow (e.g. "submit for review” or "publish”)
Configure Workflow Process (e.g. which transitions |ead to which states)

States Transitions

@ Add New States @ Add Mew Transitions

State Name Edit Delete Transition Name Edit Delete
Appeal L= Decision L
Approve [ %] Received (%]
Reject L= Reviewed L
Review L*

Submit ]

4.1In the Transitions section, locate the transition you're configuring; then, click the Edit
icon for this transition to open the Manage Transition page.
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States and Transitions: Leave Application

The core of a workflow is the process that documents in that workflow follow. These processes are made up of states (which documents are
"published") and transitions which documents follow (e.g. "submit for review” or "publish”)

Configure Workflow Process (2.g. which transitions lead to which states)

States Transitions
@ Add New States @ Add Mew Transitions
State Name Edit Delete Transition Name Edit Delete
Appeal td Decision L
Approve kd Received b
Reject tad Reviewed by
Review tad
Submit D

Edit Transition

5. Click Transition Requirements to open the Transition Restrictions: [transition
name] page.

Manage Transition
Edit Transition

Transition Name =
In order to move between states, users will cause "transitions” to occur. These transitions represent proce
invoice” or "publish”. Transition names must be unique within the workflow (e_g. within this workflow, you ¢

Decision

Update Transition Cancel

Transition Reguirements

You can control when and by whom transitions can be performed by setting up various guards. These can in
restriction conditions.
Transition Effects

One of the powerful aspects of transitions is that you can specify a set of "effects” which occcur when the tra
and includes things like automatically moving the document to a particular folder.

Transition Requirements

6. Click the down arrow at the Restriction Type drop down menu; then, select a
restriction.
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Transition Restrictions: Decision

@ All of these must allow the user to perform the transition.
Add Mew Transition Restriction

Restriction Type =

Permission Restrictions (Guard) +

Add Restriction Cancel

Anybody (with the ability to see the document) can perform this transition.

Select restriction

Transition Restrictions: Decision

@ All of these must allow the user to perform the transition.
Add Mew Transition Restriction

Restriction Type =
Group Restrictions (Guard) e

Add Restriction Cancel

Transition restriction selected

7.Click Add Restriction. The system opens the Guard [restriction type] for Transition
page.
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@ MNew restriction added. This restriction requires configuration: please specify this below.

Guard Groups for Transition
Guard Groups

Specify which group the user will require in order to perform this transition
O Accounts

O Exports

O Imports

O Management

O Office Admins

O System Administrators

Save Trigger

Configure transition restriction

8.Is this a ...
e permission restriction? Select permissions check boxes - one or more. Only users
who have all of these permissions will be allowed to perform the transition.

e role restriction? Click a role radio button. Only users who have this role will be
allowed to perform this transition.

e group restriction? Click a group radio button. Only users belonging to this group will
be allowed to perform this transition.

¢ conditional restriction? Select a dynamic permission radio button. The transition is
only available once this condition is met.

o checkout guard? This restriction does not require additional configuration. Exit this
procedure.

9.Click Save Trigger. The Transition Restrictions: [transition name] page opens,
where you can view the restriction and its configuration.
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@ Trigger saved.

Transition Restrictions: Decision
@ All of these must allow the user to perform the transition.

Add Mew Transition Restriction

Restriction Type =

Permission Restrictions (Guard)

Add Restriction Cancel
Restriction Edit Delete Configuration
Group Restrictions ¥ The user must be a member of the group "Management”.

Transition restriction saved

3.3.5.8.6 Configuring Transition Effects

This procedure displays, edits, deletes, and adds transition effects (actions).

Note: Transition effects are the actions that you want to occur on the document after it has passed
through a transition in a workflow, e.g. moving the document to a specified folder.

Configuring transition effects involves the following tasks:
e adding new transition effects
e viewing existing effects
¢ editing existing effects
e deleting existing effects

Perform the following steps:

1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go

to Administration - Document Metadata and Workflow Configuration - Workflows
to open the Workflows main page.
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:ument metadata and workflow configura... » workflows

Workflow Admin

Workflow is a description of a document’s lifecycle. It is made up of workflow states, which describe whe
which describe the next steps within the lifecycle of the document.

@ Create New Workflow

Existing workflows

Select a workflow to modify. To enable a disabled workflow, edit it and set a proper starting state.

Mame Status Edit
O Generate Document e
O Feview Process (]

Copy

2.In the Existing workflows section, locate the workflow you're configuring; then, click
the Edit icon for this workflow to open the Workflow: [workflow name] page.

3. Click States and Transitions in the Workflow Administration menu to open the
States and Transitions: [workflow name] page.

4.1In the Transitions section, locate the transition you're configuring; then, click the Edit
icon for this transition to open the Manage Transition page.
5. Click Transition Effects to open the Transition Effects page.
Manage Transition
Edit Transition

Transition Name =

In order to move between states, users will cause "transitions” to cccur. These transitions represent processe
invoice” or "publish”. Transition names must be unique within the workflow (e_g. within this workflow, you can

Decision

Update Transition Cancel

Transition Requirements

You can control when and by whom transitions can be performed by setting up various guards. These can incluc
restriction conditions

Transition Effects

One of the powerful aspects of transitions is that you can specify a set of "effects” which occur when the transiti
and includes things like automatically maoving the document to a particular folder

Click transition effects
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6. Do you want to ...
e view the actions/effects that exist for this transition? A table on this page lists
actions/effects that are currently set up on this transition, including configuration
information for each action/effect.

e modify an action/effect? View existing actions/effects in the table; then, select
the Edit icon for the relevant action/effect to open the [action/effect name] for
Transition page; change the configuration options on the page as required; then,
select Save Trigger.

e remove an action/effect? Click the Delete icon for the relevant action/effect.

¢ add a transition effect? Go to step 7.

7.Add a transition effect:

7.1.Click the down arrow at the Action/Effects Type drop down menu; then, select an
action/effect.

Transition Effects
Add Mew Transition Action

Action/Effect Type =

Moves Document (Action)

Add Action Cancel

This transition has no actions associated with it..

7.2.Click Add Action to open the [action name] for Transition page.
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@ MNew restriction added. This restriction requires configuration: please specify this below.

Guard Groups for Transition
Guard Groups

Specify which group the user will require in order to perform this transition
O Accounts

O Exports

O Imports

O Management

O Office Admins

O System Administrators

Save Trigger

Configure transition effects

7.3.Select configuration options for the action/effect; then, click Save Trigger to re-
open the Transition Effects page, where you can view the transition action/effect
you added, and its configuration.

Move Action for Transition

Maowe

Specify the folder to which the document must be moved
Acme Logistics » Human Resources »

Title

Mo folders or documents in this location.
0 items, 25 per page

Save Trigger

3.3.5.8.7 Viewing / Editing Workflow Settings

This procedure displays existing workflows and edits the following workflow settings:
e change the name of the workflow
e select a starting state
e enable or disable the workflow

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
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to Administration - Document Metadata and Workflow Configuration - Workflows
to open the Workflow Admin page.

:ument metadata and workflow configura... » workflows

Workflow Admin

Workflow is a description of a document’s lifecycle. It is made up of workflow states, which describe whe
which describe the next steps within the lifecycle of the document
@ Create New Workflow

Existing workflows

Select a workflow to modify. To enable a disabled workflow, edit it and set a proper starting state

Mame Status Edit
O Generate Document (] "
O Review Process (] "]

Copy

2. View existing workflows in the Existing Workflows section on this page.

3.To edit a workflow, click the Edit icon for the relevant workflow to open the Workflow
Overview.

ou are here: administration » document metadata and workflow configura... » workflows » leave application (overview

e Workflow: Leave Application

One of the most powerful features of KnowledgeTree is the workflow system. This allows you to direct the lifecycle of a document
Administration” menu on the left allows you to access and update information about states, transitions, security and notifications
% Edit Workflow Details (e.g. workflow name, starting state)

+ Overview

+ States and Transitions
+ Security

YWorkflow Effects

+Select different workflow

4. Click Edit Workflow Details to open the Edit Workflow Details: [workflow name]

page.
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Edit Workflow Details: Leave Application
Edit Worlflow Details

Workflow Name =
Each workflow must have a unique name

Leave Application

Starting State =
When a document has this workflow applied to it, which state should it initially have

OAppeal
OApprove
OReject
OReview
®Submit

Enabled
If a workflow is disabled, no new documents may be placed in it. Documents which were previously in

Update Workflow Details Cancel

5. The following workflow settings are editable:
e change the name of the workflow in the Workflow Name field
e select a starting state
e enable or disable the workflow

6.To save your changes, click Update Workflow Details.

3.3.5.8.8 Copying Workflows

This procedure copies the settings of an existing workflow to a new workflow.

Perform the following steps:

1. Use your administrator login credentials to open the Document Metadata and
Workflow Configuration section in Administration.

2. Click Workflows to open the Workflow Admin page.
3.Select a workflow radio button in the Existing Workflows section; then, click Copy.
4.0n the Copy Workflow page, define a name for the new workflow; then, click Copy.

5.The new workflow displays in the Existing workflows section.
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3.3.5.8.9 Editing Connections from Transitions to States

This procedure edits existing connections between Transitions and States in a currently
selected workflow.

Perform the following steps:

1.

Open the Document Metadata and Workflow Configuration section in
Administration; then, click Workflows to open the Workflows main page.

.Locate the relevant workflow in the Existing workflows section; then, click its Edit

icon to open the Workflow: [workflow name] page.

.Click States and Transitions in the Workflow Administration menu to open the

States and Transitions: [workflow name] page.

. Click Configure Workflow Process to open the workflow configuration page.

.Locate the relevant transition in the Transition column; then, select a destination state

for the transition in the adjacent Leads to state pick list.

.Select source State check boxes - one or more - to define the state/s that precedes

this transition.
Note: KnowledgeTree allows a document in a workflow to move to the next state from
one or more source states.

.Click Update Process to re-open the States and Transitions:[workflow name] page.

3.3.5.8.10 Adding / Editing Transitions

This procedure edits existing transitions and adds new workflow transitions.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go

to Administration - Document Metadata and Workflow Configuration - Workflows
to open the Workflows main page.

2. Scroll down to view existing workflows; then, click the Edit icon for the workflow you're

configuring.

3. Click States and Transitions in the Workflow Administration menu to open the

States and Transitions: [workflow name] page.

4. Do you want to ...

¢ add a new transition? Go to step 5.
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¢ edit an existing transition? Go to step 6.

5. Add a transition:
5.1.Click Add New Transitions to open the Add Transitions to Workflow page.

5.2.Define new transitions for this workflow - one per line - in the text field; then, click
Add Transitions.
Note: You must use unique names for new transitions.

5.3.The States and Transitions: [workflow name] page opens. Now you can connect
the transition to a destination state (the next state after this transition), and to one
or more source states (the states that lead to this transition). Go to Configuring
Workflow Process for more information about this task.

6. Edit a transition:
6.1.Locate the transition you're configuring (in the Transitions section of the States
and Transitions: [workflow name] page; then, click the Edit icon for this transition
to open the Manage Transition page.
6.2.Do you want to ...
e change the name of the transition? Define a hew name for the transition in the
Transition Name field; then, click Update Transition.

o configure transition restrictions (guards)? Go to Configuring Transition Restrictions

Note: Transition restrictions are a restrictive setting that defines when the transition
can be performed, and by whom.

e configure transition effects? Go to Configuring Transition Effects.

3.3.5.8.11 Viewing / Editing / Deleting Transition Restrictions
This procedure displays, edits, and deletes restrictions on a currently selected transition.
Perform the following steps:

1.Open the Document Metadata and Workflow Configuration section in
Administration; then, click Workflows to open the Workflows main page.

2.In the Existing workflows section, locate the workflow you're configuring; then, click
the Edit icon for this workflow to open the Workflow: [workflow name] page.

3. Click States and Transitions in the Workflow Administration menu to open the
States and Transitions: [workflow name] page.

4.1In the Transitions section, locate the transition you're configuring; then, click the Edit
icon for this transition to open the Manage Transition page.

5. Click Transition Requirements to open the Transition Restrictions: [transition
name] page.
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6. Do you want to ...
o view all restrictions (guards) that are currently configured for this transition? A
table on this page provides a list of restrictions that are set up for this transition,
including the configuration for each restriction.

« modify an editable restriction? Click the Edit icon for the relevant restriction to
open the editing screen for the restriction. Make the required changes; then, click
Save Trigger.

Note: Only transition restrictions that display the Edit icon are editable.

o delete a transition restriction? Click the Delete icon for the relevant restriction.

e add a new restriction? Go to Adding Transition Restrictions.

3.3.5.8.12 Adding / Editing States

This procedure edits existing states and adds new states in a currently selected, existing
workflow.

Note: The following information is editable: state name, and state effects (security and notifications).

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's Web interface; then, go
to Administration - Document Metadata and Workflow Configuration - Workflows
to open the Workflows admin page.

2.In the Existing workflows section, locate the workflow you're configuring; then, click
the Edit icon for this workflow to open the Workflow: [workflow name] page.

3. Click States and Transitions in the Workflow Administration menu to open the
States and Transitions: [workflow name] page.

4. Do you want to ...
e add a new state? Go to step 5

e edit a state? Go to step 6.

5.Add a state:
5.1.Click Add New States to open the Add States to Workflow page.

5.2.Define new states for this workflow - one per line - in the text field; then, click Add
States.

Note: New states added to the workflow must be given a unique name.

5.3.The States and Transitions: [workflow name] page opens, where you can view,
edit, or delete existing states.

6. Edit a state:
6.1.In the States section, locate the state you're configuring; then, click the Edit icon
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for this state to open the Manage State page.

6.2.Do you want to ...
e change the name of this state? Define a new name for the state in the State
Name field.

o configure security settings for this state? Go to Configuring security by workflow
state.
Note: KnowledgeTree's workflow tool allows the admin user to control permissions
and block specified document actions through the Workflow State.

e configure notifications for this state? Go to Configuring Workflow State

Notifications.
Note: The administrative user configures the system to send notifications to specified
users when a document reaches a certain state in the workflow.

3.3.5.8.13 Allocating Workflows to Document Types

This procedure allocates a selected workflow to a specified document type so that, when
users upload a document and select the document type, the workflow is automatically
activated on the document.

Pre-requisites:
e Enable the automatic workflow assignment function

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
open Administration - Document Metadata and Workflow Configuration -
Workflow Allocation by Document Types.

2.0n the Workflow Allocation by Document Type page, scroll down to Workflow
Allocations to view the list of existing document types.

3. Choose the relevant document type (i.e. the document type where you want to allocate
a workflow); then, expand the adjacent Workflow pick list to select the workflow that
should be automatically assigned on this document type.

4. Click Apply .
Note: Repeat this procedure for each document type requiring automatic workflow
allocation.

3.3.6 Search and Indexing - Reporting

KnowledgeTree's 3.5.x (and above) search engine uses Apache Lucene full text indexing for
document indexing.

Note: Some settings are not available for KnowledgeTreeLive - the hosted, SaaS version of
KnowledgeTree Commercial on-premise. View details on the KnowledgeTree Wiki.
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Note: Previous versions of KnowledgeTree use MySQL full text indexing.

KnowledgeTree's indexing mechanism includes:

e a search query builder

e results ranked by relevance and including a snippet of document content where the 'hit
has occurred

o offline document indexing (improves performance)

Knowledgelree

Dashboard | Browse Documents | Administration

you are here: administration » search and indexing

— Search and IndEXing

Extractor Infarmation
This report lists the text extractors and their supported mime types.

Miscellaneous

+Users and Groups
»Security Management Document Indexing Diagnostics

»Document Storage This report will help to diagnose problems with document indexing.

, Document Metadata and

Workflow Configuration Document Indexer and External Resource Dependancy Status

. This report will show the status of external dependencies and the document indexer.
+Search and Indexing

+System Configuration Document Indexer Statistics
License Administration This report will show the Lucene Document Indexing Statistics
*Reporting )

Mime Types

This report lists all mime types and extensions that can be identified by KnowledgeTree.

Pending Documents Indexing Queue

This report lists documents that are waiting to be indexed.

Reschedule all documents

This function allows you to re-index your entire repository.

Figure: Search and Indexing - main page

3.3.6.1 Viewing Text Extractors and Supported Mime Types

This procedure displays a list of the KnowledgeTree text extractors and their supported
mime types.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Search and Indexing.

2. Click Extractor Information. View the report.
Note: This report displays the following information about each
extractor: description, supported mime types, supported extensions.
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K“omledge-rreev o Your Company Logo Goes Here

Dashboard | Browse Documents | Administration | Administrator - Preferences - About - Logout

are. administration » search and indexing » extractor information Enter search criera seanch

= Extractor Information

This report lists the text esdractors and their supported mima types.
*Miscellaneous

*Users and Groups ExifExtractor (Active)
*Sacunty M t
by il el Description Mime Types Extensions
*Document Storage
,Document Metadata and JPEG Image image/ipeg Ll el
Workflow Co i i i

orkfiow Configuration TIFF Image imaganiff tif, v
+Saarch and Indexing
+System Configuration

OpenOfficeTextExtractor [Active)

+Licensa Administration

+Reporting Description Kime Types Extensions

OpenDocument Teud applicationfmd oasis opendocument text odt
OpenDocument Text Template applicationmd oasis. opendocument text-template ot

OpenDocument Master Document applicationimd oasis opendocument text-master odm
OpenDocument Presentation applicationvnd oasis opendocument. prasentation odp
OpenDocument Presentation Template applicationivnd oasis opendocument prasentationdemplate otp
OpenDocument Spreadshest applicationimd oasis opendocument spreadshest ods
OpenDocument Spreadsheet Template applicationivnd oasis. opendocument spreadsheet-lemplate ols

Figure: Report listing the text extractors and supported mime types

3.3.6.2 Viewing Indexing Issues and Re-scheduling Indexing

This procedure displays a diagnostic report listing documents that have caused indexing
problems, deletes one or more selected problem documents, and re-schedules indexing for
one or more of the documents on the report.

Note: Some settings are not relevant for KnowledgeTreeLive - the hosted, SaaS version of
KnowledgeTree Commercial on-premise. View details on the KnowledgeTree Wiki.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Search and Indexing.
2. Click Document Indexing Diagnostics.

3. View a report listing the documents that could not be indexed. The report provides the
following information about each document:
e a link to the document in the DMS
e debug and error information
e the mime type
e the document ID
e the index date

4. Do you want to ...
o delete any documents on the report? To delete all documents, click Remove All.
To delete selected documents, select the check box adjacent to the problematic
document - one or more; then, click Remove.
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¢ re-schedule indexing of any documents on the report? To re-schedule indexing on
all documents, click Reschedule all; or, to re-schedule indexing on selected
documents, select the checkbox adjacent to the problematic document - one or more;
then, click Reschedule.

Document Indexing Diagnostics

This

O

report will help to diagnose problems with document indexing
Filename Extractor Index Date
Reef Diving Supplies Im&583.doc Tika Apache Extractor  2009-08-10 19

debug: Indexing docid: 9 extension: 'doc' mimetype: 'application/mesword' extractor: '"TikahpacheExtractor’

info: Processing deeid: 9.

debug: Extra Info docid: 9 Source File: *C:/Program Filea/ktdms/Documents/00/9" Target File: "C:\Program Files\kcdms'\wvar\tmpiktil22.t

error: Could not excract content2 from document 9

error: Tika Extractor: XML-RPC failed to extract text.
Widget Inc_Im&765.doc Tika Apache Extractor  2005-06-10 19
debug: Indexing docid: 17 extension: ‘"doc’ mimerype: ‘application/maword' extractor: 'TikaApacheExtractor'

info: Frocessing doeid: 17.

debug: Extra Info docid: 17 Source File: "C:/Program Files/kudms/Documenta/00/17" Target File: 'C:\Frogram Files\ktdms\wvar\ump\kcil2:

ot extract contents from document 17

error: Could

error: Tika Extractor: XML-REC failed to extract text.

2 items, 50 items per page

Reschedule | Reschedule Al Remove = Remove All

3.3.6.3 Viewing the Status of External Dependencies and the Document Indexer

1.

2.

3.

This procedure displays a report on the status of external dependences and the document
indexer, which are required components for the proper functioning of KnowledgeTree's
search and indexing.

Note: This option is not relevant for KnowledgeTreelLive - the hosted, SaaS version of KnowledgeTree
Commercial on-premise. View details on the KnowledgeTree Wiki.

Perform the following steps:

Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Search and Indexing.

Click Document Indexer and External Resource Dependancy Status.

View the report, which provides information on any problematic components, and
troubleshooting information.
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Knowledge'ﬁ'ee“ o Your Company Logo Goes Here

Dashboard |  Browse Documents | Administration | Administrator - Preferences - About - Logout

= administration » search and indexing ssarch

External Resource Dependency Status

The following serace(s) are not functioning comrectly and are impacting on the normal operations: of the system

*Miscellaneous

*Users and Groups Open Office Server
*Secunty Management
Uy 9 » Message: Cannof connect to Open Office Server on host '127.0.01.8100°
= This could be due to OpenOffice org not hining bien stated, OR not installed
 Document Metadata and
Workiow Configueation = For mare information, please s hitp.ifwiki knowledgetres. comiTroubleshoating OpenOffice.org Sonice

*Document Storage

*Search and Indexing
*System Conbguration

Figure: Report showing the status of external resources and the document indexer (in this
case, displaying a problem with the OpenOffice Server)

3.3.6.4 Viewing Document Indexer Statistics

This procedure displays information on the status of document indexing in your
KnowledgeTree installation, including:

Note: This option is not relevant for KnowledgeTreeLive - the hosted, SaaS version of KnowledgeTree
Commercial on-premise. View details on the KnowledgeTree Wiki.

e The last time the indexer was optimized - displays the date and time (hour, minute, and
second)

e The period of time that has passed since the last optimization of the indexer - displays
the number of days, hours, and minutes

e The date and time your system was last indexed - displays the date and time (hour,
minute, and second)

e The period of time that has passed since the last indexing job
e The total number of documents in your KnowledgeTree repository
e The total number of documents that have been indexed

e The total number of documents currently in the indexing queue (documents waiting to be
indexed)

e The total number of documents with indexing problems, if any

e The index coverage - displayed as a percentage, which may vary from the total as not
all documents contain text.

e The queue coverage - displayed as a percentage, and indicates the percentage of
documents currently queued for indexing in relation to the total size of your
KnowledgeTree repository

Note: The indexer should be periodically optimized so that you get the best performance out of the
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Document Indexer. This is managed by a background task.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Search and Indexing.
2. Click Document Indexer Statistics.

3. View the report.

Knowledgelree

Dashboard | Browse Documents | Administration |

you are here: administration » search and indexing » document indexer statistics

_ Document Indexer Statistics

) Last Optimization Datea: 2009-06-07 02:25:41
Miscellaneous ] ) o )
Period Since Last Optimization: 3 day(s) 19 hour(s) 37 minute(s) ago
*Users and Groups )
) Last Indexing Date: 2009-06-10 22:02:50
*Security Management ) ) )
Period Since Last Indexing: 11 second(s) ago

*Document Storage Total # D tsin R " 28
Document Metadata and o8 S

Warkflow Canfiguration Documents Indexed: 27
»Search and Indexing Documents in Indexing Queue: ]
»System Configuration Documents with Indexing Problems: 2
rLicense Administration @ Index Coverage: 96.43%
*Reporting @ Queue Coverage : 0.00%

Figure: View Indexing Statistics for your system

3.3.6.5 Viewing Supported Mime Types and Extensions

This procedure displays a complete report of the mime types and extensions that
KnowledgeTree supports.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Search and Indexing.

2.Click Mime Types. View the report.
Note: This report displays a table listing, for each mime type, the following information:
e jcon

extension

mime type

description

[ ]
[ ]
[ ]
e extractor
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Manage Mime Types

This report lists all mime types and extensions that can be identified by KnowledgeTree
leon Extension Mime Type Description Extractor
™ al application/al Adobe llustrator Vector Graphic
aif audie/x-aiff
aifc audio/x-aiff
aiff audio/x-aiff
asc text/plain Plain Text Plain Text Extractor
au audin/basic
am video/x-msvideo Video File
bcpio application/x-bcpio
bin application/octet-stream Binary File
o bmp image/bmp BMP Image
bz2 application/x-bzip2 BZIP2 Compressed File
cdf application/x-netcdf
class application/octet-stream
cpio application/x-cpio
cpt application/'mac-compactpro

Figure: Report displaying supported mime types and related information

3.3.6.6 Viewing Documentsin the Indexing Queue
This procedure displays documents waiting in the document indexing queue.
Perform the following steps:

1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Search and Indexing.

2. Click Pending Documents Indexing Queue.

3. View the report, which lists document in the indexing queue.
Note: Only documents that are associated with an extractor can be
indexed. These documents may be recognized in the list as the value
in the Extractor Column reads n/a (not applicable).

3.3.6.7 Reschedule all documents

This procedure allows you to re-index your entire document repository.
Perform the following steps:
1.Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Search and Indexing - Reschedule all documents.

2.Click Reschedule all documents.
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3.0n the Reschedule all documents page, click Reschedule all.

3.3.7 System Configuration

Most of KnowledgeTree's configuration tasks may be viewed and edited through the web
interface, in Administration - System Configuration.

Note: Some settings are configurable in KnowledgeTree's config.ini file.

= Client Tools
e the KnowledgeTree Tools server
e Client Tools policies
e WebDAV
e the OpenOffice.org service

= Emalil
View, add, and edit:
e the sending email server address
email password
e email port
e user name
e policies for emailing documents and attachments from KnowledgeTree

= General Settings

View, add, and edit settings for:

e the KnowledgeTree cache
custom error message handling
disk usage threshold percentages
location of zip binary
paths to external binaries
general server configuration
LDAP authentication
session management
KnowledgeTree storage manager
miscellaneous tweaks
whether to always display the 'Your Checked-out Documents' dashlet

= Internationalization
e Define the default language for the KnowledgeTree user interface
e enable and disable 'search ideographic language'

= Office Add-in
Configure central policies for the KnowledgeTree Office Add-in:
e password storage
e whether to capture reasons on check-in and check-out

= Search and Indexing - Settings
Configure settings for:
e the Document Indexer
e the OpenOffice.org service
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e Search

= Security
Configure security features:
e Electronic Sign

= User Interface
Configure settings for:
e the Browse View
e Custom error messages
e the User Interface

System Configuration

Client Tools
View and change settings for the KnowledgeTree Tools Server, Client Tools Policies, WebDAV, and the OpenOffice.org service

Email
Define the sending email server address, email password, email port, and user name, and view and modify policies for emailing documents and attachments

from KnowledgeTree

General Settings
View and modify settings for the KnowledgeTree cache, custom error message handling, Disk Usage threshold percentages, location of zip binary, paths to

external binaries, general server configuration, LDAP authentication, session management, KnowledgeTree storage manager, miscellaneous tweaks, and

whether to always display ™our Checked-out Documents’ dashlet

Internationalization

View and modify the default language

Office Add-In
View and change settings for the KnowledgeTree Office Add-In

Search and Indexing
View and modify the number of documents indexed / migrated in a cron session, core indexing class, paths to the extractor hook, text extractors, indexing

engine, Lucene indexes, and the Java Lucene URL. View and modify search date format, paths to search, indexing fields and libraries, results display format
and results per page

Security
View and modify the security settings

User Interface
View and modify settings on Browse View actions, OEM name, automatic refresh, search results restrictions, custom logo details, paths to dot binary
graphics, and log directory, and whether to enable/disable condensed Ul, ‘open’ from downloads, sort metadata, and skinning

System Configuration Interface

3.3.7.1 KnowledgeTree config.ini

This topic describes settings that are changed in KnowledgeTree's config.ini file.

KnowledgeTree config.ini

Recommended minimum configuration changes

e [db]- change the default user name and password

®* [email] - used to enable email notifications (requires setting the SMTP server)

Note: These settings are changed in Administration - System Configuration, in KnowledgeTree's web
interface.
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[db]

The database engine. You will need to change at least some of these settings (such as the
default username and password, which are created automatically during installation).

o Database type

Note: At the time of writing (May 2009), MySQL is the only supported database
type.

dbType = mysqgl

* Database Login Details
Note: These are the MySQL database usernames and passwords. You may need this
information when backing up your database or upgrading. Passwords are user-defined
during installation; passwords displayed below are therefore example values only.

dbHost = localhost
dbName dms
dbPort default

Database host details

Unprivileged Database User dbUser = dms

dbPass = password
Privileged Database User dbAdminUser = dmsadmin
dbAdminPass =

[KnowledgeTree]

KnowledgeTree automatically detects the default settings in this section. Do not change
these settings manually unless you understand the consequences of your actions. Changing
these settings incorrectly may introduce errors into your system.

e The path to the install location for KhnowledgeTree on your system
Note: Leave the default to have this automatically detected.

fileSystemRoot = default

* The Web server name (host name)
Note: Leave the default to have this automatically detected.

serverName = default

* Defines whether or not SSL is enabled
Note: Leave the default to have this automatically detected.
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sslEnabled = default

The path to the Web application from the root of the web site -

i.e. If KnowledgeTree is at http://example.org/foo/, then rootUrl should be '/foo'
Note: Leave the default to have this automatically detected.

rootUrl = default

* Defines whether the platform supports PATH_INFO

Provides improved file identification support on *nix systems - not necessary if
you use file extensions.
The current default is true.

pathInfoSupport = default

* The location of binaries on your system
The default is to the path set for your Web server; this works for Unix-like
systems, but may require changes for Windows systems.

execSearchPath = default

¢ Defines whether to use the new Dashboard.
The default is true.

useNewDashboard = default

The level of logging to use - DEBUG, INFO, WARN, ERROR

Note: By default, this option is not enabled in the system; logLevel is commented out in
the config.ini file, and is typically only activated for troubleshooting and support purposes.
The default is INFO.

logLevel = DEBUG

Defines the location of the mime magic file.
The default is /usr/share/file/magic

magicDatabase = default

[storage]
* The storage manager to use for the storage of documents on the file system
The default is KTOnDiskHashedStorageManager

manager = default

158 KnowledgeTree 3.7 Administrator Manual 06 January 2010



[uil

* Main logo

mainLogo = ${rootUrl}/resources/oemlogo.png

* Main logo width, in pixels

mainLogoWidth = 219px

* Main logo alternative text, for accessibility purposes

mainLogoTitle = ACME Knowledge Management Systems

* Main logo URL

mainLogoURL = ${rootUrl}

® The location of the 'Powered by KnowledgeTree' logo

powerLogo = ${rootUrl}/resources/powered-by-kt.png

* 'Powered by KnowledgeTree' logo's width in pixels

powerLogoWidth = 130px

* 'Powered by KnowledgeTree', alternative text for accessibility purposes

powerLogoTitle = Powered by KnowledgeTree

¢ IE-specific GIF theme overrides
Using the additional IE-specific GIF theme overrides may prevent
arbitrary theme packs from working without having GIF versions available.
The default is true.

1ieGIF = default

* Automatically Refresh the Page
Change this setting to true to automatically refresh the page after the session would

have expired.
The defaultis false.
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automaticRefresh = default

¢ 'dot' command location
On Unix system, to determine whether the 'dot' application is installed.

dot = dot

[tweaks]

* Enabling PHP Error Logging
Change this setting to true to enable PHP error logging to the
log/php_error_log file.

phpErrorLogFile = false

[urls]

* The directory where KnowledgeTree stores information - e.g. documents
Important: Do not change this setting unless you are an authorized and experienced
administrative user, and you understand the implications of changing this information.
Note: Values for these settings are specific to your installation - e.g. different on Windows
and Linux. Values shown below are thus examples only.

varDirectory = C:/Program F

logDirectory = ${varDirectq

documentRoot C:/Program F

uiDirectory = ${fileSystemR
knowledgeTree

tmpDirectory = ${varDirecto

* The dedicated feed URL

dedicatedrsstitle = RSS Feg
dedicatedrssurl =

* Files

stopwordsFile = ${fileSystemRoot}/config/stopwords.txt
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[session]

¢ IP address for sessions
Change this setting to true to force sessions to come from the same IP address.

The default is false.

ipTracking = false

[export]

¢ Encoding to use in the bulk export plugin
The default is UTF-8

encoding = cpl252

[cache]
This configuration enables and disables the cache, and defines the cache location.

e Enables the cache
The default is false.

cacheEnabled = false

* The location of the cache

cacheDirectory = ${varDirec
* Files
cachePlugins = true

Note: This setting is no longer used and will be removed from the config.ini file in a future release.

3.3.7.2 Client Tools

In Administration - System Configuration - Client Tools, you can view and edit settings
for:

e the KnowledgeTree Tools server

e Client Tools policies

e WebDAV

e the OpenOffice.org service

Note: There are two settings for WebDAV on this page:

161 KnowledgeTree 3.7 Administrator Manual 06 January 2010



Setting Up and Managing KnowledgeTree

o WebDAYV - Debug, Safemode: configures the normal WebDAV interface
o KnowledgeTree Tools Settings - Debug, Safemode: configures the extended interface used by
KnowledgeTree Tools

Client Tools Settings

2 KnowledgeTree Tools Settings
KnowledgeTree Tools Server Configuration

Debug
Switch debug output to ‘on’ only if you must view ‘all’ debugging information. The default is “off

O on ® of

Safemode
To allow write access to WebhDAV clients, set safe mode to 'off. Default is "on

® on O of

2 Client Tools Policies
Configure Central Polices for KnowledgeTree Toals

Allow Remember Password
Defines whether passwords may be stored on the client. Default is True

® True O False

Capture Reasons: Cancel Check-out
Defines whether a reason is required on ‘cancel check-out’ action in KnowledgeTree Client Tools for Windows. Default is True
® True © False

Capture Reasons: Check in
Defines whether a reason is required on ‘check in” action in KnowledgeTree Client Tools for Windows. Default is True
® True O False

Capture Reasons: Check-out

Defines whether a reason is required on ‘check-out” action in KnowledgeTree Client Tools for Windows. Default is True
System Configuration - Client Tools Settings

3.3.7.3 Email

Configure emailing on the KnowledgeTree server in Administration - System
Configuration - Email.

Note: The Mail Server Status dashlet displays on the dashboard until you enable emailing.

Note: Some settings are not relevant for KnowledgeTreeLive - the hosted, SaaS version of
KnowledgeTree Commercial on-premise. View details on the KnowledgeTree Wiki.

On this page you can view, add, and edit:
e the sending email server address

e email password

e email port

e uUser name
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e policies for emailing documents and attachments from KnowledgeTree

Email Settings

B Email
Enables Email on your KnowledgeTree installation and configures Email settings. Mote that several KnowledgeTree features use these settings

Allow Attachment
Defines whether to allow users to send attachments from within KnowledgeTree. Default is ‘False
® True O False

Allow External Email Addresses
Defines whether to allow KnowledgeTree users to send email to any email address - to other KnowledgeTree users and to external users. Default is ‘False
® True O False

Email Authentication
Defines whether authentication is required for connecting to SMTP. Default is 'False’. Change to True’ to force users to log in using their username and
password

O True ® False

Email From

Defines the sending email address for emails sent from KnowledgeTree
The default value is kt@example.org

default

Email From Mame

The name used by KnowledgeTree for system-generated emails
The default value is Knowledge Tree Document Management System
Acme DMS

Email Password

The password for the Email server
The default value is password
default

3.3.7.3.1 Configuring Email Settings for KnowledgeTree

This procedure edits email settings on the KnowledgeTree server in order to enable emailing
from within KnowledgeTree, and to define email rules.

Note: The Mail Server Status dashlet displays on the dashboard until you enable emailing.

Note: Some settings are not relevant for KnowledgeTreeLive - the hosted, SaaS version of
KnowledgeTree Commercial on-premise. View details on the KnowledgeTree Wiki.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - System Configuration - Email to open the Email Settings
configuration page.

2. The following policies are configurable:
e whether to allow users to send attachments from within KnowledgeTree (the
document is sent as an attachment)

e whether to allow sending of emails to external email addresses (you can enter the
email address of recipients directly)

Note: Set both of the settings above to true to allow KnowledgeTree users to email
documents or file links to external users. By default, KnowledgeTree sends
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recipients a link to the document. External users receive a unique, one-time
download link directly to the document - log in is not required as they will
have no other access to KnowledgeTree.

e whether authentication is required for connecting to SMTP

e the sending email address for emails sent from KnowledgeTree
e the senders name, for emails sent from KnowledgeTree

e the email password

e the email port

e the address of the SMTP server (the IP address of your email proxy server, or name of
your server)

e the email username
e whether to restrict sending of emails to within the sender's own groups
e whether to always send email from the 'email from' address
3. When you're done, click Save Config Settings. Email notification is now enabled on the

KnowledgeTree server, and the Mail Server Status dashlet no longer displays on the
dashboard.
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2 Email
Enables Emall on your KnowledgeTree installation and configures Email settings. Mote that several KnowledgeTree features use these
settings.

Allow Attachrment
Defines whether to allow users to send attachments from within KnowledgeTree. Default is False’
® True O False

Allow External Email Addresses

Defines whether to allow KnowledgeTree users to send email to any erail address - to other KnowledgeTree users and to external
users. Default is Falze'

® Trie © False

Email Authentication

Defines whether authentication is required for connecting to SMTP. Default i False'. Change to True' to force users to log in using
their username and password.

© True & False

Ernail Fram
Defines the sending email address for emails sent from KnowledgeTree.
The default value is ktghexample. org

kt®@acme.com

Ernail Fram MName

The name used by KnowledgeTree for system-generated emails.
The default value iz Knowlsdge Tree Document Management System
Acme DOMS

165 KnowledgeTree 3.7 Administrator Manual 06 January 2010



Setting Up and Managing KnowledgeTree

Ernail Port
The port of the SMTP server. The default is 25
default

Email Server

The address of the SMTP server. If the host name fails, try the IP address
The default value is none

http:f{127.0.0.1f

Email Usermame

The user name of the SMTP (email) server.
The default value is usemame

default

Only Own Groups

Defines whether to restrict users to sending emails only within their KnowledgeTree user group
Default is "False

Set to True' to disable sending of emails outside of the user's group

O True @ False

Send As System
Defines whether to always send email from the KnowledgeTree 'Email From' address, even if there is an identifiable sending user. Default is ‘False
O True @ False

Save Config Settings

3.3.7.4 General Settings

Configure the following settings in Administration - System Configuration - General
settings:

= KnowledgeTree Cache
View and edit the following settings:

= the location of the KnowledgeTree cache (the default is C:/Program Files/ktdms/var/
cache);

= whether the cache is enabled (the default is 'False');

= the path to the proxy cache (the default is /cache; the default value is C:/Program
Files/ktdms/var/proxies);

= whether the proxy cache is enabled (default is 'True');

= Dashboard
View and edit the following settings:
= whether to always display the "Your Checked-out Documents' dashlet, even when
there is no data to display. Default is 'False'

= Disk Usage Dashlet
View and edit the following settings:
= the 'Urgent Threshold' - the percentage below which the mount in the Disk Usage
dashlet changes to Red, indicating that the lack of free space in the mount is critically
low (the default value is 5%);

= the 'Warning Threshold - the percentage below which the mount in the Disk Usage
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dashlet changes to Orange, indicating that the mount point is running out of free
space (the default value is 10%)

= Export

Configures the following settings for KnowledgeTree's '‘Bulk Export' feature:
= whether to use the external zip binary for compressing archives (default is to use the
PEAR archive class);

= whether to use the Bulk Download Queue, which performs bulk downloads in the
background to prevent issues with normal browsing while the download is in progress

= the location of the zip binary - the zip command uses 'execSearchPath' to find the zip
binary if the path is not provided. Values are auto-populated, specific to your
installation, either Windows or Linux (the default value is 'zip', e.g. on Windows, C:/
Program Files/ktdms/bin/zip/zip.exe

External binaries
Configures the paths to the various external binaries that KnowledgeTree uses:
= antiword

= catdoc

= catppt

» df

= java

= pdftotext

= php

= pstotext

= python

= Xxls2csv

GUID Inserter
Defines whether to backup the latest content version of documents before inserting the
GUID

Import
Configures Bulk Import settings:
= enable and disable the Bulk Import plugin (default is 'False');

= the location of the unzip binary - the unzip command uses 'execSearchPath' to find
the unzip binary if the path is not provided. Values are auto-populated, specific to
your installation, either Windows or Linux (default value is 'unzip', e.g. on Windows,
this may be C:/Program Files/ktdms/bin/unzip/unzip.exe

KnowledgeTree
Configures the following general settings for your KnowledgeTree installation:

= the level of logging to use (DEBUG, INFO, WARN, ERROR). The default is INFO;

= the location of the mime magic database file. The default value is C:/Program Files/
ktdms/knowledgeTree/../common/share/file/magic

= whether to redirect to the Browse View (Browse Documemts) on login, instead of the
Dashboard. The default is 'False’;
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= defines one or more users who must be directed to the Dashboard on Login, when
'Redirect to Browse' is set to True in the previous setting

= the path to the web application from the root of the web server (root URL). For
example, if KT is at http://example.org/foo/, then the root directory should be '/foo’;

= Scheduler Interval - defines the frequency, in seconds, at which the Scheduler is set
to run. The default value is 30;

= whether to use the AJAX dashboard, which allows users to drag the dashlets to
change the Dashboard display. The default is 'True';

= LDAP authentication
Configures the following settings:
= whether to allow LDAP groups to be created automatically. Default is 'False';

= whether to allow for users moving around within the LDAP or Active Directory
structure, which typically causes failed login for these users. Enabling this setting
triggers a search for these users (using their sAMAccountName setting) when their
login attempts fail, and allows updating of their authentication details;

= Server settings
Configures the following settings for the server:
= the Internal Server IP - typically, this is set to 127.0.0.1.
= the Internal Server port - the default value is 80;
= the External Server IP
= the External Server port

= Session management
Configures the following settings:
= whether to allow anonymous users to log in automatically. Default is 'False'.
Note: Best practice is not to allow automatic login of anonymous users unless
you understand KnowledgeTree's security mechanisms, and have sensibly
applied the roles 'Everyone' and 'Authenticated Users'.

= whether to automatically create a user account on first login for any user who does
not yet exist in the system. Default is 'False'.

= session timeout - defines the period, in seconds, after which the system times out
following a period of inactivity.

= Storage
Defines the storage manager to use for storing documents on the file system. The
default value is KTOnDiskHashedStorageManager

= Tweaks
Configures the following miscellaneous tweaks for your KnowledgeTree installation:
= Browse to Unit Folder - specifies a logged in user's 'Unit' folder as their default folder
view in Browse Documents. The default, 'False', displays the root folder;

= Always Force Original Filename on Check-in - setting this to True' hides the option to
force the original filename of a document on check-in, and ensures that the filename
will always stay the same;

168 KnowledgeTree 3.7 Administrator Manual 06 January 2010



= Generic Metadata Required - defines whether to present KnowledgeTree's generic
metadata fields for users to fill out on document upload. Default is True';

= Increment version on rename - defines whether to update the version number if a
document filename is changed/renamed;

= Noisy Bulk Operations - defines whether bulk operations generate a transaction
notice on each item, or only on the folder. The default, 'False' indicates that only
folder transactions occur.

= Php Error Log File - enables PHP error logging to the log/php_error_log file. Default is
'False’;

= Update Document Version (Content) on Editing Metadata - setting this to True'
allows the document version to increase when the document metadata is updated.
The document version is equivalent to the document content version.

= URLs

Defines the paths to the KnowledgeTree server and file system for the following
components: Note that full values are specific to your installation, i.e. either Windows or
Linux:

= Document Directory

= Graphics Url - the path to the user interface graphics

= Log Directory

= PDF Directory - the path for storing the generated PDF Documents

= Stopwords File

= Temp Directory

= UI Directory

= User Interface Url - the path to the core user interface libraries

= Var Directory

= User Preferences
Configures the following settings:
= defines the minimum password length on password-setting (the default value is 6);

= Restrict Admin Passwords - defines whether to require the admin user to apply
minimum password length when creating and editing accounts. The default, 'False’,
allows the admin user to create accounts with shorter passwords than the specified
minimum;

= Restrict Preferences - defines whether to restrict users from accessing the
'Preferences' menu. Default is 'False’;
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General Settings

2 Cache
Configure settings for the KnowledgeTree cache. Only advanced users should change these settings

Cache Directory

The location of the KnowledgeTree cache

The default value is C/Program Files/kidms/var/cache
default

Cache Enabled
Enables the KnowledgeTree cache. Default is 'False

O True ® False

Proxy Cache Path

The path to the proxy cache. Default is /cache

The default value is C/Program Files/ktdmsfvarproxies
default

Proxy Cache Enabled
Enables proxy caching. Default is True
@ True O False

© Dashboard
Configures Dashboard Settings

Always Display “our Checked-out Documents’
Defines whether to display the ™our Checked-out Documents’ dashlet, even when there is no data to
@ True O False

System Configuration - General Settings

3.3.7.4.1 Allowing Anonymous Login

This procedure allows anonymous users to log in to the system.

Note: This option is not relevant for KnowledgeTreeLive - the hosted, SaaS version of KnowledgeTree
Commercial on-premise. View details on the KnowledgeTree Wiki.

Note: The default is False, which disallows anonymous login; changing this setting is not
recommended unless KnowledgeTree's security features are well understood, and the roles 'Everyone’
and 'Authenticated Users' are sensibly applied.
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Perform the following steps:
1. Use your administrator username and password to log in to KnowledgeTree's web
interface; then, go to Administration - System Configuration - General Settings to
open the configuration screen for these settings.

2. Locate the Session Management parameter; then, change the Anonymous Login
setting to True.

3. Click Save Config Settings.

© Session Management
Session management configuration

Anonymous Login

Defines whether to allow anonymous users to log in automatically. Default is ‘False

Best practice is not to allow automatic login of anonymous users unless you understand KnowledgeTree's security mechanisms, and have sensibly applied the
roles ‘Everyone” and "Authenticated Users

O True @ False

Allow Automatic Sign In
Defines whether to automatically create a user account on first login for any user who does not yet exist in the system. Default is ‘False

O True @ False
Session Timeout
Defines the period, in seconds, after which the system times out following a period of inactivity

The default value is 1200
default

Session Management

3.3.7.4.2 Disabling the Ajax Dashboard

This procedure disables KnowledgeTree's Web interface Ajax dashboard.

Note: The Ajax dashboard allows users to drag the dashlets to alternate positions on the dashboard,
thus creating a custom view of the dashboard. The default setting is 'True', which enables the Ajax
dashboard by default.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
open Administration - System Configuration - General Settings.

2.In General Settings, locate the KnowledgeTree section; then, change the value in
the Use AJAX dashboard setting to False.

3. Click Save Config Settings.
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3.3.7.5 Internationalization

In Administration - System Administration - Internationalization, you can:

e view and modify the default language for KnowledgeTree's web interface - the default is
English.

e enable and disable 'search ideographic language' on languages that do not have
distinguishable words (typically, where there is no space character), and allows
KnowledgeTree's Search function to deal with this issue. The default is 'False'.

Internationalisation Settings

& Internationalization
Configures settings for Internationalization

Default Language

Defines the default language for the KnowledgeTree user interface. The default is English (en)
The default value is en

default

Uselike
Enables 'search ideographic language’ on languages that do not have distinguishable words (typi
KnowledgeTree's Search function to deal with this issue. Default is 'False

O True ® False

Save Config Settings

System Configuration - Internationalization Settings

3.3.7.6 Search and Indexing - Settings

Configure settings for the following components in Administration - System
Configuration - Search and Indexing:

Note: Some settings are not relevant for KnowledgeTreeLive - the hosted, SaaS version of
KnowledgeTree Commercial on-premise. View details on the KnowledgeTree Wiki.

e Document Indexer - configure the number of documents to be indexed in a cron session
(the default value for batch documents is 20), the number of documents to be migrated
in a cron session (the default value for batch migration documents using KnowledgeTree's
migration script is 500); and enable or disable the Document Indexer.

¢ OpenOffice.org Service - configuration options for the OpenOffice.org service,
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including: the host on which OpenOffice is installed (the OpenOffice server); the port on
which OpenOffice listens (default value is 8100); the path to the OpenOffice program
directory (default value is ../openoffice/program)

Note: Several KnowledgeTree features use this service.

e Search - configure maximum results from SQL query (default is 10000); define how
search results display format (options are: search engine style, or browse view style. The
default is 'Search Engine Style'); define the number of search results to display per page
(default value is 25).

e Search and Indexing - configure settings for the Document Indexer, the OpenOffice.org
service, and Search

Search and Indexing Settings

& Document Indexer
Configures the Document Indexer. Only advanced users should change these settings

Batch Documents
The number of documents to be indexed in a cron session
The default value is 20

default

Batch Migrate Documents
The number of documents to be migrated in a cron session, using KnowledgeTree's m

The default value is 500
default

Enahble the Document Indexer
Enahles the indexing of document content for full text searching

@ True O False

© OpenOffice.org Service
Configuration options for the OpenOffice.org semnvice. Mote that several KnowledgeTree fe

Host

Defines the host on which OpenOffice is installed. Ensure that this points to the Open
The default value is 127.0.0.1

default

Port
Defines the port on which OpenOffice listens

The default value is 8100
System Configuration - Search and Indexing
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3.3.7.7 Security

View and modify security settings, such as Electronic Signatures, in Administration -
System Configuration - Security.

tem configuration » security settings

Security Settings

& Electronic Signatures
Configuration settings for the electronic signatures

Set Time Interval for Administrative Electronic Signature

Sets the time-interval {in seconds) before re-authentication is required in the administrative section
The default value is 600

default

Enahle Administrative Electronic Signature
Enables the electronic signature functionality for accessing the Administrative section

O True ® False

Enable AP| Electronic Signatures
Enahles the electronic signature functionality in the API and for all client tools

O True ® False

Enable Electronic Signatures
Enahles the electronic signature functionality on write actions
O True @ False

Save Config Settings

System Configuration - Security Settings

3.3.7.7.1 Electronic Signatures

KnowledgeTree's Electronic Signatures functionality is an auditing tool that provides
additional security for your document management system to facilitate compliance with CFR
21 Part 11.
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Enabling electronic signatures forces KnowledgeTree users to enter their username and
password to authenticate to the system when adding and editing documents and folders,
when changing their personal preferences, and, for admin users, when working in
KnowledgeTree's administration module, Administration.

Add a folder to:
Root Folder
Folders are one way of organising documents in the document management system. Folders provide meaning in the traditional f
path
Add a folder

Folder name =
The name for the new folder

MNew Folder

This action requires authentication
Please provide your user credentials as confirmation of this action

Username =
bobsmith

Password =

Reason =
Please specify why you are checking out this document. It will assist other users in understanding why you have locked this f
you can use a maximum of 250 characters

4 new folder requested by the Rccounts Manager

Add Folder Cancel

Figure: Adding an electronic signature on the Add Folder action

Audit Trails

The electronic signatures functionality adds the following auditing data to the document or
folder transaction history:
e name of the action
e date and time of the action
Note: The time stamp is defined by your server time and time zone.
e the name of the relevant user
e the comment entered for the action

Configuring Electronic Signatures

Electronic Signatures are configured through KnowledgeTree's Web interface, in
Administration - System Configuration - Security Settings.
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3.3.

The following settings are configurable:

e the time period (in seconds) before re-authentication is required in the Administration
module (default is 600 seconds, i.e. 10 minutes);

e whether electronic signatures are required for accessing the Administration module,
Administration - default is False (disabled);

e whether to enable electronic signatures in the KnowledgeTree API, and for
KnowledgeTree client tools - default is False (disabled);

o whether electronic signatures are required on 'write' actions (in the Web interface) -
default is True

Security Settings

& Electronic Signatures
Configuration settings for the electronic signatures

Set Time Interval for Administrative Electronic Signature

Sets the time-interval {in seconds) before re-authentication is required in the administrative section
The default value is 600

default

Enable Administrative Electronic Signature
Enables the electronic signature functionality for accessing the Administrative section
O True ® False

Enable AP| Electronic Signatures
Enables the electronic signature functionality in the API and for all client tools

O True ® False

Enable Electronic Signatures
Enables the electronic signature functionality on write actions

@ True O Falzse

7.7.2 Configuring Electronic Signatures

This procedure enables and disables Electronic Signatures for KnowledgeTree's Web
interface, and for the KnowledgeTree API and KnowledgeTree Client Tools.

Note: Electronic Signatures are a security tool that requires users to provide their KnowledgeTree
logon username and password to re-authenticate to the system on any 'write' action to documents
and folders, and when modifying document and folder metadata. Additionally, on some actions, you
may need to provide reasons for your action. Electronic signatures are recorded in the document
transaction history, or in the folder transaction history, as applicable.
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Prerequisites:
e KnowledgeTree Commercial Server version 3.6.1 and above

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - System Configuration - Security. The Electronic Signatures
configuration page displays.

Security Settings

& Electronic Signatures
Configuration settings for the electronic signatures

Set Time Interval for Administrative Electronic Signature

Sets the time-interval {in seconds) before re-authentication is required in the administrative section
The default value is 600

default

Enable Administrative Electronic Signature
Enables the electronic signature functionality for accessing the Administrative section

O True @ False

Enable AP| Electronic Signatures
Enables the electronic signature functionality in the API and for all client tools

O True ® False

Enable Electronic Signatures
Enables the electronic signature functionality on write actions

@ True O Falzse

2.Do you want to ...

e change the time period (in seconds) before re-authentication is required in the
Administration module? Enter a value in the text field for the following setting: Set
Time Interval for Administrative Electronic Signature. The default value is 600
seconds (10 minutes).

e enable electronic signatures in Administration? Set the value for Enable
Administrative Electronic Signature setting to True'. The default is False
(disabled).

o disable electronic signatures in Administration? Set the value for Enable
Administrative Electronic Signature setting to 'False'. The default is False.

¢ enable electronic signatures in the KnowledgeTree API and for all the
KnowledgeTree client tools? Change the Enable API Electronic Signatures setting
to True'. The default is 'False' (disabled).
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e enable electronic signatures for all 'write' actions that can be performed in
KnowledgeTree's web interface? Set the value for Enable Electronic Signatures
setting to 'True'. The default is 'False' (disabled).

Note: Electronic Signatures are implemented for the following actions in KnowledgeTree's Web
interface:

Copy, Move, or Delete a document

Check-out / Check-in a document

Cancel a document check-out

Transition a document in a workflow

Rename a document

Edit document metadata

Archive a document

Add or Delete document links

Delete a document link

and, on the following Bulk Actions for documents: Move, Copy, Delete, Check-out
Add, Delete, Modify Document Alerts

Make a document immutable

Start a new workflow

Add a document to a folder

Add and Edit folder permissions

Add and Edit Roles for a folder

Rename, Delete, Copy, Move a folder

Note: Electronic signatures are recorded in the transaction history - document actions are recorded in
the document transaction history; folder actions are recorded in the folder transaction history.
Changes to the electronic signatures functionality are recorded in the general activity logs,; access to
KnowledgeTree's administration module (Administration) are recorded in the user activity log.

3.3.7.8 User Interface

Configure the following settings for the user interface through Administration - System
Configuration - User Interface:

Note: Some settings are not relevant for KnowledgeTreeLive - the hosted, SaaS version of
KnowledgeTree Commercial on-premise. View details on the KnowledgeTree Wiki.

e Browse view actions - defines options for working in the Browse View, including:
whether the Property Preview action displays 'on click’, or 'mouse-over' (default is 'on-
click); and the maximum number of characters to display for a document of folder title in
the Browse View (maximum allowable characters is 255; the default value is 40)

e Custom Error Messages - configures the following settings: enable/disable the custom
error handler and custom error messages (default is 'on' - i.e. 'enabled"); and the custom
error path, which is the file name or URL of the custom error page (the default value is
customerrorpage.php)

e User Interface - configures the following settings:
= whether to always show a full list of all users and groups without having to click 'show
all users' (the default is 'false' - this action is typically available when viewing and

configuring users and groups);
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= the application name used by KnowledgeTree OEM partners - this name replaces
'KnowledgeTree' wherever the application name displays in the interface (the default
value is 'KnowledgeTree');

= whether to automatically refresh the page after the session would have expired;
= the path (relative to the KnowledgeTree directory) to the custom logo for the
KnowledgeTree user interface (the default value is /resources/companylogo.png. The

logo must be 50px tall, and on a white background);

= alternative text for the title of your custom company logo, for accessibility purposes
(the default value is 'Add Company Name');

= the width of your custom company logo, in pixels (the default value is 313px);

= whether to use a condensed (compact) user interface for the KnowledgeTree
administrator's view of the KnowledgeTree user interface (the default is 'False');

= |location of the dot binary (command location) - on Unix systems, to determine whether
the 'dot' application is installed (the default value is 'dot');

= whether browsers may provide an option to open a document from download (default is
'False' - change to 'True' to prevent most browsers from allowing this option);

= whether to use the additional IE-specific GIF theme overrides, which may restrict the
functioning of arbitrary theme packs without having GIF versions available (the default
is 'False');

= whether custom skins may be used for the KnowledgeTree user interface (default is
'False');

= the location of the custom skin, when skinning is enabled (the default value is 'blue');

» the system URL used in the main logo (the default value is http://www.knowledgetree.
com)
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User Interface Settings

& Browse View
Configurable options for working in Browse View

Property Preview Activation
Defines the action for displaying the Property Preview. Options are "'On Click’ or Mouseover. De
On Click b

Truncate Document and Folder Titles in Browse View

Defines the maximum number of characters to display for a document or folder title in the brows
The default value is 40

default

& Custom Error Messages
Configuration settings for custom error messages. Only advanced users should change these sett

Custom Error Handler
Enables and disables the custom error handler feature. Default is "On’ (enabled)

® on O of

Custom Error Messages
Enables and disables custom error messages. Default is "On’ {(enabled)

® on © Of

Custom Error Page Path

The file name or URL of the custom error page
The default value is customerrorpage. php
default

System Configuration - User Interface Settings

3.3.8 License Administration

You will need a valid license to activate KnowledgeTree's commercial features, and to have
access to the KnowledgeTree Commercial client tools and add-ins.

Note: This option is not relevant for KnowledgeTreelLive - the hosted, SaaS version of KnowledgeTree
Commercial on-premise. View details on the KnowledgeTree Wiki.

See Also:

e Viewing / Deleting Existing Licenses and Adding New Licenses
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KnowledgeTiee Q rpmmimoe

Daszhboard |  Browse Documents | Administration Administrator - Preferences - About - Logout
are here: administration » icense admmistration s manage keys Enter sea o= sewch *
- Administration Manage keys
Access to the DMS requires that the user be allocated one of the organisation's keys. You currently have 997 licenses available

5
+Miggellaneous Add new key
+Users and Groups
+Secuily Managemeant I you've purchased a new key from Knowleds @Trde com of ong of our patners you can upload it hane

My g

+Document Storage Browse
Document Metadata and
Worklow Configuration

! g Add License
+Search and Indexing
+System Configuration Below you can see a list of the keys that are currently acthe for your organisation
+License Administration Please note that only 1 key is ever active - the key which expires first (isted at the top). f you need more active users, you will need to purchase additional
+Reponing user icenses. If you have upgraded from Basic to Plus or Premium, please add your new license and then delete the old license

Licenses Expires Granted to Diedate

1000 2010-02-19 00:00:00 @ This key expires in 253 days.  Tnal - Carolyn  Delete

Figure: License management interface for KnowledgeTree Commercial

3.3.8.1 Viewing / Deleting Existing Licenses and Adding New Licenses

This procedure adds your KnowledgeTree Commercial license and displays and removes
existing licenses.

Commercial Editions Only

Note: Only the KnowledgeTree Commercial Edition requires a License.

Note: This option is not relevant for KnowledgeTreelLive - the hosted, SaaS version of KnowledgeTree
Commercial on-premise. View details on the KnowledgeTree Wiki.

Pre-requisites:

e If you have purchased a License key, or if you are using the Trial license, KnowledgeTree
Sales will email your License key to you. You need to have downloaded the key to your
local environment (i.e. to your desktop, or to a network location from where you can
upload it to KnowledgeTree's web interface).

Perform the following steps:

1. Use your administrator credentials to log in to KnowledgeTree's web interface; then,
open Administration - License Administration.

2.Click Manage Keys.
3. Do you want to ...

o« add a new license key? In the Add new key section, click Browse to locate the key
on your local environment; then, click Add License. Your license key displays on the
page with the following information: number of licenses, expiry date, number of days
to expiry, organization name.

Note: When upgrading from one license type to another, you need to delete the old key.

o view existing keys? Your existing keys are listed on the page. Only 1 key is active at

181 KnowledgeTree 3.7 Administrator Manual 06 January 2010


http://wiki.knowledgetree.com/KnowledgeTreeLive

Setting Up and Managing KnowledgeTree

one time. The key that expires first appears at the top of list.

e remove a license key? Click the Delete link for the relevant key.

3.3.9 Reporting

You can generate the following types of user activity reports in KnowledgeTree's web
interface, in Administration - Reporting:

Commercial Editions Only
Note: This feature is available only in KnowledgeTree Commercial Editions.

= Last Login Information Report
This report allows you to see the last time any system user has logged in - define either:
e last login for all system users; or,
e last login for any system users who have logged in over a predefined past period - a
predefined number of days, weeks, months, or years

= Login Activity Report
This report allows you to view a full login history for all system users, with two options:
e display full login activity, for all users, over a predefined past number of days, weeks,
months, or years; or,
e display full login activity, for all users, from a specified start period, to a specified end
period.
Note: For this option, a 'date and time' calendar function allows you to select a specified date
and time for the start period and the end period.

= Full Login History
This report displays a full login history for a specified user, since this user was added to
the system.

3.3.9.1 Generating User Activity Reports
This procedure generates various types of user activity reports - last login information,
login activity, full login history.

Commercial Editions Only
Note: This feature is available only in KnowledgeTree Commercial Editions.

Perform the following steps:
1. Use your administrator credentials to log in to KnowledgeTree's web interface; then, go
to Administration - Reporting - User Reports to open the report generation interface.

2. What type of report do you want?

o I want to see the last time any system user logged in to the system? In the Last
login information section, select the Show all users radio button; then, click Show.
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o I want to see the last time any system user logged in to the system and show
those users who have not logged in, over a predefined past period? In the Last
login information section, select the Show users that ... radio button; then, select
have / have not in the first drop down. Define a past time period - a number of days,
weeks, months, or years. When you're done, click Show.

o I want to see a full login history for all system users, over a predefined past
period? In the Login Activity section select the Show login activity for the last ...
radio button; then, define a past time period - a number of days, weeks, months, or
years. Click Show.

o I want to see a full login history, for all system users, between a specified start
date and time, and a specified end date and time? In the Login Activity section
select the Show login activity between ... radio button. Now click the first select
button to define a start date and time; then, click the second select button to define
an end date and time. When you're done, click Show.

o I want to see a full login history for a specified system user, starting from the
date this user was added to the system? If you know the name of this user, enter
the username, or the first few letters of the user name in the Username field; then,
click search for users. Alternatively, click view all users to display a list of all
system users. In the list that displays (single user, or all users), click View to display
the Login History report for the user.

User Reporting
Last login information
Want to know when last users of your system logged in? You can get an overview of the last login times of all users, or of users that have or have not logged in
recently
®Show all users
OShow users that | have + logged into the system in the last | 1 week(s) ¥

Show
Login activity

Want to know who all has logged in the system over a period of time? You can get an overview of all login activity for all users over a specified period of time

®Show login activity for the last 1 week(s) ¥
Oshow login activity between 2008/10/08 12:38 | select | and 2008/10/15 12:38 | select
Show

Full login history for users

Since there may be many users in the system, please select a user from the list below, or type a few letters from the person’s usermname to begin. Alternatively
view all users (note that this may be very slow if you have many users)

Username =

Enter part of the person’s username. e.g. ra will match brad

search forusers
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